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Preface

It has become common sense that problems in software may have catastrophic con-
sequences, ranging from economic to human safety aspects. This has led to the
development of software norms that prescribe the use of particular development
methods. These norms advise the use of validation techniques, and at the highest
levels of certification, of mathematical validation.

Program verification is the area of computer science that studies mathematical
methods for checking that a program conforms to its specification. It is part of the
broader area of formal methods, which groups together very heterogeneous rigorous
approaches to systems and software development. Program verification is concerned
with properties of code, which can be studied in more than one way. From methods
based on logic, in particular the combined use of a program logic and first-order
theories, to other approaches like software model checking; abstract interpretation;
and symbolic execution.

This book is a self-contained introduction to program verification using logic-
based methods, assuming only basic knowledge of standard mathematical concepts
that should be familiar to any computer science student. It includes a self-contained
introduction to propositional logic and first-order reasoning with theories, followed
by a study of program verification that combines theoretical and practical aspects—
from a program logic to the use of a realistic tool for the verification of C programs,
through the generation of verification conditions and the treatment of errors.

More specifically, we start with an overview of propositional (Chap. 3) and first-
order (Chap. 4) logic, and then go on (Chap. 5) to establish a setting for the verifica-
tion of sequential programs, building on the axiomatic semantics (based on Hoare
logic) of a generic While language, whose behaviour is specified using preconditions
and postconditions.

It is then shown how a set of first-order proof obligations, usually known as
verification conditions, can be mechanically generated from a program and a spec-
ification that the program is required to satisfy (Chap. 6). Concrete programming
languages can be obtained by instantiating the language of program expressions,
which we illustrate with a language of integer expressions and then a language of
integer-type arrays.
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This setting is then adapted to cover the treatment of safety properties of pro-
grams, by explicitly incorporating in the semantics the possibility of runtime errors
occurring. The set of generated verification conditions is extended to guard against
that possibility (Chap. 7). This is illustrated in the concrete languages with arith-
metic errors and out-of-bounds array accesses.

Finally the setting is extended to allow for the specification and verification
of programs consisting of mutually-recursive procedures, based on annotations in-
cluded in the code, usually known as contracts (Chap. 8). The idea here is that each
procedure has its own public specification, called a contract in this context, and
when reasoning individually about the correctness of an individual procedure one
can assume that all procedures are correct with respect to their respective specifica-
tions.

The last part of the book illustrates the specification (Chap. 9) and verification
(Chap. 10) of programs of a real-world programming language. We have chosen
to use the ACSL specification language for C programs, and the Frama-C/Jessie
tool for their verification. It is important to understand that these are being actively
developed as this book is written, but we do believe that the core of the specification
language and verification tools will remain unchanged.

Our emphasis is on the integrated presentation, and on making explicit the bits
of the story that may be harder to grasp. Program verification already has a long
history but remains a very active research field, and this book contains some mate-
rial that as far as we can tell can only be found in research papers. The approach
followed has logic at its core, and the theories that support the reasoning (which
may include user-supplied parts) are always explicitly referred. The generation of
verification conditions is performed by an algorithm that is synthesized from Hoare
logic in a step-by-step fashion. The important topic of specification adaptation is
also covered, since it is essential to the treatment of procedures. Finally, we de-
velop a general framework for the verification of contract-based mutually-recursive
procedures, which is an important step towards understanding the use of modern
verification tools based on contracts.

The book will prepare readers to use verification methods in practice, which we
find cannot be done correctly with only a superficial understanding of what is going
on. Although verification methods tend to be progressively easier to use, software
engineers can greatly benefit from an understanding of why the verification methods
and tools are sound, as well as what their limitations are, and how they are imple-
mented. Readers will also be capable of constructing their own verification plat-
forms for specific languages—but it must be said at this point that one of the most
challenging aspects, the treatment of heap-based dynamic data structures based on
a memory model—is completely left out.

As mentioned before, program verification belongs to what are usually described
as formal methods for the development of software. Chapter 1 motivates the im-
portance of program verification, and explains how formal approaches to software
development and validation are more and more important in the software industry.
Chapter 2 offers an overview of formal methods that will hopefully give the reader a
more general context for understanding the program verification techniques covered
in the rest of the book.
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Notes to the Instructor The book assumes knowledge of the basic mathematical
concepts (like sets, functions, and relations) that are usually taught in introductory
courses on mathematics for computer science students. No knowledge of logical
concepts is assumed.

The accompanying website for this book is http://www.di.uminho.pt/rsd-book,
where teaching material, solutions to selected exercises, source code, and links to
useful online resources can be found.
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writing this book came up when the third author was on leave at the Department
of Computer Science of the University of Porto (Faculty of Science), which kindly
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http://www.di.uminho.pt/rsd-book

Contents

1 Imtroduction . . . . . .. ... ... . ... 1
1.1 A Formal Approach to Software Engineering . . . . . .. ... .. 1
1.1.1 Test and Simulation-Based Reliability . . ... .. .. .. 2

1.1.2  An Alternative Approach: Formal Methods . . . . . . . .. 3

1.1.3 Requirements: Functional, Security, and Safety . . . . . . . 4

1.2 Formal Methods and Industrial Norms . . . . ... ... ..... 5
1.3 From Classic Software Engineering to Formal Software Engineering 7
14 ThisBook . . ... ... ... . ... 11
References . . . . . .. ... ... ... .. 12

2 An Overview of Formal Methods Tools and Techniques . . . . . . . . 15
2.1 TheCentral Problem . . . . . .. ... ... ... ... ...... 16
2.1.1 Some Existing Formal Methods Taxonomies . . . . . . . . 16
2.1.2 ThisOverview . . . . . ... . ... oo 17

2.2 Specifying and Analysing . . . . .. ... ... ... 17
2.2.1 Model-Based Specification . . . ... ... ... ..... 18

2.2.2  Algebraic Specification . . . . ... ... ... 24
2.2.3 Declarative Modelling . . . . ... ... ... ....... 25

2.3 Specifyingand Proving . . . ... ... ... 0oL 26
23.1 LogicinaNutshell. . . . ... ... ... ... ..... 27
232 ProofTools. . . .. ... ... ... ... ... . ... 30

2.3.3 Model Checking . . . . ... ... ... ... ... 31

2.3.4 Program Logics and Program Annotation . . . . . . . . .. 32

2.4 Specifyingand Deriving . . . . . . .. ... oL 33
24.1 Refinement. ... ... ... ... ... ... ... 34

242 EXxtraction . . . . . ... ... 36

243 Execution . ... ... ... 36

2.5 Specifying and Transforming . . . . . . . ... ... ... .... 36
26 Conclusions . . ... ... ... .. 37
2.6.1 Are Formal Methods Tools Ready for Industry? . . . . .. 38
2.6.2 Is Industry Ready to Use Formal Methods? . . . . . . . .. 39



Contents

27 ToLearnMore . . . . . . . . . .. .. 39
References . . . . . . . . . . . .. ... 40
Propositional Logic . . . . . . ... ... ... ....... ... ... 45
3.1 Syntax ... 46
32 SemantiCs . . . . ... 47
33 Proof System . . . . . . ... 54
3.4 Soundness and Completeness . . . . . . ... ... ... ..... 61
3.5 Validity Checking: Semantic Methods . . . . . ... ... .. .. 64
3.5.1 Normal Forms in Propositional Logic . . . . . .. ... .. 65
3.5.2 Validity of CNF Formulas . . . . . ... ... ... .... 68
3.5.3 Satisfiability of CNF Formulas . . . ... ... ... ... 69
3.6 Validity Checking: Deductive Methods . . . . . ... ... .. .. 71
377 ToLearnMore . . . . . . . . . .. .. e 74
38 EXercises . . . . . . . oo 76
References . . . . . . . . . . . .. 78
First-Order Logic . . . . . . ... ... ... ... ... ........ 81
4.1 Syntax . ... e 82
4.2 SemanticS . . . . .. ... 87
43 Proof System . . . . . ... .. ... 95
4.4  Soundness and Completeness . . . . . . .. ... .. ... .... 100
4.5 Validity Checking . . . . . . . .. ... .. 102
4.5.1 Negation and Prenex Normal Forms . . . . . ... ... .. 102
4.5.2 Herbrand/Skolem Normal Forms and Semi-Decidability . . 104
4.5.3 Decidable Fragments . . .. ... ... ... ....... 108
4.6 Variations and Extensions . . . . . .. ... ..o 109
4.6.1 First-Order Logic with Equality . . . . . ... .. ... .. 109
4.6.2 Many-Sorted First-Order Logic . . . . .. ... ... ... 110
4.6.3 Second-Order Logic . . . ... .. ... ... ....... 113
4.7 First-Order Theories . . . . . . . . ... ... ... ..... 115
47.1 Equality . ... ... ... ... 117
4772 Natural Numbers . . . . . . ... ... ... .. ...... 118
473 Integers . . . . . .. ... 119
4774 AITAYS . . . o e e e e e e 120
4775 OtherTheories . . . . . . . .. ... .. ... ...... 121
4.7.6 Combining Theories . . . . . .. ... ... ... ..... 121
48 TolLearnMore . . . . . . . .. .. .. .. ... . 122
4.9 EXercises . . . . . . oo it 124
References . . . . . ... .. ... ... .. 127
HoareLogic . . . . . . . ... .. ... ... ... .. . . . . ... 129
5.1 Annotated While Programs . . . . . . . ... ... ... ..... 130
5.1.1 Program Semantics . . . ... ... ... ... 131
5.1.2 The While™ Programming Language . . . .. ... . ... 134
5.2 Specifications and Hoare Triples . . . . ... ... ... ..... 136



Contents xi

5.3 LooplInvariants . . . ... ... ... .. ... ... 140
54 HoareCalculus. . . . . . ... ... ... . 143
5.5 The While?"® Programming Language . . .. ... ........ 148
5.5.1 A Rule of Hoare Logic for Array Assignment . . . . . . . 150

5.6 Loop Termination and Total Correctness . . . . . . ... ... .. 151
577 Adaptation . . . . ... 151
58 ToLearnMore . . . . . . . .. ... L o 154
59 EXercises . . . . . . . 155
References . . . . . . . . . . . ... .. 157

6  Generating Verification Conditions . . . . . . .. ... ... ..... 159
6.1 Mechanising Hoare Logic . . . . . ... ... ........... 159
6.2 The Weakest Precondition Strategy . . . . . . ... ... ..... 162
6.3 An Architecture for Program Verification . . . . . .. ... .. .. 167
6.4 AVCGenAlgorithm . . . . . ... ... ... .. ......... 168
6.4.1 Calculating the Weakest Precondition . . . . . ... .. .. 168
6.4.2 Calculating Verification Conditions . . . . . . . . ... .. 170

6.4.3 Putting It All Together . . . . . . ... ... ........ 170

6.5 Verification Conditions for While?™® Programs . . . . . . ... .. 172
6.6 ToLearnMore . . . . . . . . .. . ... ... .. 177
6.7 EXercises . . . . . . . . ... 178
References . . . . . . . ... ... L 179

7  Safety Properties . . . . . ... ... ... .. ... ... . .. 181
7.1 Error Semantics and Safe Programs . . . . . .. ... ... .... 181
7.1.1 While™ with Errors . . . .. ... ... 184

7.2 Safety-Sensitive Calculusand VCGen . . . . . . ... ... ... 185
7.2.1 Safe While™ Programs . . . . . ... ............ 187

7.3 Bounded Arrays: The While®®Nl Language . . . ... ... ... 188
7.3.1 Safe While®®INI Programs . . . . .. ... ........ 190
7.3.2  An Alternative Formalisation of Bounded Arrays . . . . . . 192

74 ToLearnMore . . . . . . . . .. . 193
7.5 EXercises . . . . . . ... 193
References . . . . . . . . . . . . ... 194

8 Procedures and Contracts . . . . ... ... .............. 195
8.1 Procedures and Recursion . . . . .. ... ... ... ... ... 196
8.1.1 The Notation . . ... ... ... ... .......... 197

8.1.2 Recursive Procedures . . . . ... ... ... ... ... 198

8.1.3 Procedure Callsin System Hg . . . . .. ... .. .. ... 199

8.2 Contracts and Mutual Recursion . . . . . . ... ... ... .... 200
8.2.1 Programming with Contracts . . . . . . ... ... . ... 202

8.2.2 Inference System for Parameterless Procedures . . . . . . . 203

8.2.3  Verification Conditions for Parameterless Procedures . . . 204

8.3 Frame Conditions . . . . ... ... ... ... ... ..., 206

8.4 Procedures with Parameters . . . . . ... ... ... ....... 208



xii Contents
8.4.1 Parameters Passedby Value . . . . . ... ... ... ... 211

8.4.2 Parameters Passed by Reference . . . . . . ... ... ... 215

843 Aliasing . . . . ... ... 218

8.5 Return Values and Pure Functions . . . . . ... ... ... .... 220

86 ToLearnMore . . . . . . ... ... . ... ... ... 226

8.7 EXErcises . . . . . . ... 226
References . . . . . . . . . . .. ... 227

9 Specifying CPrograms . . . . . . ... ... ... ........... 229
9.1 AnlIntroductionto ACSL . .. ... ... ... .. ........ 230
9.1.1 Array-Based Programs . . . . . ... ... ... ...... 230

9.1.2 Using Axiomatics . . . . . . . . . . ... ... 231

9.1.3 FunctionCalls . . . ... ... .. ... ..... . .... 233

9.14 State Labels and Behaviours . . . . . . ... .. ... ... 234

92 ToLearnMore . . . . . . . .. . ... 238

9.3 EXercises . . . . . . . .ot 239
References . . . . . . . . . . . .. L 239

10 Verifying C Programs . . . . . . . ... ... ... .......... 241
10.1 Safety Verification . . . . . . . .. ... ... ... ... ... 242
10.1.1 Arithmetic Overflow Safety . . . . . ... ... ... ... 243

10.1.2 Safety of Array Access . . . . . . . ... ... ... 244

10.1.3 Adding Loop Invariants . . . . ... ... ... ...... 245

10.1.4 Termination Checking and Loop Variants . . . . . . . ... 246

10.1.5 Safety of FunctionCalls . . . . . ... ... ... ..... 247

10.2 Functional Correctness: Array Partitioning . . . . . . ... .. .. 248

10.3 Functional Correctness: Multiset Preservation . . . . .. ... .. 250

104 AWordof Caution . . . . . . . ... ... ... ... . ...... 251

10.5 Pointer Variables and Parameters Passed by Reference . . . . . . . 253

106 ToLearnMore . . . . . . . . .. ... 254

10.7 EXercises . . . . . . o v v vt 255
References . . . . . . . . . . .. .. 255

Index . . . . . . . . . 258



	Preface
	Notes to the Instructor
	Acknowledgments

	Contents


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <FEFF004a006f0062006f007000740069006f006e007300200066006f00720020004100630072006f006200610074002000440069007300740069006c006c0065007200200037000d00500072006f006400750063006500730020005000440046002000660069006c0065007300200077006800690063006800200061007200650020007500730065006400200066006f00720020006f006e006c0069006e0065002e000d0028006300290020003200300031003000200053007000720069006e006700650072002d005600650072006c0061006700200047006d006200480020>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice


