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Introduction 

In the last ten years, multivariate public key cryptosystems, or MP-
KCs for short, have increasingly been seen by some as a possible al­
ternative to the public key cryptosystem RSA, which is widely in use 
today. The security of RSA depends on the difficulty of factoring large 
integers on a conventional computer. Shor's polynomial-time integer 
factorization algorithm for a quantum computer means that eventually 
such alternatives will be necessary, provided that we can build a quan­
tum computer with enough quantum bits. 

A result from complexity theory states that solving a set of randomly 
chosen nonlinear polynomial equations over a finite field is NP-hard. So 
far quantum computers have not yet been shown to be able to solve a 
set of multivariate polynomial equations efficiently, and the consensus is 
that quantum computers are unlikely to provide an advantage for this 
type of problem. Moreover, MPKC schemes are in general much more 
computationally efficient than number theoretic-based schemes. This 
has led to many new cryptographic schemes and constructions such as 
the Matsumoto-Imai cryptosystem (C* or MI), the Hidden Field Equa­
tions cryptosystem (HFE), the Oil-Vinegar signature scheme, the Tamed 
Transformation Method cryptosystem (TTM), and cryptosystems de­
rived from internal perturbation. Some of these schemes seem to be 
very suitable for use in the ubiquitous computing devices with limited 
computing capacity, such as smart cards, wireless sensor networks, and 
active RFID tags. Indeed, Flash, also known as Sflash^^, a multivariate 
signature scheme, was recently accepted as a security standard for use 
in low-cost smart cards by the New European Schemes for Signatures, 
Integrity and Encryption (NESSIE): IST-1999-12324. 

In general, multivariate public key cryptosystem is a public key cryp­
tosystem in which the public key is a set of multivariate polynomials 
/ i ; • • • I fm in A;[x-i, . . . , x-„], where fc is a given finite field. If Alice wants 
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to send the message ( x j , . . . , x'^) £ fc" to Bob, she looks up Bob's pubhc 
key, computes y[ = filx[,..., x'^) for i = 1 , . . . ,m, and sends the en­
crypted message {y[,...,y'^). Bob's secret key will be some information 
about the construction of the /j without which it is computationally in-
feasible to solve the system fi{xi,..., Xn) = y'i, • • •, fm{xi, • • •, Xn) = y'm 
for xi,. ..,Xn-

Of course, Bob will need a secret key to recover Alice's message, and 
this indicates that the NP-hardness of the multivariate polynomial equa­
tion solving problem does not necessarily guarantee the security of prac­
tical schemes, though intuitively it does suggest that the more we can 
make the polynomial appear to be "random," the more secure the scheme 
is likely to be. 

Research on MPKCs has undergone rapid development in the last 
decade, providing many interesting results in designing and attacking the 
MPKCs with examples as previously stated. In addition, the study of 
MPKCs has also resulted in new ideas in solving systems of multivariate 
polynomial equations over a finite field, a purely mathematical problem 
that lies in the area of algebraic geometry. This has also attracted a lot 
of attention. New work in this direction includes the linearization equa­
tions, the XL family of algorithms, the new Grobner basis algorithms, 
and the Zhuang-Zi algorithm. 

We believe that this area has developed to the point where a book is 
needed to systematically present the subject matter to a broad audience, 
including information security experts in industry, computer scientists 
and mathematicians. We hope that this book can be used in the fol­
lowing ways: by industry experts as a guide for understanding the basic 
mathematical structures needed to implement these cryptosystems for 
practical applications, as a starting point for researchers in both com­
puter science and mathematics looking to explore this exciting new field, 
or as a textbook for a course in MPKC suitable for beginning graduate 
students in mathematics or computer science. Due to the above con­
siderations, this book has been written more from the computational 
perspective, though we have tried to provide the necessary mathemati­
cal background. 

It should be noted that there are usually several improvements on 
the schemes that we present, in particular in terms of the efficiency of 
the computation in both implementation and attacks. However, to keep 
the size of this book reasonable and to keep the book more focused, 
we have chosen not to cover some of these details. Instead, we have 
tried to present the essential ideas, methods, and examples so that a 
reader will not be distracted by technical details that can be found in 
the references provided. Nevertheless, for those readers interested in the 



INTRODUCTION xvii 

practical side of the MPKCs, we highly recommend reading through the 
details in order to discover improvements. Improving the performance 
of a cryptosystem by even a small factor may not be significant from a 
mathematical perspective, but can be very important in practice. 

This book is arranged not in historical order but rather in terms of the 
mathematical ideas behind each topic. We begin with an overview of the 
basic ideas and early development of both multivariate public key cryp­
tography and signature schemes. We next present the main families of 
multivariate schemes: MI, Oil-Vinegar, HFE, and TTM. We also present 
the concept of perturbation, the means by which the security of various 
schemes can be improved without much cost in efficiency. Each family 
is introduced in terms of the origin of the mathematical idea behind 
its construction, followed by generalizations and related attacks specific 
to that family. Generic attacks that can be applied to any MPKC, in 
particular methods for solving systems of multivariate polynomial equa­
tions over a finite field, are then addressed, followed by a discussion of 
the future of MPKCs. The reader will find one supplementary appendix 
at the end of the book where we have collected results from finite field 
theory needed in the main text of the book. 

This book grew out of a survey paper written by Jintai Ding and Di­
eter Schmidt, and from the lecture notes for a graduate course at the 
University of Cincinnati taught by Jintai Ding during the 2004-2005 
and 2005-2006 academic years. Indeed, we have written this book to be 
used as a text for a year-long course in advanced topics in cryptogra­
phy or applied algebra, or as a supplementary text for a first course in 
cryptography. Students with some previous exposure to abstract alge­
bra (groups, rings, fields and ideals) will be more than well-prepared to 
read and understand the various topics. For those with a programming 
background, we plan to develop a website where we will make our related 
software available at 

h t t p : / /ma th . uc . edu/^aac/MPKC/sof tware . html 

for public use. This will provide interested readers a starting point to 
further develop their understanding and computational intuition by ex­
perimenting with the software. Those readers new to the field of MPKC 
will be best served by first reading the introductory chapter, after which 
the chapters are written so as to be essentially self-contained. Readers 
with previous exposure to MPKC may use the text to learn more about 
a given scheme and as a guide to related articles. Although it was our 
intention to include all related references, we apologize to those we have 
missed. Also, the amount of space devoted to a given topic is not nec­
essarily related to how important we consider it. Rather it is likely due 
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to space constraints or to maintain the consistency and convenience of 
the structure and flow of the book. 

We plan to maintain a webpage at 

h t t p : / /ma th . uc . edu/ '^aac/MPKC/errata. html 

where we will list corrections to the book. Readers are encouraged 
to submit their findings to that website or send them via e-mail to 
aacOmath.uc.edu. 

We would like to thank Robert Hess, Timothy Hodges, Gregory Hull, 
Crystal Updegrove, and John Wagner for attending the lectures and giv­
ing thoughtful feedback about the lectures and the early stages of the 
book. We would like to also thank Jiun-ming Chen, Lei Hu, Christo­
pher Wolf, Bo-yin Yang for reading the book and providing us with their 
valuable comments. Many thanks go to the staff at Springer for their 
constant support and help, and to the Department of Mathematical Sci­
ences at the University of Cincinnati for their support. Finally, we would 
like to thank our families for their constant support and encouragement. 




