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Preface

Data Mining and Multi-agent Integration aims to reflect state-of-the-art research
and development of agent mining interaction and integration (for short, agent min-
ing).

The book was motivated by increasing interest and work in the agents data min-
ing, and vice versa. The interaction and integration comes about from the intrinsic
challenges faced by agent technology and data mining respectively; for instance,
multi-agent systems face the problem of enhancing agent learning capability, and
avoiding the uncertainty of self-organization and intelligence emergence. Data min-
ing, if integrated into agent systems, can greatly enhance the learning skills of
agents, and assist agents with predication of future states, thus initiating follow-up
action or intervention. The data mining community is now struggling with mining
distributed, interactive and heterogeneous data sources. Agents can be used to man-
age such data sources for data access, monitoring, integration, and pattern merging
from the infrastructure, gateway, message passing and pattern delivery perspectives.
These two examples illustrate the potential of agent mining in handling challenges
in respective communities.

There is an excellent opportunity to create innovative, dual agent mining interac-
tion and integration technology, tools and systems which will deliver results in one
new technology. For example, if an open complex agent system is powered with ac-
tionable knowledge discovery capabilities, it then has the potential to deal with very
complex problem solving with super-intelligent information processing, knowledge
discovery, collective intelligence emergence, and actionable decision-making skills
in complex environments. Currently, systems of this magnitude are not possible
without the integration of agents and data mining.

This book, as the first in this area, does not intend to cover the field of agent
mining. Rather, it features the latest methodological, technical and practical progress
on promoting the successful use of agent mining. In 22 chapters, the book reflects
state-of-the-art agent mining research and development. The book is divided into
three parts. Part I provides an introduction to agents and data mining integration.
Part II addresses data mining-driven agents, and Part III focuses on agent-driven
data mining.
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vi Preface

Part I has three introductory chapters. Chapter One presents a comprehensive in-
troduction to interaction and integration of agents and data mining, which covers
driving forces, disciplinary frameworks, agent-driven distributed data mining, data
mining driven agents, mutual issues in agent mining, applications and case stud-
ies, trends and directions, and agent-mining community development. Chapter Two
presents a brief overview of agent mining interaction, and two case studies. Chapter
Three provides a survey on agent-based distributed data mining.

Part II has nine chapters outlining the latest progress and techniques for data
mining driven agents. Chapter Four explores agent behavior by particle swarm opti-
mization based web usage clustering. Chapter Five enhances agent learning through
mining temporal patterns of agent behavior. Chapter Six summarizes the use of Web
and structure mining to form an agent system which detects user interaction infor-
mation. Chapter Seven presents an e-commerce-oriented distributed recommender
system with peer profiling and selection strategy. Chapter Eight uses multi-class
classification to build a multi-agent-based intrusion detection system. Chapter Nine
proposes genetic algorithms and regular expressions to automatically learn about
software entities. Chapter 10 proposes a words weight vectors driven network mod-
ule for establishing and maintaining a knowledge network. Chapter 11 proposes
goal mining of query logs for commonsense knowledge to equip intelligent agents.
Chapter 12 proposes an agent-based interactive diagnostic workbench with diagnos-
tic rules.

In Part III, we present 10 chapters on agents-driven data mining. Chapter 13 pro-
poses an extensible multi-agent data mining system powered by association rule
and classification. Chapter 14 proposes an anytime multi-agent approach to on-line
unsupervised learning, which handles continuous agglomerative hierarchical clus-
tering of streaming data. Chapter 15 proposes an agent system utilizing a divide and
conquer approach and data dependent schemes for clustering large data. Chapter 16
proposes a multi-ant colony and a multi-objective clustering algorithm by combin-
ing the results of all colonies. Chapter 17 proposes an interactive environment for
psychometrics diagnostics, where agents supervise the users actions and data min-
ing for searching of potentially interesting information. Chapter 18 uses static agent
to execute mine firewall policy rules, and mobile agent to exploit optimized rules to
detect eventual anomalies. Chapter 19 uses game-theory modeling for competitive
knowledge extraction, hierarchical knowledge mining, and Dempster-Shafer result
combination. Chapter 20 discusses a normative multi-agent enriched data mining ar-
chitecture and ontology frameworks. Chapter 21 presents static and dynamic agent
societies responsible for group formation, to execute a data mining classification
process. Chapter 22 describes an agent based video contents identification scheme
using a watermark based filtering technique.

This book is directed to students, researchers, engineers and practitioners in both
the agent and data mining areas, who are interested in the marriage of agents with
data mining, or are experiencing challenges in one area that could be managed by
incorporating the other technology. The book will also be of interest to students and
researchers in many related areas such as machine learning, artificial intelligence, in-
telligent systems, knowledge engineering, human-computer interaction, intelligent
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information processing, decision support systems, knowledge management, organi-
zational computing, social computing, complex systems, and soft computing.

We would like to convey our appreciation to all contributors, including the ac-
cepted chapters’ authors, and many other participants who submitted work that has
not been included in this book. Our special thanks go to Ms. Melissa Fearon and
Ms. Valerie Schofield from Springer US for their kind support and efforts in bring-
ing the book to fruition. In addition, we also appreciate our reviewers, and Ms. Ziye
Zuo and Mr. Yong Yang’s assistance in co-ordinating the book chapter collection
and formating the book.

Longbing Cao
University of Technology Sydney, Australia

March 2009



Foreword

Integration of advanced technologies is a natural progression in the development of
science. Such integration may result in a new technology whose “power” can be
metaphorically described by the equality 2 + 2 = 5, or even more. The integration
of agents and data mining is such an emergent technology. The potential benefits
of integrating agent and data mining were recognized when multi-agent systems
(MAS) was at its infancy stage and when data mining has already reached close to
their maturity. Since that time research has demonstrated the value of integration.

These advantages can be evaluated from many viewpoints and perspectives. In-
deed, enrichment of MAS with data mining capabilities can significantly enhance
intelligence of multi-agent systems by enabling them to adapt to unpredictable
changes of environment, and by providing them with a property to on-line improve
agents’ collaboration utility through learning. The latter is especially important for
novel classes of applications, in particular, for mobile, ubiquitous and peer-to-peer
networking systems where high level of autonomy of agents pursuing their local
goals has to be harmonized with the global system goal. Distributed data mining
and learning technologies can provide such applications with powerful means for
on-line coordination and agreement of local and global system objectives. An ex-
ample is given by so-called agent network self-configuration task. Indeed, a specific
feature of mobile, ubiquitous and peer-to-peer (P2P) computing systems is that they
operate in dynamic environment. E.g., mobile devices may move and freely enter
into and exit from a mobile network changing the set of network nodes and their
communication topology and thus changing the set of application agents existing
in the network and the availability of services as well. Consistent and coherent op-
eration of such networks is organized using a “virtualization” idea implemented in
terms of overlay computing. In such dynamic environment, an important task is
self-configuration of overlay networks to support the optimality of agent network
operation at the communication, infrastructural and application layers. This task
cannot be effectively solved without intensive use of distributed data mining and
P2P machine learning technologies. The list of applications in which multi-agent
systems, data mining and machine learning have been combined to great effect is
growing rapidly. This book contains carefully selected examples.

From the data mining and machine learning perspective, multi-agent systems
leads to new architectures and to novel styles of software development. Modern
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data mining and machine learning applications lay down new requirements for en-
abling information and software technologies that are used at design and implemen-
tation phases. In particular, these, often challenging, requirements are caused by the
distributed nature and heterogeneity of data sources that are selected dynamically
by a data mining application and depend on the current state of the environment.
Data sources may be massive and may continue to generate formidable volumes of
data. It is well recognized that, in such applications, the most promising technol-
ogy is agent-based. It is capable of supporting multi-strategy data mining and of
achieving scalability in the presence of massive quantities of distributed data. Agent
technology can also support intelligent interaction with users. Experience shows
that no other currently existing information technology can compare with the power
of MAS technology for data mining problems in this class. However, this class of
problems is not rare and includes modern real life data mining challenges.

Recently, researchers are intensively using agent technology in many novel data
mining applications. Among them are: web mining, text mining, and brain comput-
ing. On the other side, agent-based applications use data mining and machine learn-
ing for coordination strategy mining, for interaction protocol selection and mining.
A sign of the maturity of the integration of agent and data mining technologies is
the development of several software tools specifically targeted for joint use of agent
and data mining, for example, Agent Academy.

We acknowledge the important role of the FP5 European project KDNet and, in
particular, the AgentLink ALAD Special Interesting Group (SIG) organized within
the framework of this Project, in consolidating the data mining and agent commu-
nities. ALAD SIG was a pioneer task force intended to achieve this consolidation
leading to joint research. Another dedicated SIG is the Agent-Mining Interaction
and Integration SIG 1, which actively links leading researchers in this emerging
field, and organizes regular events for promoting and encouraging research network-
ing in both agent and data mining communities. These task forces have put ahead
many other analogous initiatives including special sessions of the international con-
ferences, dedicated international workshops, journal special issues, etc.

As an explicit aftereffect of the AMII SIG initiative, this book on Data Mining
and Multiagent Integration, edited by Longbing Cao, presents the first collection
of the latest research outcomes on the topic. A single volume can not present a
complete coverage of the current state-of-the-art in the perspectives of integrating
agents and data mining, however it covers all major research topics of agent mining
research, and presents many novel ideas, applications and other solutions that can be
useful for the researchers and industry interested in research on and practical use of
novel information technologies. This book will be of interest to new scientists work-
ing in agent and data mining integration and interaction, and will further promote
the consolidation of this crucial international scientific community.

Prof. Vladimir Gorodetsky,
St. Petersburg, SPIIRAS

1 AMII-SIG: www.agentmining.org
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18 A Multi-Agent Framework for Anomalies Detection on Distributed
Firewalls Using Data Mining Techniques . . . . . . . . . . . . . . . . . . . . . . . . 267
Kamel Karoui,Fakher Ben Ftima and Henda Ben Ghezala

19 Competitive-Cooperative Automated Reasoning from Distributed
and Multiple Source of Data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 279
Amin Milani Fard



Contents xiii

20 Normative Multi-Agent Enriched Data Mining to Support
E-Citizens . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 291
Stanislaw A. B. Stane and Mariusz Zytniewsk

21 CV-Muzar - The Virtual Community Environment that Uses
Multiagent Systems for Formation of Groups . . . . . . . . . . . . . . . . . . . . 305
Ana Carolina Bertoletti De Marchi and Márcia Cristina Moraes
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