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Foreword

For a designer of the security for an information system, a large number of concepts
must be mastered, not to mention the interactions of these concepts with each other.
Should I use cryptography? How do I generate keys? How do I change keys if I
think my system has been breached? Do I have to re-encrypt all my data every time
I generate a new key for one class of data? Do I have to be constantly monitoring
the system and intervening to update keys?

This monograph provides answers to all of these questions. It begins by present-
ing thorough background on access control models in general and, in more detail, on
cryptographic access control. The assumption is made that keys will be assigned to
groups, so that when the security policy gives a group access to some data, the key
can be used for decryption of the data that is to be visible to the group. An algorithm,
which improves on previous techniques, for minimizing the cost of key assignment
and replacement is presented, and analysed both theoretically and with experiments.
A further improvement to the time taken for re-keying is also presented.

If the security policy changes frequently, group memberships may change, re-
quiring both new keys and re-encrypting the data accessible to the group. The tech-
niques mentioned above reduce the time for rekeying and re-encryption over exist-
ing techniques. To cope with a high frequency of changes, an autonomic computing
model is used to create an adaptive rekeying approach to key management, thus
freeing the security administrator from some of their monitoring load. Finally, the
implications of managing encrypted data when it is stored on a third-party site are
also discussed.

The monograph, while scholarly, is written in manner that makes it readable by
both practitioners and researchers. It combines a solid theoretical approach with
experimental evaluation, so that the user of these new algorithms and techniques
can be assured not only that they will work, but also that they will be more efficient
that previous approaches.

London, Ontario, Canada; March, 2010 Sylvia L. Osborn
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Preface

Our motivations for writing this monograph are centered on the fact that although a
significant amount of research exists on the topics of cryptographic key management
and access control, most texts tend to focus on access control models and only cover
cryptographic key management superficially. This monograph is meant to help stu-
dents, researchers, and teachers with an interest in access control and cryptographic
key management. For the student, our purpose is to present material in a readable
manner, and highlight the current trends in cryptographic key management. Our
goal was to show students, who are often skeptical about the practicality of cryp-
tographically supported access control, how access control and cryptographic key
management can be combined to ensure data security.

For the researcher, our goal is to analyze the different solutions that have been
presented in the literature highlighting their pros and cons with respect to the grow-
ing need for adaptive security. We go on to present a method of implementing adap-
tive access control and discuss the challenges involved in designing adaptive access
control schemes. It is our hope that we have achieved our goal of kindling interest
in this area by evoking some of the interesting problems worth working on.

For the instructor, this text will serve as support material for the topics of cryp-
tographic key management and access control. We hope that it will give instructors
a broader and in depth perspective of both topics allowing them to teach more ef-
fectively and efficiently in ways that are most appropriate for their particular set of
students.

Acknowledgements

We would like to gratefully acknowledge the people that have directly or indirectly
contributed to the content of this monograph by kindly providing several helpful
comments and pointing out typographical errors that helped improve the quality
of the work presented. Among them, Sylvia Osborn, Stafford Tavares, Mohammad
Zulkernine, and Hagit Shatkay. In spite of these contributions, there may still be er-

ix



x Preface

rors in the monograph and we alone must take responsibility for those. We are also
deeply indebted to the Canadian Commonwealth Scholarship Fund for fnancially
supporting the research on which this text is grounded.

Bremen, Germany; Anne V.D.M. Kayem
Kingston, ON, Canada; March, 2010 Selim G. Akl, and Patrick Martin



Contents

1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 What is Autonomic Computing? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
1.3 From Manually Managed to Adaptive Access Control . . . . . . . . . . . . 3
1.4 Aim of this Monograph . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
1.5 How to read this Monograph . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

2 A Presentation of Access Control Methods . . . . . . . . . . . . . . . . . . . . . . . . 11
2.1 Distributed Access Control’s Beginnings . . . . . . . . . . . . . . . . . . . . . . . 11
2.2 Terminology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
2.3 General Access Control Models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

2.3.1 Discretionary Access Control . . . . . . . . . . . . . . . . . . . . . . . . . . 13
2.3.2 Mandatory Access Control . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
2.3.3 Role-Based Access Control . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
2.3.4 Multilevel Access Control . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

2.4 Cryptographic Access Control . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
2.4.1 Key Management Models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
2.4.2 One-Way Function Schemes . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
2.4.3 Time-Bound Schemes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
2.4.4 Other CKM Schemes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

2.5 Other Access Control Paradigms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30
2.5.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30
2.5.2 Cookies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
2.5.3 XML Access Control and Limitations . . . . . . . . . . . . . . . . . . . 32
2.5.4 Anti-Viruses, Intrusion Detection, and Firewalls . . . . . . . . . . 34

2.6 Controlling Access to Outsourced Data . . . . . . . . . . . . . . . . . . . . . . . . 36
2.7 Autonomic Access Control . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

2.7.1 The Autonomic Security Model . . . . . . . . . . . . . . . . . . . . . . . . 38
2.7.2 Perspectives and Discussions . . . . . . . . . . . . . . . . . . . . . . . . . . 39

xi



xii Contents

3 Efficient Key Management: Heuristics . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
3.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
3.2 An Overview of the CAT Scheme . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42
3.3 Exponent Assignment Algorithm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

3.3.1 Algorithm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45
3.3.2 Exponent Assignment Example . . . . . . . . . . . . . . . . . . . . . . . . 46

3.4 Enforcing Hierarchy Updates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48
3.4.1 Replacement, Insertion, and Deletion: Algorithm. . . . . . . . . . 48
3.4.2 Insertion, Deletion and Replacement: Example . . . . . . . . . . . 50

3.5 Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52
3.5.1 Security Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52
3.5.2 Complexity Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

3.6 Experimental Setup and Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53
3.6.1 Implementation and Experimental Setup . . . . . . . . . . . . . . . . . 54
3.6.2 Cost of Key Generation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55
3.6.3 Cost of Data Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
3.6.4 Cost of Key Replacement . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57
3.6.5 Window of Vulnerability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

3.7 Discussions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58

4 Timestamped Key Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
4.1 On Timestamps and Key Updates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
4.2 Timestamped Key Assignment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63
4.3 Timestamped Rekey Scheme - Algorithm . . . . . . . . . . . . . . . . . . . . . . 65
4.4 Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

4.4.1 Security Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66
4.4.2 Complexity Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

4.5 Experimental Setup and Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67
4.5.1 Implementation and Experimental Setup . . . . . . . . . . . . . . . . . 67
4.5.2 Timestamped Key Generation - Server Cost . . . . . . . . . . . . . . 69
4.5.3 Timestamped Rekeying - Server Cost . . . . . . . . . . . . . . . . . . . 70
4.5.4 Window of Vulnerability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

4.6 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

5 Controlling Access to Outsourced Data . . . . . . . . . . . . . . . . . . . . . . . . . . . 75
5.1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 75

5.1.1 Securing Outsourced Data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76
5.1.2 Combining CKM and RBAC . . . . . . . . . . . . . . . . . . . . . . . . . . 78
5.1.3 Handling Key Updates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

5.2 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

6 Self-Protecting Key Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85
6.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85
6.2 Self-Protecting Cryptographic Key Management (SPCKM)

Framework . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86



Contents xiii

6.2.1 Mathematical Model Supporting Framework . . . . . . . . . . . . . 88
6.2.2 An Example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92

6.3 Implementation and Experimental Setup . . . . . . . . . . . . . . . . . . . . . . . 93
6.3.1 Experimental Setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93
6.3.2 Prototype Description . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94
6.3.3 Performance Criteria . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95
6.3.4 Experimental Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96

6.4 Discussions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99
6.4.1 Contributions of the SPCKM Framework . . . . . . . . . . . . . . . . 99
6.4.2 Some Challenges in Adaptive Rekeying . . . . . . . . . . . . . . . . . 101
6.4.3 The Adaptive Rekey Scheduling Problem . . . . . . . . . . . . . . . . 102

7 Collusion Detection and Resolution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105
7.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105
7.2 On Detecting Collusion Possibilities . . . . . . . . . . . . . . . . . . . . . . . . . . . 106

7.2.1 The DCFK problem . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107
7.3 An Adaptive Framework for Collusion Detection and Resolution

(ACDR) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108
7.3.1 Some Basic Assumptions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109
7.3.2 Collusion Verification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111
7.3.3 Example of Collusion Detection . . . . . . . . . . . . . . . . . . . . . . . . 112
7.3.4 Collusion Resolution Algorithm . . . . . . . . . . . . . . . . . . . . . . . . 113
7.3.5 Example of Collusion Resolution . . . . . . . . . . . . . . . . . . . . . . . 114

7.4 Experimental Setup and Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116
7.4.1 Implementation and Experimental Setup . . . . . . . . . . . . . . . . . 116
7.4.2 Cost of Collusion Detection . . . . . . . . . . . . . . . . . . . . . . . . . . . 116
7.4.3 Cost of Collusion Resolution . . . . . . . . . . . . . . . . . . . . . . . . . . 117
7.4.4 Cost of Key Generation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118
7.4.5 Cost of Key Generation and Data Encryption . . . . . . . . . . . . . 119

7.5 Discussions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119

8 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 121
8.1 Synopsis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 121
8.2 Critique . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 122
8.3 Potential Extensions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

8.3.1 Internal Violations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125
8.3.2 Adaptive Rekeying . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 126
8.3.3 Key Selection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 129

Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 137




	Adaptive Cryptographic Access Control
	Foreword
	Preface
	Acknowledgements
	Contents


