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Preface 

This proceedings volume contains papers presented at the twentieth Safety-critical 
Systems Symposium (SSS 2012). This year’s authors have, as usual, delivered in-
formative material touching on many topics that are of current concern to the 
safety-critical systems community; we are grateful to them for their contributions. 

In his opening keynote address, Martyn Thomas highlights vulnerabilities in 
GPS and other global navigation satellite systems, thus illustrating that many gen-
eral purpose systems can have an impact on safety. The two following papers ad-
dress the importance of culture and community to the achievement of safety. 

Roger Rivett’s keynote paper looks at the challenge of technological change in 
the automotive industry. This is followed by three other papers on transport safety: 
one focuses on unmanned aerial systems, and the other two on railways. 

Cyber-attacks on safety-critical systems form the subject of Chris Johnson’s 
keynote talk. Four papers then look at improving our approach to systems safety: 
taking account of electromagnetic interference; treating safety as a viewpoint on 
systems engineering; safety architectural patterns; and Bayesian belief networks. 

Next, two papers look at accidents: how should we investigate them and what 
can we learn thereby. The second of these is Peter Ladkin’s keynote on the acci-
dent to the nuclear reactors at Fukushima. 

Jens Braband’s keynote paper presents a risk-based approach to assessing po-
tential safety deficiencies. This is followed by two papers on validating safety-
critical software, and on software testing. 

The final keynote, by John McDermid and Andrew Rae, focuses on goal-based 
safety standards, and is followed by two papers that look in detail at safety levels. 

We are grateful to our sponsors for their valuable support and to the exhibitors 
at the Symposium’s tools and services fair for their participation. And we thank 
Joan Atkinson and her team for laying the event’s foundation through their exem-
plary planning and organisation. 

 
CD & TA 

October 2011 

A message from the sponsors 

BAE Systems is pleased to support the publication of these proceedings. We rec-
ognise the benefit of the Safety-Critical Systems Club in promoting safety engi-
neering in the UK and value the opportunities provided for continued professional 
development and the recognition and sharing of good practice. The safety of our 
employees, those using our products and the general public is critical to our busi-
ness and is recognised as an important social responsibility. 
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The Safety-Critical Systems Club 

organiser of the 

Safety-critical Systems Symposium 

What is the Safety-Critical Systems Club? 

This ‘Community’ Club exists to support developers and operators of systems that 
may have an impact on safety, across all industry sectors. It is an independent, 
non-profit organisation that co-operates with all bodies involved with safety-
critical systems. 

Objectives 

The Club’s two principal objectives are to raise awareness of safety issues in the 
field of safety-critical systems and to facilitate the transfer of safety technology 
from wherever it exists. 

History 

The Club was inaugurated in 1991 under the sponsorship of the UK’s Department 
of Trade and Industry (DTI) and the Engineering and Physical Sciences Research 
Council (EPSRC). Its secretariat is in the Centre for Software Reliability (CSR) at 
Newcastle University, and its Meetings Coordinator is Chris Dale of Dale Re-
search Ltd. Felix Redmill of Redmill Consultancy is the Newsletter Editor. 

Since 1994 the Club has been self-sufficient, but it retains the active support of 
the Health and Safety Executive, the Institution of Engineering and Technology, 
and BCS, the Chartered Institute for IT. All of these bodies are represented on the 
Club’s Steering Group. 

The Club’s activities 

The Club achieves its goals of awareness-raising and technology transfer by fo-
cusing on current and emerging practices in safety engineering, software engineer-
ing, and standards that relate to safety in processes and products. Its activities in-
clude: 
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 running the annual Safety-critical Systems Symposium each February (the first 
was in 1993), with Proceedings published by Springer-Verlag. 

 organising a number of full day seminars each year. 
 providing tutorials on relevant subjects. 
 publishing a newsletter, Safety Systems, three times annually (since 1991), in 

January, May and September. 
 a web-site http://www.scsc.org.uk providing member services, including a 

safety tools, products and services directory. 

Education and communication 

The Club brings together technical and managerial personnel within all sectors of 
the safety-critical-systems community. Its events provide education and training in 
principles and techniques, and it facilitates the dissemination of lessons within and 
between industry sectors. It promotes an inter-disciplinary approach to the engi-
neering and management of safety, and it provides a forum for experienced practi-
tioners to meet each other and for the exposure of newcomers to the safety-critical 
systems industry. 

Influence on research 

The Club facilitates communication among researchers, the transfer of technology 
from researchers to users, feedback from users, and the communication of experi-
ence between users. It provides a meeting point for industry and academia, a fo-
rum for the presentation of the results of relevant projects, and a means of learning 
and keeping up-to-date in the field. 

The Club thus helps to achieve more effective research, a more rapid and effec-
tive transfer and use of technology, the identification of best practice, the defini-
tion of requirements for education and training, and the dissemination of informa-
tion. Importantly, it does this within a ‘club’ atmosphere rather than a commercial 
environment. 

Membership 

Members pay a reduced fee (well below the commercial level) for events and re-
ceive the newsletter and other mailed information. Not being sponsored, the Club 
depends on members’ subscriptions: these can be paid at the first meeting at-
tended, and are almost always paid by the individual’s employer. 

To join, please contact Mrs Joan Atkinson at: The Centre for Software Reliabil-
ity, Newcastle University, Newcastle upon Tyne, NE1 7RU, UK; Telephone: 
+44 191 221 2222; Fax: +44 191 222 7995; Email: csr@newcastle.ac.uk. 

http://www.scsc.org.uk
mailto:csr@newcastle.ac.uk
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