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Preface 

If we are to believe in Moore’s law, then every passing day brings new and advanced 
changes to the technology arena. We are as amazed by miniaturization of computing 
devices as we are amused by their speed of computation. Everything seems to be 
in fl ux and moving fast. We are also fast moving towards ubiquitous computing. To 
achieve this kind of computing landscape, new ease and seamless computing user 
interfaces have to be developed. Believe me, if you mature and have ever program 
any digital device, you are, like me, looking forward to this brave new computing 
landscape with anticipation.

However, if history is any guide to use, we in information security, and indeed 
every computing device user young and old, must brace themselves for a future full 
of problems. As we enter into this world of fast, small and concealable ubiquitous 
computing devices, we are entering fertile territory for dubious, mischievous, and 
malicious people. We need to be on guard because, as expected, help will be slow 
coming because fi rst, well trained and experienced personnel will still be diffi cult 
to get and those that will be found will likely be very expensive as the case is today. 
Secondly, the security protocols and best practices will, as it is today, keep chang-
ing at a fi rst rate which may warrant network administrators to constantly changing 
them. Thirdly, as the case is today, it will be extremely diffi cult to keep abreast of 
the many new vulnerabilities and patches to them. In other words, the computing 
landscape will change for sure on one side and remain the same on the other.

For these reasons, we need to remain vigilant with better, if not advanced com-
puter and information security protocols and best practices because the frequency of 
computer network attacks and the vulnerability of computer network systems will 
likely not abet, rather they are likely to increase as before.

More efforts in developing adaptive and scalable security protocols and best 
practices and massive awareness, therefore, are needed to meet this growing chal-
lenge and bring the public to a level where they can be active and safe participants 
in the brave new worlds of computing.

This guide is a comprehensive volume touching not only on every major topic 
in computing and information security and assurance, but it also introduces new 
computing technologies like wireless sensor networks, a wave of the future, where 



security is likely to be a major issues. It is intended to bring massive education and 
awareness of security issues and concerns in cyberspace in general and the com-
puting world in particular, their benefi ts to society, the security problems and the 
dangers likely to be encountered by the users, and be a pathfi nder as it initiates a 
dialog towards developing better algorithms, protocols, and best practices that will 
enhance security of computing systems in the anticipated brave new world. It does 
this comprehensively in four parts and twenty-two chapters. Part I gives the reader 
an understanding of the working of and the security situation of computer networks. 
Part II builds on this knowledge and exposes the reader to the prevailing security situ-
ation based on a constant security threat. It surveys several security threats. Part III,
the largest, forms the core of the guide and presents to the reader most of the best 
practices and solutions that are currently in use. Part IV is for projects. In addition 
to the algorithms, protocols, and solutions, several products and services are given 
for each security item under discussion.

In summary, the guide attempts to achieve the following objectives:

1 Educate the public about cyberspace security in general terms and computer 
 systems security in particular, with reference to the Internet,

2 Alert the public to the magnitude of computer network vulnerabilities, 
 weaknesses, and loopholes inherent in the computer network infrastructure

3 Bring to the public attention effective security solutions and best practice, expert 
opinions on those solutions, and the possibility of ad-hoc solutions

4 Look at the roles legislation, regulation, and enforcement play in computer 
 network security efforts

5 Finally, initiate a debate on developing effective and comprehensive algorithms, 
protocols, and best practices for information security.

Since the guide covers a wide variety of security topics, algorithms, solutions, 
and best practices, it is intended to be both a teaching and a reference tool for all 
interested in learning about computer network security issues and available tech-
niques to prevent information systems attacks. The depth and thorough discussion 
and analysis of most of the computer network security issues, together with the 
discussion of security algorithms, and solutions given, makes the guide a unique 
reference source of ideas for computer network security personnel, network secu-
rity policy makers, and those reading for leisure. In addition, the guide provokes the 
reader by raising valid legislative, legal, social, and ethical security issues, includ-
ing the increasingly diminishing line between individual privacy and the need for 
collective and individual security.

The guide targets college students in computer science, information science, 
technology studies, library sciences, engineering, and to a lesser extent students in 
the arts and sciences who are interested in information technology. In addition, stu-
dents in information management sciences will fi nd the guide particularly helpful. 
Practitioners, especially those working in information-intensive areas, will likewise 
fi nd the guide a good reference source. It will also be valuable to those interested 
in any aspect of information security and assurance and those simply wanting to 
become cyberspace literates.
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Preface ix

Book Resources

There are two types of exercises at the end of chapter: easy and quickly work-
able exercises whose responses can be easily spotted from the proceeding text; and 
more though provoking advanced exercises whole responses may require research 
outside the content of this book. Also chapter 22 is devoted to lab exercises. There 
are three types of lab exercises: weekly or bi-weekly assignments that can be done 
easily with either reading or using readily available software and hardware tools; 
slightly harder semester long projects that may require extensive time, collabora-
tion, and some research to fi nish them successfully; and hard open research projects 
that require a lot of thinking, take a lot of time, and require extensive research.

We have tried as much as possible, throughout the guide, to use open source 
software tools. This has two consequences to it: one, it makes the guide affordable 
keeping in mind the escalating proprietary software prices; and two, it makes the 
content and related software tools last longer because the content and corresponding 
exercises and labs are not based on one particular proprietary software tool that can 
go out anytime.

Instructor Support Materials

As you consider using this book, you may need to know that we have developed 
materials to help you with your course. The help materials for both instructors and 
students cover the following areas:

Syllabus. There is a suggested syllabus for the instructor.• 
Instructor PowerPoint slides. These are detailed enough to help the instructor, • 
especially those teaching the course for the fi rst time.
Answers to selected exercises at the end of each chapter• 
Laboratory. Since network security is a hands-on course, students need to spend a • 
considerable amount of time on scheduled laboratory exercises. The last chapter 
of the book contains several laboratory exercises and projects. The book resource 
center contains several more and updates
Instructor manual. These will guide the instructor in the day to day job of getting • 
materials ready for the class.
Student laboratory materials. Under this section, we will be continuously posting • 
the latest laboratory exercises, software, and challenge projects.

These materials can be found at the publisher’s website at
http://www.springeronline.com and at the author’s site at http://www.utc.edu/

Faculty/Joseph-Kizza/

Chattanooga, Tennessee, USA Joseph Migga Kizza
October, 2008.
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