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Preface

Social networking makes wireless communication technologies sharpening tools
for extending the social circle of people. It has already become an integral
part of our daily lives, enabling us to contact our friends and families without
geographic barriers. Recently, social networking can be further reached in a mobile
environment due to the pervasive use of smartphones. Smartphones greatly increase
our communication, computation, and information storage capabilities and help
us stay connected with our social friends anywhere anytime. The convergence
of smartphones and social networking tools give us a pervasive communication
platform, named mobile social network (MSN), over which we are able to use long-
ranged wireless communication techniques such as 3G and LTE to reach our online
social friends, or short-ranged techniques such as Bluetooth or WiFi to explore the
physically close neighbors. In MSNs, multiple communication domains coexist, and
within each domain promising applications are fostered. For example, nearby friend
search applications help users to find other physically close peers who have similar
interests and preferences; local vendors disseminate attractive service information
to nearby users and users leave service reviews to vendors. Before the practical
implementation of these applications, there are still many challenging research
issues, among which security and privacy are the most important ones as users are
vulnerable to security attacks, easily ignore their privacy protection, and hardly have
trust toward others in the MSN. In this book, we focus on three emerging research
topics in MSNs, namely privacy-preserving profile matching (PPM) protocols,
privacy-preserving cooperative data forwarding (PDF) protocols, and trustworthy
service evaluation (TSE) systems. The PPM helps two users compare their personal
profiles without disclosing the profiles. The PDF helps users forward data to their
friends via multiple cooperative relay peers while preserving their identity and
location privacy. The TSE enables users to locally share service reviews on the
vendors such that users receive more valuable information about the services not
only from vendors but also from their trusted social friends. We study the three
research topics from both theoretic and practical aspects. Specifically, we introduce
the system model, review the related works, and present the solutions. We further
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provide the security analysis and the performance evaluation based on real-trace
simulations. Lastly, we summarize our works followed by introducing the future
research directions.

Waterloo, ON, Canada Xiaohui Liang
Waterloo, ON, Canada Rongxing Lu
Oshawa, ON, Canada Xiaodong Lin
Waterloo, ON, Canada Xuemin (Sherman) Shen
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