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Preface

This book is a critical investigation and empirical analysis of studies
conducted amongst companies that support electronic commerce transactions
based in both advanced and developing economies. It presents insights into
the validity and credibility of current risk assessment methods that support
electronic transactions in the global economy. The book focuses on a number
of case studies of IT companies in selected countries in West Africa, Europe,
Asia and United States of America. The foundations of this work have been
based on previous studies by Williams G., Avudzivi P.V (Hawaii 2002) on the
retrospective view on information security management and the impact of
Tele-banking on the End-user. Most leading IT companies in developing
economies, purchase expensive equipment to ensure that services provided to
organisations that exchange funds through electronic means become fully
secured during transactions. The rational behind this hypothesis is based on
the strong competition that exists among these leading IT companies.
Contrary to companies in developing economies there has been a certain level
of complacency amongst advanced economies, although some academics and
practitioners might disagree with this view. The irony of this analysis is that,
while investments in security amongst IT companies in advanced economies
are not that high in budget, the methods employed for assessing possible risks
in the application of technologies are normally high in cost. These
investigations depict that elements and factors for risk assessment in
developing and advanced economies are not usually met with appropriate
counter measures or methods. I strongly believe that readers of this book will
gain a detailed insight into the issues involved. A proposed guideline for
ensuring the synchronisation of electronic security is also outlined. The
audience of this book is postgraduate students undertaking research in internet
security policies, algorithm design, risk assessment methods and strategic
information systems planning. Final year courses in issues in distributed
systems and internet engineering. Issues in information systems development
and practice could be enhanced by some of the issues addressed in this book.
It will also be an appropriate source of reference for MBA students reading
information management, systems management and E-commerce as well as
practitioners.



ACKNOWLEDGEMENTS

Thanks to my Editors Susan and Sharon for their consistent reminders and
useful comments.

Many thanks to Mr Jamil Ampomah (Audit Consultant -Deutsche
Telekom), for his detailed comments and diligent feedback on th; entire
manuscript. The personal sacrifice, commitment and diligence displayed
were priceless. It is scintillating to note that after a period of 20 years when
we were at high school, you have maintained such thoroughness in your
approach to work.

My sincere thanks to Mr Paul-Victor Avudzivi(CEO-Dayspring
Conglomerate), who contributed to the foundations of this work. Your
input in the security of electronic business processes was very useful.

I will like to thank Mr. Murgesh of Manipal International Ltd, India for
providing leads to information sources; AT&T Global networks South
Africa, Mr. Bernard Bonney (CEO-NOBA research),Mr. Raymond
Ankobia (ex Chief Programmer/Analyst SOFT Ltd), Mr. Mike
Kagya(Systems Engineer -NCR/AT&T), AOL and all the anonymous
reviewers and contributors

I will also like to acknowledge past experiences gained from my team
members on the World Bank AMISU project. These experiences gave me
insights into security issues related to the application of computers in a
global context. They also served as motivations whilst pursuing this
research work. Mr. Bruce Smith, Mr John Anthony, and Mrs Tay
(Consultants-International Development Association of the World Bank —
AMISU project),Dr. Gershon Adzadi (External Consultant-World Bank -
AMISU project). Gershon, the word “procedures” always rung a bell and
kept me going.

A special thank you to Mr A.Beckley of the European Union Agency for
international fund disbursement.

My gratitude to colleagues at University of East London UK for their
comments, especially, Dr. David Preston; your initial comments were
helpful. Dr. Hossein Jahankhani; words like “this thing does not look nice”
gave me second thoughts. Dr.Hamid Jahankhani, “How far with the book?”
Mr.Kwame Kyei “I think human ware in network security is crucial”.



Xviii

Dr.Chris Imafidon, “whiz kid in MS tools”, Mr Solomon Alexis and Mr
Joseph Annan for your support. To Linda and Elaine your patience in
answering some of my questions in word processing were appreciative.
Thanks to Elyas, my BSc. final year project student who collected data on
students’ profile.

Thanks to Professor Moti Yung (Adjunct research scientist -Columbia State
University, New York USA) for useful suggestions and pointers, Professor
Adel Elmargraby( University of Louisville, Kentucky, USA) ,Don
Anderson (President - Quantum International Corporation, Louisville,
Kentucky USA) for their keen interest and enthusiasm shown in this
research work. I would like to thank Dr.Shukri Wakid (Senior Scientist-
Hewlett-Packard, Gaithersburg, Maryland, USA) for comments on
intelligent security in high performance computing.

My appreciation to my mother in law who babysat my daughter Maxine
whilst writing this book.

To my mum, I say a big thank you for your inspiration, and to the special
memories of my Father.





