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Preface 

Rapid and widespread dissemination of security updates throughout the 
Internet would be invaluable for many purposes, including sending early
warning signals, distributing new virus signatures, updating certificate 
revocation lists, dispatching event information for intrusion detection 
systems, etc. However, notifying a large number of machines securely, 
quickly, and with high assurance is very challenging. Such a system must 
compete with the propagation of threats, handle complexities in large-scale 
environments, address interruption attacks toward dissemination, and also 
secure itself. 

Revere addresses these problems by building a large-scale, self
organizing and resilient overlay network on top of the Internet. This book 
describes Revere, and discusses how to secure the dissemination procedure 
and the overlay network, considering possible attacks and countermeasures. 
It further presents experimental measurements of a prototype implementation 
of Revere gathered using a large-scale-oriented approach. These 
measurements suggest that Revere can deliver security updates at the 
required scale, speed and resiliency for a reasonable cost. 

This book describes methods to obtain practical, yet meaningful, 
performance results on systems that are designed to operate at scales too high 
to allow standard experiments. While simulations can offer some insights 
into aspects of large-scale systems, the hybrid approaches used to measure 
Revere can give more realistic results, since they typically rely on execution 
of real code with real background operations. 

Finally, this book will be helpful to those trying to design peer systems at 
large scale when security is a concern, since many of the issues faced by 
these designs are also faced by Revere. The Revere solutions may not 
always be appropriate for other peer systems with very different goals, but 
the analysis of the problems and possible solutions discussed here will be 
helpful in designing a customized approach for such systems. 
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