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Foreword

Fueled by growing asymmetric/terrorist threats, deployments of surveillance sys-
tems have been exploding in the 21st century. Research has also continued to
increase the power of surveillance, so that today’s computers can watch hundreds
of video feeds and automatically detect a growing range of activities. Proponents
see expanding surveillance as a necessary element of improving security, with the
associated loss in privacy being a natural if unpleasant choice faced by society trying
to improve security. To the surprise of many, a 2007 federal court ruled that the
New York Police must stop the routine videotaping of people at public gatherings
unless there is an indication that unlawful activity may occur. Is the continuing shift
to a surveillance society a technological inevitability, or will the public backlash
further limit video surveillance?

Big Brother, the ever-present but never seen dictator in George Orwell’s Nineteen
Eighty-Four, has been rated as one of the top 100 villains of all time and one of the
top 5 most influential people that never lived. For many the phrase “Big Brother”
has become a catch-phrase for the potential for abuse in a surveillance society. On
the other hand, a “Big Brother” can also be someone that looks out for others, either
a literal family member or maybe a mentor in a volunteer program.

The diametric interpretations of “Big Brother”, are homologous with the larger
issue in surveillance. Video surveillance can be protective and beneficial to soci-
ety or, if misused, it can be intrusive and used to stifle liberty. While policies can
help balance security and privacy, a fundamental research direction that needs to
be explored, with significant progress presented within this book, challenges the
assumption that there is an inherent trade-off between security and privacy.

The chapters in this book make important contributions in how to develop tech-
nological solutions that simultaneously improve privacy while still supporting, or
even improving, the security systems seeking to use the video surveillance data.
The researchers present multiple win-win solutions. To the researchers whose work
is presented herein, thank you and keep up the good work. This is important work
that will benefit society for decades to come.

There are at least three major groups that should read this book. If you are a
researcher working in video surveillance, detection or tracking, or a researcher in
social issues in privacy, this is a must-read. The techniques and ideas presented
could transform your future research helping you see how to solve both security
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and privacy problems. The final group that needs to read this book are technological
advisors to policy makers, where it’s important to recognize that there are effective
alternatives to invasive video surveillance. When there was a forced choice between
security and privacy, the greater good may have lead to an erosion of privacy.
However, with the technology described herein, that erosion is no longer justified.
Policies need to change to keep up with technological advances.

It’s a honor to write a Foreword for this book. This is an important topic, and
is a collection of the best work drawn from an international cast of preeminent
researchers. As a co-organizer of the first IEEE Workshop on Privacy Research in
Vision, with many of the chapter authors presenting at that workshop, it is great to
see the work continue and grow. I hope this is just the first of many books on this
topic — and maybe the next one will include a chapter by you.

El Pomar Professor of Innovation and Security, Terrance Boult
University of Colorado at Colorado Springs Chair, April 2009
IEEE Technical Committee on Pattern

Analysis and Machine Intelligence



Preface

Privacy protection is an increasing concern in modern life, as more and more infor-
mation on individuals is stored electronically, and as it becomes easier to access
and distribute that information. One area where data collection has grown tremen-
dously in recent years is video surveillance. In the wake of London bombings in
the 1990s and the terrorist attacks of September 11th 2001, there has been a rush to
deploy video surveillance. At the same time prices of hardware have fallen, and
the capabilities of systems have grown dramatically as they have changed from
simple analogue installations to sophisticated, “intelligent” automatic surveillance
systems.

The ubiquity of surveillance cameras linked with the power to automatically
analyse the video has driven fears about the loss of privacy. The increase in video
surveillance with the potential to aggregate information over thousands of cameras
and many other networked information sources, such as health, financial, social
security and police databases, as envisioned in the “Total Information Awareness”
programme, coupled with an erosion of civil liberties, raises the spectre of much
greater threats to privacy that many have compared to those imagined by Orwell in
“1984”.

In recent years, people have started to look for ways that technology can be
used to protect privacy in the face of this increasing video surveillance. Researchers
have begun to explore how a collection of technologies from computer vision to
cryptography can limit the distribution and access to privacy intrusive video; others
have begun to explore mechanisms protocols for the assertion of privacy rights;
while others are investigating the effectiveness and acceptability of the proposed
technologies.

Audience

This book brings together some of the most important current work in video surveil-
lance privacy protection, showing the state-of-the-art today and the breadth of the
field. The book is targeted primarily at researchers, graduate students and devel-
opers in the field of automatic video surveillance, particularly those interested
in the areas of computer vision and cryptography. It will also be of interest to

vii
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those with a broader interest in privacy and video surveillance, from fields such
as social effects, law and public policy. This book is intended to serve as a valu-
able resource for video surveillance companies, data protection offices and privacy
organisations.

Organisation

The first chapter gives an overview of automatic video surveillance systems as a
grounding for those unfamiliar with the field. Subsequent chapters present research
from teams around the world, both in academia and industry. Each chapter has
a bibliography which collectively references all the important work in this
field.

Cheung et al. describe a system for the analysis and secure management of pri-
vacy containing streams. Senior explores the design and performance analysis of
systems that modify video to hide private data. Avidan et al. explore the use of
cryptographic protocols to limit access to private data while still being able to run
complex analytical algorithms. Schiff et al. describe a system in which the desire for
privacy is asserted by the wearing of a visual marker, and Brassil describes a mech-
anism by which a wireless Privacy-Enabling Device allows an individual to control
access to surveillance video in which they appear. Chen et al. show conditions under
which face obscuration is not sufficient to guarantee privacy, and Gross et al. show
a system to provably mask facial identity with minimal impact on the usability of
the surveillance video. Babaguchi et al. investigate the level of privacy protection
a system provides, and its dependency on the relationship between the watcher and
the watched. Hayes et al. present studies on the deployment of video systems with
privacy controls. Truong et al. present the BlindSpot system that can prevent the
capture of images, asserting privacy not just against surveillance systems, but also
against uncontrolled hand-held cameras.

Video surveillance is rapidly expanding and the development of privacy pro-
tection mechanisms is in its infancy. These authors are beginning to explore the
technical and social issues around these advanced technologies and to see how they
can be brought into real-world surveillance systems.
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The WITNESS project

Royalties from this book will be donated to the WITNESS project (witness.org)
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rights violations.
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