
Lecture Notes of the Institute
for Computer Sciences, Social Informatics
and Telecommunications Engineering 254

Editorial Board

Ozgur Akan
Middle East Technical University, Ankara, Turkey

Paolo Bellavista
University of Bologna, Bologna, Italy

Jiannong Cao
Hong Kong Polytechnic University, Hong Kong, Hong Kong

Geoffrey Coulson
Lancaster University, Lancaster, UK

Falko Dressler
University of Erlangen, Erlangen, Germany

Domenico Ferrari
Università Cattolica Piacenza, Piacenza, Italy

Mario Gerla
UCLA, Los Angeles, USA

Hisashi Kobayashi
Princeton University, Princeton, USA

Sergio Palazzo
University of Catania, Catania, Italy

Sartaj Sahni
University of Florida, Florida, USA

Xuemin Sherman Shen
University of Waterloo, Waterloo, Canada

Mircea Stan
University of Virginia, Charlottesville, USA

Jia Xiaohua
City University of Hong Kong, Kowloon, Hong Kong

Albert Y. Zomaya
University of Sydney, Sydney, Australia



More information about this series at http://www.springer.com/series/8197

http://www.springer.com/series/8197


Raheem Beyah • Bing Chang
Yingjiu Li • Sencun Zhu (Eds.)

Security and Privacy
in Communication
Networks
14th International Conference, SecureComm 2018
Singapore, Singapore, August 8–10, 2018
Proceedings, Part I

123



Editors
Raheem Beyah
Klaus Advanced Computing Building
Georgia Institute of Technology
Atlanta, GA, USA

Bing Chang
Singapore Management University
Singapore, Singapore

Yingjiu Li
School of Information Systems
Singapore Management University
Singapore, Singapore

Sencun Zhu
Pennsylvania State University
University Park, PA, USA

ISSN 1867-8211 ISSN 1867-822X (electronic)
Lecture Notes of the Institute for Computer Sciences, Social Informatics
and Telecommunications Engineering
ISBN 978-3-030-01700-2 ISBN 978-3-030-01701-9 (eBook)
https://doi.org/10.1007/978-3-030-01701-9

Library of Congress Control Number: 2018940136

© ICST Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2018
This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.
The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, express or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland

https://doi.org/10.1007/978-3-030-01701-9


Preface

We are delighted to introduce the proceedings of the 14th European Alliance for
Innovation (EAI) International Conference on Security and Privacy in Communication
Networks (SecureComm 2018), held in Singapore, in August 2018. SecureComm
seeks high-quality research contributions in the form of well-developed papers. Topics
of interest encompass research advances in all areas of secure communications and
networking.

The technical program of SecureComm 2018 consisted of 33 full papers and 18 short
papers in the main conference sessions. The conference sessions were: Session 1, IoT
Security; Session 2, User and Data Privacy; Session 3, Mobile Security I; Session 4,
Wireless Security; Session 5, Software Security; Session 6, Cloud Security I; Session 7,
Mobile Security II; Session 8, Social Network and Enterprise Security; Session 9,
Network Security I; Session 10, Applied Cryptography; Session 11, Network Security
II; Session 12, Cloud Security II; and Session 13, Web Security.

Aside from the high-quality technical paper presentations, the technical program
also featured two keynote speeches and one technical workshop. The two keynote
speeches were given by Prof. Robert Deng from Singapore Management University,
Singapore, and Prof. Zhiqiang Lin from Ohio State University, USA. The workshop
organized was the 6th International Workshop on Applications and Techniques in
Cyber Security (ATCS 2018). The ATCS workshop focused on all aspects of tech-
niques and applications in cybersecurity research. The purpose of ATCS 2018 was to
provide a forum for the presentation and discussion of innovative ideas, cutting-edge
research results, and novel techniques, methods, and applications on all aspects of
cyber security and machine learning.

Coordination with the Steering Committee co-chairs, Imrich Chlamtac and Guofei
Gu, was essential for the success of the conference. We sincerely appreciate their
constant support and guidance. It was also a great pleasure to work with such an
excellent Organizing Committee team for their hard work in organizing and supporting
the conference. In particular, we thank the Technical Program Committee, led by our
co-chairs, Dr. Raheem Beyah and Dr. Sencun Zhu, who completed the peer-review
process of technical papers and compiled a high-quality technical program. We are also
grateful to the conference coordinator, Dominika Belisova, for her support and all the
authors who submitted their papers to the SecureComm 2018 conference and
workshops.



We strongly believe that the SecureComm conference provides a good forum for all
researchers, developers, and practitioners to exchange ideas in all areas of secure
communications and networking. We also expect that future SecureComm conferences
will be successful and stimulating, as indicated by the contributions presented in this
volume.

September 2018 Raheem Beyah
Bing Chang
Yingjiu Li

Sencun Zhu
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