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Preface

In the modern world, the ubiquity of networks has made us vulnerable to various
malicious attacks. For instance, computer viruses propagate throughout the Internet
and infect millions of computers. Misinformation spreads incredibly fast in online
social networks, such as Facebook and Twitter. Experts say that “fake news” on
social media platforms influenced US election voters. Researchers and manufactur-
ers evolve new methods to produce detection systems to detect suspicious attacks.
However, how can we detect the propagation source of the attacks so as to protect
network assets from fast acting attacks? Moreover, how can we build up effective
and efficient prevention systems to stop malicious attacks before they do damage
and have a chance to infect a system.

So far, extensive work has been done to develop new approaches, to effectively
identify the propagation source of malicious attacks and to efficiently restrain the
malicious attacks. The goal of this book is to summarize and analyze the state-of-
the-art research and investigations in the field of identifying propagation sources
and preventing malicious propagation, so as to provide an approachable strategy
for researchers and engineers to implement this new framework in real-world
applications. The striking features of the book can be illustrated from three basic
aspects:

• A detailed coverage on analyzing and preventing the propagation of malicious
attacks in complex networks. On the one hand, a practical problem in malicious
attack propagation is the spreading influence of initial spreaders. This book
presents and analyzes different methods for influential spreader detection. On
the other hand, various strategies have been proposed for preventing malicious
attack propagation. This book numerically analyzes these strategies, concludes
the equivalences of these strategies, and presents a hybrid strategy by combining
different strategies.

• A rich collection of contemporary research results in identifying the propagation
source of malicious attacks. According to the categories of observations on
malicious attacks, current research can be divided into three types. For each
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type, we particularly present one representative method and the theory behind
each method. A comprehensive theoretical analysis of current methods is further
presented. Apart from the theoretical analysis, the book numerically analyzes
their pros and cons based on real-world datasets.

• A comprehensive study of critical research issues in identifying the propagation
source of malicious attacks. For each issue, the book presents a brief introduction
to the problem and its challenges, and a detailed state-of-the-art method to solve
the problem.

This book intends to enable readers, especially postgraduate and senior under-
graduate students, to study up-to-date concepts, methods, algorithms, and analytic
skills for building modern detection and prevention systems through analyzing the
propagation of malicious attacks. It enables students not only to master the concepts
and theories in relation to malicious attack propagation and source identification but
also to readily use the material introduced into implementation practices.

The book is divided into three parts: malicious attack propagation, propagation
source identification, and critical research issues in source identification. In the
first part, after an introduction of the preliminaries of malicious attack propagation,
the book presents detailed descriptions on areas of detecting influential spreaders
and restraining the propagation of malicious attacks. In the second part, after a
summary on the techniques involved in propagation source identification under
different categories of observations about malicious attack propagation, the book
then presents a comprehensive study of these techniques and uses real-world
datasets to numerically analyze their pros and cons. In the third part, the book
explores three critical research issues in the research area of propagation source
identification. The most difficult one is the complex spatiotemporal diffusion
process of malicious attacks in time-varying networks, which is the bottleneck
of current approaches. The second issue lies in the expensively computational
complexity of identifying multiple propagation sources. The third important issue
is the huge scale of the underlying networks, which makes it difficult to develop
efficient strategies to quickly and accurately identify propagation sources. These
weaknesses prevent propagation source identification from being applied in a
broader range of real-world applications. This book systematically analyzes the
state of the art in addressing these issues and aims at making propagation source
identification more effective and applicable.
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