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Preface

The 16th Theory of Cryptography Conference (TCC 2018) was held during November
11-14, 2018, at the Cidade de Goa hotel, in Panaji, Goa, India. It was sponsored by the
International Association for Cryptologic Research (IACR). The general chairs of the
conference were Shweta Agrawal and Manoj Prabhakaran. We would like to thank
them for their hard work in organizing the conference.

The conference received 168 submissions, of which the Program Committee
(PC) selected 50 for presentation (with two pairs of papers sharing a single presentation
slot per pair). Each submission was reviewed by at least three PC members, often more.
The 30 PC members (including PC chairs), all top researchers in our field, were helped
by 211 external reviewers, who were consulted when appropriate. These proceedings
consist of the revised version of the 50 accepted papers. The revisions were not
reviewed, and the authors bear full responsibility for the content of their papers.

As in previous years, we used Shai Halevi’s excellent Web-review software, and are
extremely grateful to him for writing it, and for providing fast and reliable technical
support whenever we had any questions. Based on the experience from previous years,
we again made use of the interaction feature supported by the review software, where
PC members may anonymously interact with authors. This was used to ask specific
technical questions, such as suspected bugs. We felt this approach helped us prevent
potential misunderstandings and improved the quality of the review process.

This was the fifth year that TCC presented the Test of Time Award to an outstanding
paper that was published at TCC at least eight years ago, making a significant con-
tribution to the theory of cryptography, preferably with influence also in other areas of
cryptography, theory, and beyond. This year the Test of Time Award Committee
selected the following paper, published at TCC 2005: “Evaluating 2-DNF Formulas on
Ciphertexts” by Dan Boneh, Eu-Jin Goh, and Kobbi Nissim. This paper was selected
for introducing compact two-operation homomorphic encryption and developing new
bilinear map techniques that led to major improvements in the design of cryptographic
schemes. The authors were also invited to deliver a talk at TCC 2018. A Best Student
Paper Award was given to Tianren Liu for his paper “On Basing Search SIVP on
NP-Hardness.”

The conference also featured two other invited talks, by Moni Naor and by Daniel
Wichs.

We are greatly indebted to many people who were involved in making TCC 2018 a
success. First of all, a big thanks to the most important contributors: all the authors who
submitted papers to the conference. Next, we would like to thank the PC members for
their hard work, dedication, and diligence in reviewing the papers, verifying the cor-
rectness, and in-depth discussion. We are also thankful to the external reviewers for
their volunteered hard work and investment in reviewing papers and answering
questions, often under time pressure. For running the conference itself, we are very
grateful to the general chairs, Shweta Agrawal and Manoj Prabhakaran. We appreciate
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the sponsorship from the IACR, Microsoft Research, IBM, and Google. We also wish
to thank IIT Madras and IIT Bombay for their support. Finally, we are thankful to the
TCC Steering Committee as well as the entire thriving and vibrant TCC community.

November 2018 Amos Beimel
Stefan Dziembowski
TCC 2018 Program Chairs
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