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Preface

The 17th International Workshop on Digital Forensics and Watermarking (IWDW
2018) was held in Jeju, South Korea, during October 22–24, 2018. IWDW 2018,
following the principles of the IWDW series, aimed at providing a technical program
covering the latest and most sophisticated technological developments in the fields of
digital watermarking, steganography and steganalysis, forensics and anti-forensics,
visual cryptography, and other multimedia-related security issues. Among 46 sub-
missions from Europe, Asia, and North America, 28 papers for regular sessions and a
special session were selected for publication, including three papers for the best paper
awards. The selection was based on the reviews provided by 36 Program Committee
members, the general chair, and two Special Session Committee members.

Besides the regular presentations, one special session was held. “Deep Generative
Models (DGM) for Forgery and Its Detection” was organized by the general chair,
Chang D. Yoo. The aim of the session was to introduce up-and-coming issues related
to forgery with regard to the generative models considered in artificial intelligence. The
session provided a wonderful platform to exchange ideas regarding DGM and to
identify key challenges in detecting forged generated data including text as well as
image.

In addition to the paper presentations, the workshop featured congratulatory remarks
from the dean of Jeju University, Kyung Youn Kim, and three talks: (1) plenary talk
“Opportunities and Challenges for Blockchain,” presented by Professor Yongdae Kim
(Korea Advanced Institute of Science and Technology); (2) tutorial “Introduction to
Deep Neural Networks, Convolutional Neural Networks, and Generative Adversarial
Networks,” presented by Professor Junmo Kim (Korea Advanced Institute of Science
and Technology); and (3) a special guest talk “Forensic Watermarking Application in
Media Business by MarkAny,” presented by Go Choi (VP of MarkAny Strategy and
Business Development).

The best paper awards were given to the papers titled “VPCID – A VoIP Phone Call
Identification Database” by Yuankun Huang et al. (Shenzhen University, China);
“Comparison of DCT and Gabor Filters in Residual Extraction of CNN-Based JPEG
Steganalysis” by Huilin Zheng et al. (Sun Yat-sen University, China; New Jersey
Institute of Technology, USA); and “Reconstruction of Fingerprints from Minutiae
Using Conditional Adversarial Networks” by Hakil et al. (Inha University, South
Korea).

We would like to thank all of the authors, reviewers, lecturers, and participants for
their valuable contributions to IWDW 2018. Our sincere gratitude also goes to all the
members of the Technical Program Committee, special session reviewers, and our local
volunteers for their careful work and great efforts made in the wonderful organization
of this workshop.



Finally, we are certain that the readers will enjoy this volume and hope that it will
provide inspiration and opportunities for future research.

November 2018 Chang D. Yoo
Yun-Qing Shi

Alessandro Piva
Hyoung Joong Kim

Gwangsu Kim

VI Preface



Organization

General Chair

Chang D. Yoo Korea Advanced Institute of Science and Technology,
South Korea

Technical Program Chairs

Yun-Qing Shi New Jersey Institute of Technology, USA
Hyoung Joon Kim Korea University, South Korea
Alessandro Piva University of Florence, Italy
Gwangsu Kim Korea Advanced Institute of Science and Technology,

South Korea

Technical Program Committee

Akira Nishimura Tokyo University of Information Sciences, Japan
Andreas Westfeld Dresden University of Applied Sciences, Germany
Anja Keskinarkaus University of Oulu, Finland
Athanassios Skodras University of Patras, Greece
Chang-Tsun Li University of Warwick, UK
Claude Delpha University of Paris-Sud XI, France
Christian Kraetzer Otto von Guericke – University of Magdeburg,

Germany
Dawen Xu Ningbo University of Technology, China
Feng Liu Chinese Academy of Sciences, China
Guopu Zhu Shenzhen Institutes of Advanced Technology, Chinese

Academy of Sciences, China
Isao Echizen National Institute of Informatics, Japan
James C. N. Yang National Dong Hwa University, Taiwan
JongWeon Kim Sangmyung University, South Korea
Krzysztof Szczypiorski Warsaw University of Technology/Institute

of Telecommunications, Poland
Minoru Kuribayashi Okayama University, Japan
Mohan Kankanhalli National University of Singapore, Singapore
Pascal Schöttle University of Innsbruck, Austria
Pedro Comesaña Alfaro University of Vigo, Spain
Rainer Böhme University of Innsbruck, Austria
Sabah A. Jassim University of Buckingham, UK
Stefan Katzenbeisser Technical University of Darmstadt, Germany
Steffen Wendzel Worms University of Applied Sciences, Germany
Tomás Pevný Czech Technical University in Prague, Czech Republic



Ton Kalker DTS, Inc., USA
Wojciech Mazurczyk Warsaw University of Technology, Poland
Xiangui Kang Sun Yat-sen University, China
Xiaotian Wu Jinan University, China
Xinghao Jiang Shanghai Jiao Tong University, China
Xinpeng Zhang Shanghai University, China
Yao Zhao Beijing Jiaotong University, China
Yong-Man Ro Korea Advanced Institute of Science and Technology,

South Korea

Local Arrangements Chair

Gwangsu Kim Korea Advanced Institute of Science and Technology,
South Korea

Special Session Committee

Chang D. Yoo Korea Advanced Institute of Science and Technology,
South Korea

Gwangsu Kim Korea Advanced Institute of Science and Technology,
South Korea

Dong Eui Chang Korea Advanced Institute of Science and Technology,
South Korea

Junmo Kim Korea Advanced Institute of Science and Technology,
South Korea

VIII Organization



Contents

Deep Neural Networks for Digital Forensics

A Convolutional Neural Network Based Seam Carving Detection
Scheme for Uncompressed Digital Images . . . . . . . . . . . . . . . . . . . . . . . . . 3

Jingyu Ye, Yuxi Shi, Guanshuo Xu, and Yun-Qing Shi

Convolutional Neural Network for Larger JPEG Images Steganalysis . . . . . . 14
Qian Zhang, Xianfeng Zhao, and Changjun Liu

Comparison of DCT and Gabor Filters in Residual Extraction
of CNN Based JPEG Steganalysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

Huilin Zheng, Xuan Li, Danyang Ruan, Xiangui Kang,
and Yun-Qing Shi

A Deep Residual Multi-scale Convolutional Network
for Spatial Steganalysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

Shiyang Zhang, Hong Zhang, Xianfeng Zhao, and Haibo Yu

Steganalysis and Identification

Provably Secure Generative Steganography Based
on Autoregressive Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

Kuan Yang, Kejiang Chen, Weiming Zhang, and Nenghai Yu

A Novel Steganalysis of Steghide Focused on High-Frequency Region
of Audio Waveform . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

Akira Nishimura

Cycle GAN-Based Attack on Recaptured Images to Fool both
Human and Machine . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83
Wei Zhao, Pengpeng Yang, Rongrong Ni, Yao Zhao, and Wenjie Li

Watermarking

Spherical Panorama Image Watermarking Using Viewpoint Detection . . . . . . 95
Jihyeon Kang, Sang-Keun Ji, and Heung-Kyu Lee

Traitor Tracing After Visible Watermark Removal . . . . . . . . . . . . . . . . . . . 110
Hannes Mareen, Johan De Praeter, Glenn Van Wallendael,
and Peter Lambert



Improved High Capacity Spread Spectrum-Based Audio Watermarking
by Hadamard Matrices. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 124

Yiming Xue, Kai Mu, Yan Li, Juan Wen, Ping Zhong,
and Shaozhang Niu

DWT and QR Code Based Watermarking for Document DRM. . . . . . . . . . . 137
Nicolò Cardamone and Fabrizio d’Amore

Dynamic Watermarking-Based Integrity Protection of Homomorphically
Encrypted Databases – Application to Outsourced Genetic Data . . . . . . . . . . 151

David Niyitegeka, Gouenou Coatrieux, Reda Bellafqira,
Emmanuelle Genin, and Javier Franco-Contreras

Reversible Data Hiding

Pixel-Value-Ordering Based Reversible Data Hiding with Adaptive Texture
Classification and Modification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 169

Bo Ou, Xiaolong Li, Wei Li, and Yun-Qing Shi

Reversible Data Hiding in Encrypted Images Based on Image Partition
and Spatial Correlation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 180

Chang Song, Yifeng Zhang, and Guojun Lu

A Multiple Linear Regression Based High-Accuracy Error Prediction
Algorithm for Reversible Data Hiding . . . . . . . . . . . . . . . . . . . . . . . . . . . . 195

Bin Ma, Xiaoyu Wang, Bing Li, and Yun-Qing Shi

A Strategy of Distinguishing Texture Feature for Reversible Data Hiding
Based on Histogram Shifting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 206

Yinyin Peng and Zhaoxia Yin

Reversible Data Hiding Scheme in Encrypted-Image Based on Prediction
and Compression Coding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 216

Fan Chen, Yuan Yuan, Yuyu Chen, Hongjie He, and Lingfeng Qu

Steganographic Algorithms

A High Capacity HEVC Steganographic Algorithm Using Intra Prediction
Modes in Multi-sized Prediction Blocks . . . . . . . . . . . . . . . . . . . . . . . . . . . 233

Yi Dong, Tanfeng Sun, and Xinghao Jiang

Improving the Embedding Strategy for Batch Adaptive Steganography . . . . . 248
Xinzhi Yu, Kejiang Chen, Weiming Zhang, Yaofei Wang,
and Nenghai Yu

X Contents



Content-Adaptive Steganalysis via Augmented Utilization
of Selection-Channel Information . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 261

Shijun Zhou, Weixuan Tang, Shunquan Tan, and Bin Li

Pitch Delay Based Adaptive Steganography for AMR Speech Stream . . . . . . 275
Chen Gong, Xiaowei Yi, and Xianfeng Zhao

An Empirical Study of Steganography and Steganalysis of Color
Images in the JPEG Domain. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 290

Théo Taburet, Louis Filstroff, Patrick Bas, and Wadih Sawaya

Identification and Security

VPCID—A VoIP Phone Call Identification Database. . . . . . . . . . . . . . . . . . 307
Yuankun Huang, Shunquan Tan, Bin Li, and Jiwu Huang

Secure Multilayer Perceptron Based on Homomorphic Encryption. . . . . . . . . 322
Reda Bellafqira, Gouenou Coatrieux, Emmanuelle Genin,
and Michel Cozic

Surveillance Video Authentication Using Universal Image Quality
Index of Temporal Average . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 337

Sondos Fadl, Qi Han, and Qiong Li

Special Session: Deep Generative Models for Forgery and Its Det

Reconstruction of Fingerprints from Minutiae Using Conditional
Adversarial Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 353

Hakil Kim, Xuenan Cui, Man-Gyu Kim, and Thi Hai Binh Nguyen

Unsupervised Domain Adaptation for Object Detection Using Distribution
Matching in Various Feature Level . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 363

Hyoungwoo Park, Minjeong Ju, Sangkeun Moon, and Chang D. Yoo

Towards Robust Neural Networks with Lipschitz Continuity . . . . . . . . . . . . 373
Muhammad Usama and Dong Eui Chang

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 391

Contents XI


	Preface
	Organization
	Contents



