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Preface

In the modern era most companies, enterprises, public services etc. use the recent ICT
(information and communication technology) advances to become more flexible, lower
their operational costs, and promote their products and services. In terms of infras-
tructure, this evolution has introduced new types of networks, systems, and architec-
tures, which in many cases derive from the interconnection of new and legacy
technologies. Especially for industrial systems like critical infrastructures (CIs), which
until recently mainly used operational technologies (OT; automation-based,
control-based systems) the recent advances of ICT have given them the ability to offer
new and innovative services, improve their management procedures, lower their
maintenance costs, and create new business opportunities. However, this adaptation of
new technologies was made rather quickly without proper evaluation of its impact on
security, exposing these systems (industrial systems and CIs) to various new kinds of
cyberattacks.

Industrial systems and CIs have very specific requirements (e.g., high responsive-
ness, real-time monitoring, specialized hardware, low computational capabilities etc.).
These requirements make the process of integrating new technologies and components
more complicated compared with other domains. In particular, the adaptation of new
cybersecurity products may impose additional delays on the system’s performance,
power consumption, complexity etc. Such products may also require additional com-
ponents, thus increasing the complexity of the overall system and its maintenance costs.
On the other hand, the absence of cybersecurity countermeasures in sensitive systems
like industrial systems or CIs can lead to devastating damage with significant impact on
public safety and welfare. In view of these issues, the research community must further
work on addressing the cybersecurity issues that emerge from the ongoing integration
between IT and OT systems. There is a need to model IT/OT system assets, identify
possible cybersecurity vulnerabilities, and provide prevention, detection, response, and
mitigation security strategies/policies.

The International Workshop on Information & Operational Technology (IT & OT)
Security Systems (IOSEC) aims to bring together viewpoints from diverse areas to
explore the commonalities of security problems and solutions for advancing the col-
lective science and practice of IT and OT security protection. In 2018, the workshop
took place in September in collocation with the RAID 2018 conference and had input
from various security research fields that can be applicable in the IT/OT security
strengthening. The workshop lasted one full day, had 22 submitted papers, of which 12
were accepted, thus achieving an acceptance rate of *54%.

This book presents the research outcomes of the IOSEC 2018 Workshop by
including extended versions of all the scientific works that were presented during the
workshop. IOSEC 2018 was sponsored by the CIPSEC European Union Innovation
action project “Enhancing Critical Infrastructure Protection with innovative Security
framework” that develops a cybersecurity framework for critical infrastructure systems.



This framework, apart from technical security tools, is also introducing a wide set of
cybersecurity services (vulnerability tests and recommendations, key personnel training
courses, public–private partnerships [PPPs] forensics analysis, standardization, and
protection against cascading effects) making the CIPSEC solution a complete security
ecosystem for critical infrastructure protection.

This book is divided into three sections, each one focused on the cybersecurity
research problems of specific IT/OT environments. Since the CI domain constitutes the
best example of where the IT/OT ecosystems interconnect and cybersecurity failures
have the highest impact on society and public welfare, the first section of this book is
specifically dedicated to this domain. In this section, there are four chapters where
authors discuss and propose solutions on: how to achieve unclonable identities of
security designs (based on hardware), how to introduce efficient and secure access
control mechanisms on file systems, how to protect the cloud level that may exist in
various critical infrastructure systems by pointing to their vulnerabilities, and finally
how to detect attacks on CAN messages (a typical communication protocol on OT
systems) using heuristics and neural networks.

The second section is focused on more generic concepts of IT/OT cybersecurity
including cybersecurity threat modeling, vulnerability assessment based on question-
naires, and techniques in order to address privacy issues of IT/OT systems employees
social network identities and interests.

Finally, the third section of this book is dedicated to malware threats in IT/OT
systems. Malicious software is a very important problem in such systems and recently
it has found fertile ground in OT systems since the latter were not originally designed
for security (but mostly for safety). The authors of this section propose solutions on
how to detect software vulnerabilities that can be used by malware as well as solutions
on how to detect malwares in IT and OT environments. More specifically, this section
describes mechanisms for automatic patching application software after detecting
possible exploitable vulnerabilities, clustering of malware based on called API during
runtime, malware context searching mechanisms for specific malware collections, and
finally a cloud-focused anti-malware engine using graphic processing unit accelerated
network monitoring.

We would like to thank all the people who contributed to the realization of the
IOSEC 2018 Workshop, the RAID Organizing Committee that took care of all the local
arrangements, the IOSEC Program Committee and reviewers who helped us with the
review process, and finally Springer for aiding us with the post-conference proceedings
publication.

December 2018 Konstantinos Lampropoulos
Apostolos P. Fournaris

Eva Marín Tordera
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