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Foreword

Business organizations across the globe are keenly focused on various digital
transformation initiatives and implementations such that they are right and relevant
for their customers, consumers, partners, employees, etc. The primary business
objective today is to wisely leverage proven and potential digital technologies (IoT,
AI, data analytics, blockchain, enterprise mobility, containerization, microservices
architecture, software-defined cloud environments, etc.) to be extremely competi-
tive and competent in their core activities. With cloudification processes becoming
integrated and insightful, IT infrastructures are bound to be highly optimized and
organized to efficiently host and run a dazzling array of business workloads; that is,
applications are becoming cloud infrastructure aware and cloud resources, on the
other hand, are all set to become application aware. The praiseworthy innovations
and changes made in the cloud space will without an iota of doubt bring forth a
bevy of delectable business transformations; that is, advances in the IT landscape
will result in delivering pioneering and premium business solutions and services.

The book relates the story of the humble beginning and the continued journey of
enigmatic cloud philosophy. The book makes a heady start by describing the
fundamental and foundational aspects of cloud computing, and then proceeds with
the various cloud service and deployment models. Popular cloud realization tech-
nologies are well expressed and exposed in this book. Cloud networking, storage,
and security details are etched beautifully. Other important traits and tenets, such as
cloud migration, monitoring, measurement, management, orchestration, and bro-
kerage, are explained in detail and should empower readers. The final chapter
describes how the cloud concept is invaluable in fulfilling business continuity as a
result of its disaster recovery (DR) capability.
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The book is a must for every cloud architect and software developer. Research
scholars and academic professors will benefit greatly from this carefully crafted
book on the cloud paradigm.

Tiruchirappalli, Tamil Nadu, India Dr. Gopinath Ganapathy, Ph.D.
Registrar

Bharathidasan University
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Preface

The cloud paradigm has generated a tectonic shift in IT space. The extreme agility,
adaptability, and affordability of cloud-enabled IT systems have substantially and
strategically impacted business operations, offerings, and outputs. The goals of
business automation and acceleration are being easily and quickly met through
various noteworthy advances in the cloud space. This book relates the story of the
cloud computing journey and much more.

Chapter 1 is dedicated to introducing the concept of cloud computing. It presents
a quick refresher on traditional computing models—namely, monolithic computing,
client–server computing, distributed computing, cluster computing, and grid com-
puting, etc. Furthermore, it compares and contrasts cloud computing with other
computing models. By the end of the chapter readers should understand the primary
purpose for which cloud computing has been developed.

Chapter 2 introduces the fundamentals of cloud computing. It covers many
features of cloud computing such as cloud computing architecture, different service
classes, and deployment models. In addition, it gives a brief overview of different
public cloud service providers.

Chapter 3 illustrates the enabling technologies and tools of cloud computing
including service-oriented architecture (SOA), microservices architecture (MSA),
compartmentalization (virtualization and containerization), and computing models
such as cluster, grid, on-demand, utility, and DevOps. The greater maturity and
stability of a number of technological paradigms has led to the rapid proliferation of
cloud environments. The way in which this has happened raises a number of
questions: How does cloud computing permit elastic resource sharing using the
same physical hardware infrastructure for different users engaged in different kinds
of computing tasks? What is it that enables an infrastructure, platform, or software
system to be available to many users in a multi-tenancy environment? What
technologies are key to the cloud taking its solid shape? This chapter aims to
present answers to these question. By the end of this chapter readers should have an
understanding of the key technological foundations of cloud computing.

Chapter 4 explains the nuances and nitty-gritty of cloud networking. The cloud
computing environment is a huge computing environment that consists of many
computational resources dispersed over different geographical locations. It goes
without saying that resources are tied together with the help of networks. However,
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this chapter aims to describe how these networks evolved from the simple design
of the flat network model to the software-defined networking model for the cloud.
By the end of this chapter readers should have gained an overall idea of enterprise
networking, cloud networking, and how they work together to achieve business
goals.

Chapter 5 digs deeper and describes what is involved in cloud storage. Data are a
major if not core asset of every organization. Every organization of course has a
need for its data to be stored. There are different types of storage devices with
different characteristics such as capacity, scalability, reliability, performance, and
cost. Navigating and selecting the appropriate storage device for a specific purpose
requires an understanding of these different types of storage. The objective of this
chapter is to progressively describe various types of storage, from conventional
storage to cloud storage, and at the same time describe the evolution of data and the
need for digitization.

Chapter 6 is all about security, the challenges it poses, and approaches taken to
solve them. Cloud solutions are third-party solutions for any enterprise or user.
Since cloud users avail themselves of the many different services that are deployed
on the cloud provider’s infrastructure, security naturally becomes a major concern.
The objective of this chapter is to detail security-related concepts in the cloud.
Readers will be shown how security is provided in different service models such as
IaaS, PaaS, and SaaS. By the end of this chapter readers should understand that
implementing security is a shared responsibility and the cloud user is responsible
for data security, compliance, and regulatory and privacy requirements.

Chapter 7 details the intricacies of cloud migration. As a result of the cloud being
deemed a game-changer, individuals, innovators, and institutions are migrating and
modernizing their personal, social, and business workflows to cloud environments
(private, public, and hybrid). Hence there are a number of cloud migration tech-
niques, tools, and tips. The objective of this chapter is to introduce readers to the
fundamentals of cloud migration. By the end of this chapter readers should
understand the migration processes, migration strategies, and taxonomies of
cloud-enabled, cloud-optimized, and cloud-native applications.

Chapter 8 explains the relevance of cloud monitoring. Cloud environments
comprise physical and virtual infrastructures, IT platforms, and business applica-
tions. The number of participative, interactive, and collaborative cloud components
is constantly growing. Therefore, meticulous and minute monitoring of each par-
ticipant and constituent is essential to bringing about the originally envisaged
benefits of cloud computing. The objective of this chapter is to highlight the basic
concepts behind cloud monitoring. By the end of the chapter readers should
understand how monitoring plays a crucial role in achieving the fundamental
characteristics of cloud computing and optimizing the cloud.

Chapter 9 addresses the hot topic of cloud management. Monitoring and mea-
suring the various cloud systems in a systematic manner requires cloud manage-
ment. Having learned the technological, migration, and monitoring aspects readers
will be interested in knowing about how the cloud computing environment is
managed. The objective of this chapter is to introduce the basics of cloud
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management. By the end of the chapter readers should understand the different
cloud management functionalities and how they are managed by cloud management
platforms and tools.

Chapter 10 explains the importance of cloud brokerage. As a result of the surge
in popularity of the cloud the number of cloud and communication service provi-
ders (CSPs) is growing steadily. There are state-of-the-art cloud infrastructures and
integrated platforms for design, development, debugging, deployment, delivery,
decommissioning, etc. Hence the solutions and services provided by cloud bro-
kerage could not have come at a better time. This chapter introduces the basics of
cloud service brokerage (CSB). By the end of this chapter readers should under-
stand what CSB is, why enterprises need CSB, and what its typical capabilities and
architecture are.

Chapter 11 throws light on the growing importance of cloud orchestration. The
objective of this chapter is to introduce the basics of cloud orchestration in
multi-cloud environments. By the end of the chapter readers should understand why
we need multi-cloud environments and hybrid IT, the challenges involved in
bringing them about, and how cloud orchestration helps to resolve some of these
challenges. Readers will also learn about the currently available tools for cloud
orchestration.

Chapter 12 is all about cloud-based application and data recovery. Like security,
disaster recovery (DR) is a major concern in the IT industry. Enterprises want to
maintain business continuity (BC) in the event of disasters. The objective of this
chapter is to present the basics of DR and highlight how DR plans can be prepared
and implemented using the cloud.

Tiruchirappalli, India Chellammal Surianarayanan
Bengaluru, India Pethuru Raj Chelliah

Preface ix



Acknowledgements

First, I thank the Almighty with whom I always realize a lot of blessings, confi-
dence, bliss and peace. He has given me passion and made my dream of writing a
book true. I feel writing this book as a gift of God. He has given me strength and
mental will to work continuously without any interruption.

I feel my deepest gratitude to my co-author Dr. Pethuru Raj, The Chief Architect
and Vice President, Site Reliability Engineering (SRE) Division, Reliance Jio
Infocomm. Ltd. (RJIL), Bangalore, India who travelled along with me in making
the technical and technological stuff of cloud computing as a book. In fact, one of
his presentations in cloud set fire in me. He is the sole inspiration for writing this
book. Like cloud, he is very elastic enough to deliver his unlimited support at any
time from anywhere. His readiness and helping tendency create several sparks in
me. Through this note, I convey my sincere gratitude to him from my heart, brain
and soul.

I express my sincere thanks to Dr. P. Manisankar, Honourable Vice-Chancellor,
Bharathidasan University, Tiruchirappalli, India for his support and encouragement.

I refresh all my memories and convey my heartfelt thanks to Dr. G. Gopinath,
Professor and Respected Registrar of Bharathidasan University, Tiruchirappalli,
India for being an exemplary mentor of my academic and professional life. I would
not be where I am today without his mentorship.

I convey my sincere thanks to Dr. N. Rajaraman, Principal(i/c) of Bharathidasan
University Constituent Arts and Science, Navalurkuttapattu, Trichirapalli, India for
his support.

I thank my best friend, Mr. N. Ramesh, Scientific Officer, Indira Gandhi Centre
for Atomic Research, Department of Atomic Energy, Kalpakkam, TamilNadu for
all his moral support.

I have great pleasure in expressing my deep sense of thanks to my awe-
some husband, R. Ganesan and my lovely son G. Srimurugan for their kindness,
support and care.

I sincerely convey my thanks to everyone on the Editing, Proof Reading and
Publishing team of Springer.

Chellammal Surianarayanan

xi



I extend my sincere gratitude to Wayne Wheeler, Senior Editor and Simon Rees,
Associate Editor, Computer Science, Springer, UK for their contributions in
bringing forth this book. I thank Prof. Chellammal Surianarayanan, Ph.D. for her
unwavering zeal in putting together her vast and varied technical competency in
producing this prestigious book. I appreciate her unflinching determination and
discipline in completing this book with all the right and relevant details in time. Her
expertise and experience in crafting this textbook on cloud computing in a precise
and concise manner for a larger audience is really laudable. Let God appropriately
reward for all her hard work.

I solemnly submit here my profound gratitude to my Managers Mr. Anish Shah
and Mr. Kiran Thomas, the President at Reliance Industries Limited, Bombay for
their moral support. I also appreciate my former Manager Mr. Sreekrishnan Ven-
kateswaran, Distinguished Engineer (DE), IBM Cloud, for all the enchanting
technical discussions. I appreciate my colleagues Senthil Arunachalam and Vidya
Hungud for their cooperation.

At this moment, I reflect the selfless sacrifices of my parents during my for-
mative days. I thank my wife (Sweetlin Reena) and my sons (Darren Samuel and
Darresh Bernie) for their extreme patience. Above all, I give all the glory and
honour to my Lord and Saviour Jesus Christ for granting the physical strength and
the knowledge required towards contributing a bit for this book.

Pethuru Raj Chelliah

xii Acknowledgements



Contents

1 Introduction to Cloud Computing . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
1.2 Computing Models for Software Architecture

of Enterprise Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.2.1 Monolithic Centralized Computing . . . . . . . . . . . . . . 3
1.2.2 Peer-to-Peer Model . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.2.3 Client–Server Model . . . . . . . . . . . . . . . . . . . . . . . . . 5

1.3 Computing Models for High Performance . . . . . . . . . . . . . . . . 10
1.3.1 Cluster Computing . . . . . . . . . . . . . . . . . . . . . . . . . . 10
1.3.2 Grid Computing . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

1.4 Computing Models to Sell Information Technology
Resources . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
1.4.1 Utility Computing . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
1.4.2 What’s the Point of Cloud Computing? . . . . . . . . . . . 17

1.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
1.6 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

2 Fundamentals of Cloud Computing . . . . . . . . . . . . . . . . . . . . . . . . 33
2.1 Essential Needs of Enterprises and How They Are

Fulfilled by the Unique Features of Cloud Computing . . . . . . . 34
2.1.1 Scalability and On-Demand Provisioning . . . . . . . . . . 34
2.1.2 Self-service Access . . . . . . . . . . . . . . . . . . . . . . . . . . 36
2.1.3 Resource Pooling and Multi-tenancy . . . . . . . . . . . . . 36
2.1.4 Rapid Elasticity . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
2.1.5 Measured Service and Pay-as-Per-Use Pricing

Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
2.2 Architecture of Cloud . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

2.2.1 Front End . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
2.2.2 Network . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
2.2.3 Back End . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

2.3 Deployment Models for Cloud Services . . . . . . . . . . . . . . . . . 41
2.3.1 Public Cloud Deployment . . . . . . . . . . . . . . . . . . . . . 41

xiii



2.3.2 Private Cloud Deployment . . . . . . . . . . . . . . . . . . . . 43
2.3.3 Hybrid Cloud Deployment . . . . . . . . . . . . . . . . . . . . 46
2.3.4 Community Cloud . . . . . . . . . . . . . . . . . . . . . . . . . . 48
2.3.5 Multi-cloud . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

2.4 Service Class Models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50
2.4.1 Infrastructure as a Service . . . . . . . . . . . . . . . . . . . . . 50
2.4.2 Platform as a Service . . . . . . . . . . . . . . . . . . . . . . . . 52
2.4.3 Software as a Service . . . . . . . . . . . . . . . . . . . . . . . . 55

2.5 Brief Overview of Existing Public Cloud Service
Providers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
2.5.1 Amazon Elastic Compute Cloud (EC2) . . . . . . . . . . . 57
2.5.2 Amazon Simple Storage Service . . . . . . . . . . . . . . . . 58
2.5.3 Amazon CloudFront . . . . . . . . . . . . . . . . . . . . . . . . . 61
2.5.4 Microsoft Azure . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62
2.5.5 Google App Engine . . . . . . . . . . . . . . . . . . . . . . . . . 64
2.5.6 Force.com . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64
2.5.7 Salesforce.com . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64

2.6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66
2.7 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67

3 Technological Foundations of Cloud Computing . . . . . . . . . . . . . . . 69
3.1 Basic Foundations of Cloud Computing . . . . . . . . . . . . . . . . . 70
3.2 Technological Drivers of Cloud Computing . . . . . . . . . . . . . . 71
3.3 Multi-core Technology and Parallel Programming Models . . . . 73
3.4 Virtualization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74

3.4.1 Server Virtualization . . . . . . . . . . . . . . . . . . . . . . . . . 76
3.4.2 Storage Virtualization . . . . . . . . . . . . . . . . . . . . . . . . 82
3.4.3 Network Virtualization . . . . . . . . . . . . . . . . . . . . . . . 83
3.4.4 Memory Virtualization . . . . . . . . . . . . . . . . . . . . . . . 85
3.4.5 Desktop Virtualization . . . . . . . . . . . . . . . . . . . . . . . 85
3.4.6 Data Virtualization . . . . . . . . . . . . . . . . . . . . . . . . . . 85
3.4.7 Application Virtualization . . . . . . . . . . . . . . . . . . . . . 87

3.5 Service-Oriented Architecture (SOA) and Cloud
Computing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88

3.6 Grid and Utility Computing Technologies . . . . . . . . . . . . . . . 91
3.7 Web 2.0 for Cloud Computing . . . . . . . . . . . . . . . . . . . . . . . . 91
3.8 Microservices Architecture (MSA), DevOps, and Agile . . . . . . 92
3.9 Software-Defined Networking and Software-Defined

Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93
3.10 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94
3.11 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

xiv Contents



4 Cloud Networking . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97
4.1 Fundamental Concepts of Networking . . . . . . . . . . . . . . . . . . 98

4.1.1 Basic Networking Devices (Hubs, Switches,
Bridges, Routers, Gateways) . . . . . . . . . . . . . . . . . . . 98

4.2 Overview of Enterprise Networks and Internetworking . . . . . . 102
4.3 Network Design Requirements and Design Goals . . . . . . . . . . 105
4.4 Standard Network Models . . . . . . . . . . . . . . . . . . . . . . . . . . . 106

4.4.1 Flat Networking Model . . . . . . . . . . . . . . . . . . . . . . . 107
4.4.2 Hierarchical Networking Model . . . . . . . . . . . . . . . . . 108

4.5 Modern Network Requirements and Need for Suitable
Network Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112

4.6 Leaf Spine Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114
4.7 Need for Programmable/Automatic Network

Configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116
4.8 Different Methods of Configuring Network Devices . . . . . . . . 117

4.8.1 Manual and Conventional Method for
Configuring Network Devices . . . . . . . . . . . . . . . . . . 117

4.8.2 Early Methods for Automatic Configuration
of Network Devices . . . . . . . . . . . . . . . . . . . . . . . . . 120

4.8.3 Software-Defined Networking . . . . . . . . . . . . . . . . . . 122
4.9 Network Function Virtualization . . . . . . . . . . . . . . . . . . . . . . 129
4.10 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131
4.11 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131

5 Storage Fundamentals and Cloud Storage . . . . . . . . . . . . . . . . . . . 133
5.1 Taxonomy of Storage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134
5.2 Direct Attached Storage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 136

5.2.1 Architecture of DAS . . . . . . . . . . . . . . . . . . . . . . . . . 136
5.3 Network Attached Storage . . . . . . . . . . . . . . . . . . . . . . . . . . . 141

5.3.1 Architecture of Network Attached Storage . . . . . . . . . 141
5.3.2 File-Sharing Concept in Network Attached

Storage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142
5.4 Storage Area Network . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 144

5.4.1 Why Do We Need Storage Area Networks? . . . . . . . . 144
5.4.2 Concept of a Storage Area Network . . . . . . . . . . . . . 145

5.5 Fiber Channel Storage Area Networks . . . . . . . . . . . . . . . . . . 145
5.5.1 Architecture of Fiber Channel Storage Area

Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 145
5.5.2 Fiber Channel Topologies . . . . . . . . . . . . . . . . . . . . . 148
5.5.3 Fiber Channel Port Types . . . . . . . . . . . . . . . . . . . . . 150
5.5.4 Fiber Channel Storage Area Network Protocol . . . . . . 151

Contents xv



5.5.5 How the Fiber Channel Storage Area Network
Works: An Overview . . . . . . . . . . . . . . . . . . . . . . . . 157

5.5.6 Data Access Methods in a Storage Area
Network . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 158

5.6 Internet Protocol Storage Area Network . . . . . . . . . . . . . . . . . 161
5.6.1 Architecture of Internet Protocol Storage Area

Network . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162
5.6.2 Storage Protocols for Internet Protocol Storage

Area Network . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 163
5.7 Converged Enhanced Ethernet . . . . . . . . . . . . . . . . . . . . . . . . 169

5.7.1 FCoE Storage Area Network . . . . . . . . . . . . . . . . . . . 170
5.8 Cloud Storage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172

5.8.1 What’s the Point of the Cloud and Cloud
Storage? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172

5.8.2 What Form Do Storage Devices Take Inside
the Cloud? What Does the Architecture
of Cloud Storage Look Like? . . . . . . . . . . . . . . . . . . 174

5.8.3 Storage Optimization Techniques . . . . . . . . . . . . . . . . 176
5.9 Software-Defined Storage . . . . . . . . . . . . . . . . . . . . . . . . . . . 180
5.10 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 181
5.11 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 182
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 182

6 Cloud Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 183
6.1 Basic Security Requirements . . . . . . . . . . . . . . . . . . . . . . . . . 184
6.2 Traditional Enterprise Security Model . . . . . . . . . . . . . . . . . . 190
6.3 Aspects/Factors that Influence Security in Cloud . . . . . . . . . . . 191
6.4 Security Threats in Cloud Computing . . . . . . . . . . . . . . . . . . . 192

6.4.1 General Types of Threats . . . . . . . . . . . . . . . . . . . . . 193
6.4.2 Threats Due to Virtualization . . . . . . . . . . . . . . . . . . 204

6.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 218
6.6 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 218
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 218

7 Cloud Migration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 221
7.1 Motivations for Cloud Migration . . . . . . . . . . . . . . . . . . . . . . 222

7.1.1 Types of Migration . . . . . . . . . . . . . . . . . . . . . . . . . . 226
7.2 Migration Process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 228
7.3 Migration Strategies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 230
7.4 Cloud-Ready, Cloud-Optimized, and Cloud-Native

Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 235
7.5 Pros and Cons of Different Migration Strategies . . . . . . . . . . . 238

xvi Contents



7.6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 238
7.7 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 239
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 240

8 Cloud Monitoring . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 241
8.1 Need for Monitoring Cloud . . . . . . . . . . . . . . . . . . . . . . . . . . 242
8.2 Characteristics of Cloud Monitoring Systems . . . . . . . . . . . . . 243
8.3 What to Monitor? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 243
8.4 Who Should Monitor and Levels of Monitoring? . . . . . . . . . . 244
8.5 Stages of Cloud Monitoring . . . . . . . . . . . . . . . . . . . . . . . . . . 246
8.6 Cloud Monitoring Platforms and Tools . . . . . . . . . . . . . . . . . . 249
8.7 Challenges in Cloud Monitoring . . . . . . . . . . . . . . . . . . . . . . 252
8.8 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 254
8.9 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 254
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 254

9 Basics of Cloud Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 255
9.1 Need for Cloud Management . . . . . . . . . . . . . . . . . . . . . . . . . 256

9.1.1 Requirements of Cloud Management . . . . . . . . . . . . . 257
9.1.2 Need for Cloud Management Platform Tools . . . . . . . 257

9.2 Core Functions of Cloud Management Platforms . . . . . . . . . . 258
9.3 Architecture of Cloud Management Platforms . . . . . . . . . . . . . 261

9.3.1 VMware Validated Design for Software-Defined
Data Center . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 262

9.3.2 Cloud Management Platforms: Consolidated
View and Architecture . . . . . . . . . . . . . . . . . . . . . . . 264

9.4 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 266
9.5 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 266
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 266

10 Cloud Service Brokerage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 267
10.1 Need for Cloud Service Brokerage . . . . . . . . . . . . . . . . . . . . . 268
10.2 Types of Cloud Brokers . . . . . . . . . . . . . . . . . . . . . . . . . . . . 269
10.3 Benefits of Cloud Brokerage Solutions . . . . . . . . . . . . . . . . . . 270
10.4 Generic Architecture of Cloud Service Broker . . . . . . . . . . . . 271
10.5 Cloud Service Brokerage Tools . . . . . . . . . . . . . . . . . . . . . . . 273

10.5.1 Jamcracker . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 273
10.5.2 IBM Cloud Brokerage . . . . . . . . . . . . . . . . . . . . . . . 275

10.6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 277
10.7 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 277
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 277

Contents xvii



11 Cloud Orchestration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 279
11.1 Emergence of Hybrid Cloud and Multi-cloud

Environments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 280
11.1.1 Challenges in Managing Hybrid Cloud

and Multi-cloud Environments . . . . . . . . . . . . . . . . . . 281
11.2 Cloud Orchestration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 283

11.2.1 Types of Orchestration . . . . . . . . . . . . . . . . . . . . . . . 284
11.2.2 Key Functions of Orchestration Engine . . . . . . . . . . . 286

11.3 Some Leading Cloud Orchestration Tools . . . . . . . . . . . . . . . . 287
11.4 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 289
11.5 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 289
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 289

12 Disaster Recovery . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 291
12.1 Disaster Recovery and Its Requirements . . . . . . . . . . . . . . . . . 292
12.2 Benefits of Cloud for Disaster Recovery . . . . . . . . . . . . . . . . . 292
12.3 Primary Components for Disaster Recovery . . . . . . . . . . . . . . 294
12.4 Designing a Disaster Recovery Plan . . . . . . . . . . . . . . . . . . . . 294
12.5 Proven Disaster Recovery Approaches . . . . . . . . . . . . . . . . . . 296
12.6 Implementation of Disaster Recovery Using Cloud . . . . . . . . . 297
12.7 Disaster Recovery—Best Practices . . . . . . . . . . . . . . . . . . . . . 299
12.8 Prominent Workloads for Disaster Recovery . . . . . . . . . . . . . . 301
12.9 Disaster Recovery as a Service . . . . . . . . . . . . . . . . . . . . . . . 302
12.10 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 303
12.11 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 304
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 304

Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 305

xviii Contents



About the Authors

Chellammal Surianarayanan is an Assistant Professor of Computer Science at
Bharathidasan University Constituent Arts and Science College, Tiruchirappalli,
Tamil Nadu, India. She earned a Doctorate in Computer Science by developing
novel optimization techniques for discovery and selection of semantic services. She
has published research papers in Springer Service-Oriented Computing and
Applications, IEEE Transactions on Services Computing, International Journal of
Computational Science, Inderscience, and the SCIT Journal of the Symbiosis
Centre for Information Technology, etc. She has produced book chapters with IGI
Global and CRC Press. She has been a life member of several professional bodies
such as the Computer Society of India, IAENG, etc. Before coming to academic
service, Chellammal Surianarayanan served as Scientific Officer in the Indira
Gandhi Centre for Atomic Research, Department of Atomic Energy, Government
of India, Kalpakkam, TamilNadu, India. She was involved in the research and
development of various embedded systems and software applications. Her
remarkable contributions include the development of an embedded system for lead
shield integrity assessment, portable automatic air sampling equipment, embedded
system for detection of lymphatic filariasis in its early stage and development of
data logging software applications for atmospheric dispersion studies. In all she has
more than 20 years of academic and industrial experience.

Pethuru Raj Chelliah is the Chief Architect and Vice President of the Site
Reliability Engineering (SRE) division, Reliance Jio Infocomm Ltd. (RJIL), Ban-
galore. His previous stints include cloud architect in the IBM Cloud CoE, enterprise
architect in Wipro consulting services (WCS), and lead architect in Robert Bosch
Corporate Research (CR) division. In total, he has gained more than 18 years of IT
industry experience and 8 years of research experience. He completed a
CSIR-sponsored PhD degree at Anna University, Chennai, and continued with
UGC-sponsored postdoctoral research in the Department of Computer Science and
Automation, Indian Institute of Science, Bangalore. Thereafter, he was granted a
couple of international research fellowships (JSPS and JST) to work as a research
scientist for 3.5 years in two leading Japanese universities. He has published more
than 30 research papers in peer-reviewed journals such as IEEE, ACM,
Springer-Verlag, Inderscience, etc. He has authored sixteen books thus far on some

xix



of the emerging technologies such as The Internet of Things (IoT), Artificial
intelligence (AI), Blockchain technology, Digital twin, Docker Platform, Data
science, microservices architecture, fog/edge computing, etc. He has contributed 30
book chapters thus far for various technology books edited by highly acclaimed and
accomplished professors and professionals.

xx About the Authors


	Foreword
	Preface
	Acknowledgements
	Contents
	About the Authors



