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Preface

These proceedings contain the papers selected for presentation at the 17th Smart Card
Research and Advanced Applications Conference (CARDIS 2018), which was held in
Montpellier, France, during November 12—14, 2018, and organized by the Montpellier
Laboratory of Informatics, Robotics and Microelectronics (LIRMM).

Since 1994, CARDIS has provided a forum for experts from industry and academia
to exchange ideas on the security of smart cards and related applications. The smart
card object has been part of our daily life for so many years in the form of personal
devices (banking cards, SIM cards, electronic IDs, etc.) that we do not remember a life
without it. In relation to smart card security, the root of trust of embedded solutions is
becoming key as Machine-to-Machine (M2M) and Internet of Things (IoT) applica-
tions are increasing massively. This increased exposure naturally widens the attack
space, whether physical or logical, local or remote. It is more important than ever to
understand how smart cards and other embedded devices can be secured by discussing
all aspects of their design, development, deployment, evaluation, and application.

This year, CARDIS received 28 valid submissions from 12 countries. Each paper
was double-blind reviewed by at least three independent reviewers. We selected 13
papers based on 102 written reviews from the 30 members of the Program Committee
with the help of 35 external reviewers. The technical program also featured three
invited talks: Frank Piessens from KU Leuven in Belgium presented “Security
Specifications for the Hardware/Software Interface”; Benoit Feix from eshard in France
presented “Exploiting a New Dimension in Side-Channel Analysis: Scatter on
Symmetric and Asymmetric Embedded Cryptography”; and Wyseur Brecht from
Nagravision in Switzerland presented ‘“Challenges in Securing Industrial IoT and
Critical Infrastructure.” A free tutorial was held co-located with the conference:
“Understanding Leakage Detection” organized by the REASSURE Consortium.

We would like to thank the general chair, Philippe Maurine, for the great venue and
smooth operation of the conference. We would also like to express our gratitude to the
Program Committee and the external reviewers for their thorough work, which enabled
the technical program to be of such high quality, and the Steering Committee for giving
us the opportunity to serve as program chairs at such a prestigious conference. The
financial support of all the sponsors was highly appreciated and greatly facilitated the
organization of the conference; we thank the sponsors: ANSSI, CNRS, Gemalto,
Nagra-Kudelski, LETI-CEA, LIRMM, Rambus, STMicroelectronics, University of
Montpellier. Last but not least, we would like to thank all the authors who submitted
their work to CARDIS 2018.

January 2019 Begiil Bilgin
Jean-Bernard Fischer
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