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Preface

COSADE 2019, the 10th International Workshop on Constructive Side-Channel
Analysis and Secure Design, was held in Darmstadt, Germany, April 3–5, 2019. This
workshop is a well-established platform for researchers and practitioners from acade-
mia, industry, and government to exchange and discuss the state of the art in imple-
mentation attacks, e.g., side-channel attacks or fault-injection attacks, and secure
implementation of cryptographic algorithms and security controls. The workshop was
conducted in cooperation with the International Association for Cryptographic
Research. COSADE 2019 was organized by Technische Universität Darmstadt in
collaboration with the Collaborative Research Center (SFB) CROSSING.

This year 34 papers were submitted to the COSADE workshop. Each paper was
anonymously reviewed in a double-blind peer-review process by at least four Program
Committee members. In total, 130 reviews were written by the Program Committee
members with the help of 39 additional reviewers. The international Program Com-
mittee consisted of 35 members from 13 countries. The members were carefully
selected experts in the area of side-channel analysis, fault injection analysis, and secure
design to represent academia and industry. The decision process was very challenging
and resulted in the selection of 14 papers. These 14 papers were part of the contribution
to COSADE 2019 and are contained in these workshop proceedings. We are deeply
grateful to all reviewers for their dedication and hard work in reviewing, assessing, and
discussing.

Beside the 14 presentations of the selected papers, two keynotes and one invited talk
were given at the COSADE 2019. The first invited talk was about RowHammer like
exploits given by Onur Mutlu from Carnegie Mellon University and ETH Zürich. This
talk provided a comprehensive overview of the various versions of implementation
attacks and appropriate countermeasures. The second invited talk was given by Ramesh
Karri from New York University about secure high-level synthesis. His talk focused on
secure design process for hardware designs with increased resilience against malicious
circuits and backdoors. Sylvain Guilley gave an invited talk on detection and pre-
vention of cache-timing attacks. The talks of Mutlu and Guilley are also summarized in
a paper and contained in the proceedings of COSADE 2019. In addition, an anniver-
sary talk was given by Sorin A. Huss to mark the tenth edition of COSADE. He
presented the highlights and some historical facts of the last nine COSADE workshops
as well as the scientific motivation to proceed with research on novel countermeasure
strategies and techniques.

We would like to thank the general chair, Stefan Katzenbeisser, and the local
organizers, Daniela Fleckenstein and Ursula Paeckel, all of TU Darmstadt, for the local
organization, which made this workshop a memorable event. We would also like to
thank the two Web administrators, Helmut Haefner and Lothar Hellmeier of the
University of Stuttgart, for maintaining the COSADE website for 2019.



We are very grateful for the financial support received from our generous sponsors
ALPha NOV, Continental, eshard, FortiyfIQ, Rambus Cryptography Research, Ris-
cure, and Secure-IC.

April 2019 Ilia Polian
Marc Stöttinger
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