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Preface

Eurocrypt 2019, the 38th Annual International Conference on the Theory and Appli-
cations of Cryptographic Techniques, was held in Darmstadt, Germany, during May
19-23, 2019. The conference was sponsored by the International Association for
Cryptologic Research (IACR). Marc Fischlin (Technische Universitdt Darmstadt,
Germany) was responsible for the local organization. He was supported by a local
organizing team consisting of Andrea Plichner, Felix Giinther, Christian Janson, and
the Cryptoplexity Group. We are deeply indebted to them for their support and smooth
collaboration.

The conference program followed the now established parallel track system where
the works of the authors were presented in two concurrently running tracks. The invited
talks and the talks presenting the best paper/best young researcher spanned over both
tracks.

We received a total of 327 submissions. Each submission was anonymized for the
reviewing process and was assigned to at least three of the 58 Program Committee
members. Committee members were allowed to submit at most one paper, or two if
both were co-authored. Submissions by committee members were held to a higher
standard than normal submissions. The reviewing process included a rebuttal round for
all submissions. After extensive deliberations the Program Committee accepted 76
papers. The revised versions of these papers are included in these three volume pro-
ceedings, organized topically within their respective track.

The committee decided to give the Best Paper Award to the paper “Quantum
Lightning Never Strikes the Same State Twice” by Mark Zhandry. The runner-up was
the paper “Compact Adaptively Secure ABE for NC' from k Lin” by Lucas Kowalczyk
and Hoeteck Wee. The Best Young Researcher Award went to the paper “Efficient
Verifiable Delay Functions” by Benjamin Wesolowski. All three papers received
invitations for the Journal of Cryptology.

The program also included an TACR Distinguished Lecture by Cynthia Dwork,
titled “Differential Privacy and the People’s Data,” and invited talks by Daniele
Micciancio, titled “Fully Homomorphic Encryption from the Ground Up,” and
Francois-Xavier Standaert, titled “Toward an Open Approach to Secure Cryptographic
Implementations.”

We would like to thank all the authors who submitted papers. We know that the
Program Committee’s decisions can be very disappointing, especially rejections of very
good papers that did not find a slot in the sparse number of accepted papers. We
sincerely hope that these works eventually get the attention they deserve.

We are also indebted to the members of the Program Committee and all external
reviewers for their voluntary work. The committee’s work is quite a workload. It has
been an honor to work with everyone. The committee’s work was tremendously
simplified by Shai Halevi’s submission software and his support, including running the
service on IACR servers.



vi Preface

Finally, we thank everyone else—speakers, session chairs, and rump-session
chairs—for their contribution to the program of Eurocrypt 2019. We would also like to
thank the many sponsors for their generous support, including the Cryptography
Research Fund that supported student speakers.

May 2019 Yuval Ishai
Vincent Rijmen
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Differential Privacy and the People’s Data

TACR DISTINGUISHED LECTURE

Cynthia Dwork’

Harvard University
dwork@seas.harvard.edu

Abstract. Differential Privacy will be the confidentiality protection method
of the 2020 US Decennial Census. We explore the technical and social chal-
lenges to be faced as the technology moves from the realm of information
specialists to the large community of consumers of census data.

Differential Privacy is a definition of privacy tailored to the statistical anal-
ysis of large datasets. Roughly speaking, differential privacy ensures that any-
thing learnable about an individual could be learned independent of whether the
individual opts in or opts out of the data set under analysis. The term has come
to denote a field of study, inspired by cryptography and guided by theoretical
lower bounds and impossibility results, comprising algorithms, complexity
results, sample complexity, definitional relaxations, and uses of differential
privacy when privacy is not itself a concern.

From its inception, a motivating scenario for differential privacy has been the
US Census: data of the people, analyzed for the benefit of the people, to allocate
the people’s resources (hundreds of billions of dollars), with a legal mandate for
privacy. Over the past 4-5 years, differential privacy has been adopted in a
number of industrial settings by Google, Microsoft, Uber, and, with the most
fanfare, by Apple. In 2020 it will be the confidentiality protection method for the
US Decennial Census.

Census data are used throughout government and in thousands of research
studies every year. This mainstreaming of differential privacy, the transition
from the realm of technically sophisticated information specialists and analysts
into much broader use, presents enormous technical and social challenges. The
Fundamental Theorem of Information Reconstruction tells us that overly
accurate estimates of too many statistics completely destroys privacy. Differ-
ential privacy provides a measure of privacy loss that permits the tracking and
control of cumulative privacy loss as data are analyzed and re-analyzed. But
provably no method can permit the data to be explored without bound. How will
the privacy loss “budget” be allocated? Who will enforce limits?

More pressing for the scientific community are questions of how the mul-
titudes of census data consumers will interact with the data moving forward. The
Decennial Census is simple, and the tabulations can be handled well with
existing technology. In contrast, the annual American Community Survey,
which covers only a few million households yearly, is rich in personal details on
subjects from internet access in the home to employment to ethnicity, rela-
tionships among persons in the home, and fertility. We are not (yet?) able to

! Supported in part by NSF Grant 1763665 and the Sloan Foundation.
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C. Dwork

offer differentially private algorithms for every kind of analysis carried out on
these data. Historically, confidentiality has been handled by a combination of
data summaries, restricted use access to the raw data, and the release of
public-use microdata, a form of noisy individual records. Summary statistics are
the bread and butter of differential privacy, but giving even trusted and trust-
worthy researchers access to raw data is problematic, as their published findings
are a vector for privacy loss: think of the researcher as an arbitrary
non-differentially private algorithm that produces outputs in the form of pub-
lished findings. The very choice of statistic to be published is inherently not
privacy-preserving! At the same time, past microdata noising techniques can no
longer be considered to provide adequate privacy, but generating synthetic
public-use microdata while ensuring differential privacy is a computationally
hard problem. Nonetheless, combinations of exciting new techniques give
reason for optimism.



Towards an Open Approach to Secure
Cryptographic Implementations

Frangois-Xavier Standaert’

UCL Crypto Group, Université¢ Catholique de Louvain, Belgium

Abstract. In this talk, I will discuss how recent advances in side-channel
analysis and leakage-resilience could lead to both stronger security properties
and improved confidence in cryptographic implementations. For this purpose, |
will start by describing how side-channel attacks exploit physical leakages such
as an implementation’s power consumption or electromagnetic radiation. I will
then discuss the definitional challenges that these attacks raise, and argue why
heuristic hardware-level countermeasures are unlikely to solve the problem
convincingly. Based on these premises, and focusing on the symmetric setting,
securing cryptographic implementations can be viewed as a tradeoff between the
design of modes of operation, underlying primitives and countermeasures.

Regarding modes of operation, I will describe a general design strategy for
leakage-resilient authenticated encryption, propose models and assumptions on
which security proofs can be based, and show how this design strategy
encourages so-called leveled implementations, where only a part of the com-
putation needs strong (hence expensive) protections against side-channel
attacks.

Regarding underlying primitives and countermeasures, I will first emphasize
the formal and practically-relevant guarantees that can be obtained thanks to
masking (i.e., secret sharing at the circuit level), and how considering the
implementation of such countermeasures as an algorithmic design goal (e.g., for
block ciphers) can lead to improved performances. I will then describe how
limiting the leakage of the less protected parts in a leveled implementations can
be combined with excellent performances, for instance with respect to the
energy cost.

I will conclude by putting forward the importance of sound evaluation
practices in order to empirically validate (by lack of falsification) the assump-
tions needed both for leakage-resilient modes of operation and countermeasures
like masking, and motivate the need of an open approach for this purpose. That
is, by allowing adversaries and evaluators to know implementation details, we
can expect to enable a better understanding of the fundamentals of physical
security, therefore leading to improved security and efficiency in the long term.

! The author is a Senior Research Associate of the Belgian Fund for Scientific Research
(FNRS-F.R.S.). This work has been funded in part by the ERC Project 724725.



Fully Homomorphic Encryption
from the Ground Up

Daniele Micciancio

University of California, Mail Code 0404, La Jolla,
San Diego, CA, 92093, USA
daniele@cs.ucsd.edu

http://cseweb.ucsd.edu/ ~daniele/

Abstract. The development of fully homomorphic encryption (FHE), i.e.,
encryption schemes that allow to perform arbitrary computations on encrypted
data, has been one of the main achievements of theoretical cryptography of the
past 20 years, and probably the single application that brought most attention to
lattice cryptography. While lattice cryptography, and fully homomorphic
encryption in particular, are often regarded as a highly technical topic, essen-
tially all constructions of FHE proposed so far are based on a small number of
rather simple ideas. In this talk, I will try highlight the basic principles that make
FHE possible, using lattices to build a simple private key encryption scheme that
enjoys a small number of elementary, but very useful properties: a simple
decryption algorithm (requiring, essentially, just the computation of a linear
function), a basic form of circular security (i.e., the ability to securely encrypt its
own key), and a very weak form of linear homomorphism (supporting only a
bounded number of addition operations.)

All these properties are easily established using simple linear algebra and
the hardness of the Learning With Errors (LWE) problem or standard worst-case
complexity assumptions on lattices. Then, I will use this scheme (and its abstract
properties) to build in a modular way a tower of increasingly more powerful
encryption schemes supporting a wider range of operations: multiplication by
arbitrary constants, multiplication between ciphertexts, and finally the evalua-
tion of arithmetic circuits of arbitrary, but a-priory bounded depth. The final
result is a leveled' FHE scheme based on standard lattice problems, i.e., a
scheme supporting the evaluation of arbitrary circuits on encrypted data, as long
as the depth of the circuit is provided at key generation time. Remarkably,
lattices are used only in the construction (and security analysis) of the basic
scheme: all the remaining steps in the construction do not make any direct use of
lattices, and can be expressed in a simple, abstract way, and analyzed using
solely the weakly homomorphic properties of the basic scheme.

Keywords: Lattice-based cryptography - Fully homomorphic encryption -
Circular security - FHE bootstrapping

! The “leveled” restriction in the final FHE scheme can be lifted using “circular security” assumptions
that have become relatively standard in the FHE literature, but that are still not well understood.
Achieving (non-leveled) FHE from standard lattice assumptions is the main theoretical problem still
open in the area.
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