
Lecture Notes in Computer Science 11627

Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board Members

David Hutchison
Lancaster University, Lancaster, UK

Takeo Kanade
Carnegie Mellon University, Pittsburgh, PA, USA

Josef Kittler
University of Surrey, Guildford, UK

Jon M. Kleinberg
Cornell University, Ithaca, NY, USA

Friedemann Mattern
ETH Zurich, Zurich, Switzerland

John C. Mitchell
Stanford University, Stanford, CA, USA

Moni Naor
Weizmann Institute of Science, Rehovot, Israel

C. Pandu Rangan
Indian Institute of Technology Madras, Chennai, India

Bernhard Steffen
TU Dortmund University, Dortmund, Germany

Demetri Terzopoulos
University of California, Los Angeles, CA, USA

Doug Tygar
University of California, Berkeley, CA, USA



More information about this series at http://www.springer.com/series/7410

http://www.springer.com/series/7410


Johannes Buchmann • Abderrahmane Nitaj •

Tajjeeddine Rachidi (Eds.)

Progress in Cryptology –

AFRICACRYPT 2019
11th International Conference on Cryptology in Africa
Rabat, Morocco, July 9–11, 2019
Proceedings

123



Editors
Johannes Buchmann
Technical University of Darmstadt
Darmstadt, Germany

Abderrahmane Nitaj
Université de Caen
Caen, France

Tajjeeddine Rachidi
Al Akhawayn University
Ifrane, Morocco

ISSN 0302-9743 ISSN 1611-3349 (electronic)
Lecture Notes in Computer Science
ISBN 978-3-030-23695-3 ISBN 978-3-030-23696-0 (eBook)
https://doi.org/10.1007/978-3-030-23696-0

LNCS Sublibrary: SL4 – Security and Cryptology

© Springer Nature Switzerland AG 2019
This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.
The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, expressed or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland

https://doi.org/10.1007/978-3-030-23696-0


Preface

The 11th edition of the International Conference on the Theory and Applications of
Cryptographic Techniques, Africacrypt 2019 was held in Rabat, Morocco, during
July 9–11, 2019. The conference was organized by Al Akhawayn University in Ifrane
(AUI), Morocco, in cooperation with the International Association for Cryptologic
Research (IACR). Tajjeeddine Rachidi (AUI, Morocco) was responsible for the local
organization, supported by a local organizing team consisting of Dr. Latifa ElMortaji,
Ibtissam Latachi, and Bouchra Saad. We are indebted to them for their support and
smooth collaboration.

The aim of Africacrypt 2019 was to provide an international forum for researchers
from academia and practitioners from industry from all over the world, for discussions
regarding all forms of cryptology, coding theory, and information security.

We had the privilege of chairing the Program Committee, which consisted of 35
members. There were 53 papers submitted to the conference. Each paper was assigned
to at least three members of the Program Committee and was reviewed anonymously.
The review process was challenging and the Program Committee, aided by reports
from 59 external reviewers, produced a total of 166 reviews in all. In total, 22 papers
were accepted on May 2, 2019. Authors then had the opportunity to update their papers
until May 10, 2019. The present proceedings include all the revised papers. We are
indebted to the members of the Program Committee and the external reviewers for their
diligent work.

The conference was honored by the presence of two invited speakers, namely,
Martin R. Albrecht, who spoke on “So How Hard Is Solving Hard Lattice Problems
Anyway?” and Sebastian Faust with his talk “Scaling Blockchains with Off-chain
Protocols.” We are grateful to them.

We also would like to thank the authors of all submissions and all the speakers, as
well all the participants. They all contributed to the success of the conference, and to
making Africacrypt conference series an excellent forum for the advancement of
cryptology.

We are also thankful to the staff at Springer for their help with producing the
proceedings and to the staff of EasyChair for the use of their conference management
system.

Last but not least, we thank Professor Driss Ouaouicha, President of Al Akhawayn
University in Ifrane, Morocco, for his unconditional support of Africacrypt. We extend
our gratitude to Group OCP and Les Eaux Minérales d’Oulmès, gold and bronze
sponsors of the conference.

May 2019 Johannes Buchmann
Abderrahmane Nitaj
Tajjeeddine Rachidi
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So How Hard Is Solving Hard Lattice
Problems Anyway?

Martin R. Albrecht

Information Security Group, Royal Holloway, University of London

Abstract. Establishing the cost of solving hard lattice problems is a pressing
concern at the moment owing to schemes reliant on these problems being
considered for deployment. In this talk, I discuss recent advances in this area in
recent years, both in the classic and in the quantum world, to arrive at the current
state of the art.

Keywords: Lattice-based cryptography � Post-quantum � Learning with errors



Scaling Blockchains with Off-Chain Protocols

Sebastian Faust

TU Darmstadt, Germany

Abstract. One of the main challenges of decentralized blockchain systems is
scalability. For instance, in Bitoin – the most popular blockchain system –

transactions can take up to 10 minutes until they are processed, and throughput
is limited to five to seven transactions per second. A promising approach to
improve scalability of blockchains is represented by off-chain protocols.
Off-chain protocols work by building a second layer network over the block-
chain, thereby allowing that the massive amount of transactions is carried out
directly between the involved users. There has recently been a plethora of
different constructions for off-chain protocols proposed by industry and acade-
mia. Examples of such systems are the Lightning network for Bitcoin, state
channel constructions such as Counterfactual or Perun, and various types of
Plasma systems for Ethereum. In this talk, we summarize some of the recent
progress that has been made in the field of off-chain protocols.

Keywords: Blockchain � Off-chain protocols � State channels
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