Lecture Notes in Computer Science

Founding Editors

Gerhard Goos
Karlsruhe Institute of Technology, Karlsruhe, Germany

Juris Hartmanis
Cornell University, Ithaca, NY, USA

Editorial Board Members

Elisa Bertino

Purdue University, West Lafayette, IN, USA
Wen Gao

Peking University, Beijing, China
Bernhard Steffen

TU Dortmund University, Dortmund, Germany
Gerhard Woeginger

RWTH Aachen, Aachen, Germany
Moti Yung

Columbia University, New York, NY, USA

11689



More information about this series at http://www.springer.com/series/7410


http://www.springer.com/series/7410

Nuttapong Attrapadung -
Takeshi Yagi (Eds.)

Advances in Information
and Computer Security

14th International Workshop on Security, IWSEC 2019
Tokyo, Japan, August 28-30, 2019
Proceedings

@ Springer



Editors

Nuttapong Attrapadung Takeshi Yagi
National Institute of Advanced Industrial NTT Security (Japan) KK
Science and Technology Tokyo, Japan

Tokyo, Japan

ISSN 0302-9743 ISSN 1611-3349  (electronic)
Lecture Notes in Computer Science
ISBN 978-3-030-26833-6 ISBN 978-3-030-26834-3  (eBook)

https://doi.org/10.1007/978-3-030-26834-3
LNCS Sublibrary: SL4 — Security and Cryptology

© Springer Nature Switzerland AG 2019

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.

The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.

The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, expressed or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland


https://orcid.org/0000-0003-4116-1751
https://doi.org/10.1007/978-3-030-26834-3

Preface

The 14th International Workshop on Security, IWSEC 2019, was held at the
Multi-Purpose Digital Hall, Ookayama Campus, Tokyo Institute of Technology,
Tokyo, Japan, during August 28-30, 2019. The workshop was co-organized by ISEC
(the Technical Committee on Information Security in Engineering Sciences Society of
IEICE) and CSEC (the Special Interest Group on Computer Security of IPSJ).

This year, we categorized topics of interests into two tracks, namely, Cryptography
Track (Track A) and Cybersecurity and Privacy Track (Track B); each track is formed
by separate Program Committee members. We received 63 submissions, 42 in Track A
and 21 in Track B, out of which two papers were withdrawn before the review process.
After extensive reviews and shepherding, we accepted 18 regular papers (12 from
Track A and six from Track B) and five short papers (three from Track A and two from
Track B). Each submission was anonymously reviewed by four reviewers. These
proceedings contain revised versions of the accepted papers. Track A consists of the
sessions on public-key primitives, symmetric-key primitives, cryptanalysis, and cryp-
tographic protocols. Track B consists of the sessions on malware detection and clas-
sification, intrusion detection and prevention, Web and usable security, and forensics.

The Best Paper Awards were given to “An Efficient F4-style Based Algorithm to
Solve MQ Problems” by Takuma Ito, Naoyuki Shinohara, and Shigenori Uchiyama,
and to “Towards Efficient Detection of Malicious VBA Macros with LSI” by Mamoru
Mimura and Taro Ohminami. The Best Student Paper Award was given to
“CCA-Secure Leakage-Resilient Identity-Based Key-Encapsulation from Simple (not
g-type) Assumptions” by Toi Tomita, Wakaha Ogata, and Kaoru Kurosawa. In addition
to the presentations of the accepted papers, the workshop also featured two keynote
talks, a poster session, and invited talk sessions from domestic symposiums, namely,
SCIS (Symposium on Cryptography and Information Security) and CSS (Computer
Security Symposium). We also included a special session organized by AIMaP
(Advanced Innovation powered by Mathematics Platform).

A number of people contributed to the success of IWSEC 2019. We would like to
thank all authors for submitting their papers to the workshop, and also we are deeply
grateful to the members of the Program Committee and to the external reviewers for
their in-depth reviews and detailed discussions. We must mention that the selection
of the papers was an extremely challenging task.

Last but not least, we would like to thank the General Co-Chairs, Toshihiro
Yamauchi and Shiho Moriai, for leading the Organizing Committee, and we would also
like to thank the members of the Organizing Committee for ensuring the smooth
running of the workshop.

June 2019 Nuttapong Attrapadung
Takeshi Yagi
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