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Preface

This book contains the papers that were selected for presentation and publication at the
24th European Symposium on Research in Computer Security (ESORICS 2019) which
was held together with affiliated workshops in Luxembourg, September 23-27, 2019.
The aim of ESORICS is to further the progress of research in computer, information,
and cyber security, as well as in privacy, by establishing a European forum for bringing
together researchers in these areas, by promoting the exchange of ideas with system
developers, and by encouraging links with researchers in related fields.

In response to the call for papers, 344 papers were submitted to the conference.
These papers were evaluated on the basis of their significance, novelty, and technical
quality. Each paper was reviewed by at least three members of the Program Committee
and external reviewers, and papers authored by Program Committee members had four
reviewers. The reviewing process was single-blind. The Program Committee had
intensive discussions which were held via EasyChair. Finally, 67 papers were selected
for presentation at the conference, giving an acceptance rate of 19.5%. We were also
delighted to welcome keynote talks from Adi Shamir, Véronique Cortier, and Bart
Preneel.

Following the reviews, two papers were selected for joint Best Paper Award, to
share the 1,000 EUR prize generously provided by Springer: “A Frame-work for
Evaluating Security in the Presence of Signal Injection Attacks,” by Ilias Giechaskiel,
Yougian Zhang, and Kasper Rasmussen; and “Breakdown Resilience of Key Exchange
Protocols: NewHope, TLS 1.3, and Hybrids,” by Jacqueline Brendel, Marc Fischlin,
and Felix Giinther.

The Program Committee consisted of 95 members across 24 countries. There were
submissions from a total of 1,071 authors across 46 countries, with 23 countries
represented among the accepted papers.

ESORICS 2019 would not have been possible without the contributions of the many
volunteers who freely gave their time and expertise. We would like to thank the
members of the Program Committee and the external reviewers for their substantial
work in evaluating the papers. We would also like to thank the organization chair,
Peter B. Roenne, the workshop chair, Joaquin Garcia-Alfaro, and all workshop
co-chairs, the posters chair, Alfredo Rial, the publicity chair, Cristina Alcaraz, and the
ESORICS Steering Committee and its chair, Sokratis Katsikas.

Finally, we would like to express our thanks to the authors who submitted papers to
ESORICS. They, more than anyone else, are what makes this conference possible.

We hope that you found the program to be stimulating and a source of inspiration
for future research.

July 2019 Kazue Sako
Steve Schneider
Peter Y. A. Ryan
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Abstracts of Keynote Talks



The Insecurity of Machine Learning:
Problems and Solutions

Adi Shamir

Computer Science Department, The Weizmann Institute of Science, Israel

Abstract. The development of deep neural networks in the last decade had
revolutionized machine learning and led to major improvements in the precision
with which we can perform many computational tasks. However, the discovery
five years ago of adversarial examples in which tiny changes in the input can
fool well trained neural networks makes it difficult to trust such results when the
input can be manipulated by an adversary. This problem has many applications
and implications in object recognition, autonomous driving, cyber security, etc,
but it is still far from being understood. In particular, there had been no con-
vincing explanations why such adversarial examples exist, and which parame-
ters determine the number of input coordinates one has to change in order to
mislead the network. In this talk I will describe a simple mathematical frame-
work which enables us to think about this problem from a fresh perspective,
turning the existence of adversarial examples in deep neural networks from a
baffling phenomenon into an unavoidable consequence of the geometry of R"
under the Hamming distance, which can be quantitatively analyzed.



Electronic Voting: A Journey to Verifiability
and Vote Privacy

Véronique Cortier

CNRS, LORIA, UMR 7503, 54506, Vandoeuvre-lés-Nancy, France

Abstract. Electronic voting aims to achieve the same properties as traditional
paper based voting. Even when voters vote from their home, they should be
given the same guarantees, without having to trust the election authorities, the
voting infrastructure, and/or the Internet network. The two main security goals
are vote privacy: no one should know how I voted; and verifiability: a voter
should be able to check that the votes have been properly counted. In this talk,
we will explore the subtle relationships between these properties and we will see
how they can be realized and proved.

First, verifiability and privacy are often seen as antagonistic and some
national agencies even impose a hierarchy between them: first privacy, and then
verifiability as an additional feature. Verifiability typically includes individual
verifiability (a voter can check that her ballot is counted); universal verifiability
(anyone can check that the result corresponds to the published ballots); and
eligibility verifiability (only legitimate voters may vote). Actually, we will see
that privacy implies individual verifiability. In other words, systems without
individual verifiability cannot achieve privacy (under the same trust assump-
tions).

Moreover, it has been recently realised that all existing definitions of vote
privacy in a computational setting implicitly assume an honest voting server: an
adversary cannot tamper with the bulletin board. As a consequence, voting
schemes are proved secure only against an honest voting server while they are
designed and claimed to resist a dishonest voting server. Not only are the
security guarantees too weak, but attacks are missed. We propose a novel notion
of ballot privacy against a malicious bulletin board. The notion is flexible in that
it captures various capabilities of the attacker to tamper with the ballots, yielding
different flavours of security.

Finally, once the security definitions are set, we need to carefully establish
when a scheme satisfies verifiability and vote privacy. We have developed a
framework in EasyCrypt for proving both verifiability and privacy, yielding
machine-checked security proof. We have applied our framework to two
existing schemes, namely Helios and Belenios, and many of their variants.



Cryptocurrencies and Distributed Consensus:
Hype and Science

Bart Preneel

COSIC, an imec lab at KU Leuven, Belgium

Abstract. This talk will offer a perspective on the fast rise of cryptocurrencies
based on proof of work, with Bitcoin as most prominent example. In about a
decade, a white paper of nine pages has resulted in massive capital investments,
a global ecosystem with a market capitalization of several hundreds of billions
of dollars and the redefinition of the term crypto (which now means cryp-
tocurrencies). We will briefly describe the history of electronic currencies and
clarify the main principles behind Nakamoto Consensus. Next, we explain how
several variants attempt to improve the complex tradeoffs between public ver-
ifiability, robustness, privacy and performance. We describe how Markov
Decision processes can be used to compare in an objective way the proposed
improvements in terms of chain quality, censorship resistance and robustness
against selfish mining and double spending attacks. We conclude with a dis-
cussion of open problems.
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