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Preface

This volume contains papers presented at E-Vote-ID 2019, the 4th International Joint
Conference on Electronic Voting, held during October 1-4, 2019, in Bregenz, Austria.
It resulted from the merging of EVOTE and Vote-ID and counting up to 15 years since
the first E-Vote conference in Austria. Since the first conference in 2004, over 1,000
experts have attended the venue, including scholars, practitioners, authorities, electoral
managers, vendors, and PhD Students. The conference collected the most relevant
debates on the development of Electronic Voting, from aspects relating to security and
usability through to practical experiences and applications of voting systems, also
including legal, social, or political aspects, amongst others; turning out to be an
important global referent in relation to this issue.
Also, this year, the conference consisted of:

— Security, Usability, and Technical Issues Track

— Administrative, Legal, Political, and Social Issues Track

— Election and Practical Experiences Track

— PhD Colloquium, Poster, and Demo Session on the day before the conference

E-VOTE-ID 2019 received 45 submissions, being, each of them, reviewed by 3 to 5
Program Committee members, using a double-blind review process. As a result, 13
papers were accepted for this volume, representing 29% of the submitted proposals.
The selected papers cover a wide range of topics connected with electronic voting,
including experiences and revisions of the real uses of E-voting systems and corre-
sponding processes in elections.

We would also like to thank the German Informatics Society (Gesellschaft fiir
Informatik) with its ECOM working group for their partnership over many years.
Further we would like to thank the Swiss Federal Chancellery for their kind support.
Special thanks go to the members of the international Program Committee for their
hard work in reviewing, discussing, and shepherding papers. They ensured the high
quality of these proceedings with their knowledge and experience.

October 2019 Robert Krimmer
Melanie Volkamer

Véronique Cortier

Bernhard Beckert

Ralf Kiisters

Uwe Serdiilt

David Duenas-Cid



Program Committee

Marta Aranyossy
Myrto Arapinis
Jordi Barrat i Esteve
Bernhard Beckert
Josh Benaloh

David Bismark
Nadja Braun-Binder
Christian Bull

Susanne Caarls
Gianpiero Catozzi
Veronique Cortier
Ardita Driza Maurer

David Duenas-Cid

Noella Edelmann
Ulle Endriss
Aleksander Essex
Joshua Franklin
David Galindo
Micha Germann
J. Paul Gibson
Kristian Gjesteen

Nicole Goodman
Rajeev Gore
Ruediger Grimm
Rolf Haenni
Thomas Haines
Thad Hall

Jorg Helbach
Toby James
Tarmo Kalvet
Reto Koenig
Robert Krimmer
Ralf Kuesters
Oksana Kulyk

Organization

Corvinus University of Budapest, Hungary

The University of Edinburgh, UK

eVoting Legal Lab, Spain

Karlsruhe Institute of Technology, Germany

Microsoft, USA

Votato, Sweden

University of Zurich, Switzerland

The Norwegian Ministry of Local Government
and Regional Development, Norway

Election Consultant, The Netherlands

UNDP, USA

CNRS, Loria, France

Zentrum fiir Demokratie Aarau, Zurich University,
Switzerland

Tallinn University of Technology, Estonia,
and Kozminski University, Poland

Danube University Krems, Austria

University of Amsterdam, The Netherlands

University of Western Ontario, Canada

National Institute of Standards and Technology, USA

University of Birmingham, UK

University of Bath, UK

Mines Télecom, France

Norwegian University of Science and Technology,
Norway

University of Toronto, Canada

The Australian National University, Australia

University of Koblenz, Germany

Bern University of Applied Sciences, Switzerland

Queensland University of Technology, Australia

MPR, USA

Rheinische Fachhochschule K6ln, Germany

University of East Anglia, UK

Tallinn University of Technology, Estonia

Berne University of Applied Sciences, Switzerland

Tallinn University of Technology, Estonia

University of Stuttgart, Germany

ITU Copenhagen, Denmark



viii Organization

Leontine Loeber

Beata Martin-Rozumilowicz

Anu Masso
Ronan Mcdermott
Juan Mecinas

Magdalena Musial-Karg

Andras Nemaslaki
Hannu Nurmi

Jon Pammett
Olivier Pereira
Goran Petrov
Stéphanie Plante
Josep M* Reniu
Peter Roenne
Mark Ryan

P. Y. A. Ryan
Peter Sasvari
Steve Schneider
Berry Schoenmakers
Carsten Schuermann
Uwe Serdiilt
Oliver Spycher
Philip Stark
Vanessa Teague
Tomasz Truderung
Priit Vinkel
Melanie Volkamer
Kare Vollan
Bogdan Warinschi
Roland Wen
Gregor Wenda

Jan Willemson
Peter Wolf
Michael Yard

University of East Anglia, UK

IFES, USA

Tallinn University of Technology, Estonia
Mcdis, Switzerland

Universidad de las Américas Puebla, Mexico
Adam Mickiewicz University, Poland

BME, Hungary

University of Turku, Finland

Carleton University, Canada

UCLouvain, Belgium

OSCE, USA

University of Ottawa, Canada

University of Barcelona, Spain

SnT, University of Luxembourg, Luxembourg
University of Birmingham, UK

University of Luxembourg, Luxembourg
National University of Public Service, Hungary
University of Surrey, UK

Eindhoven University of Technology, The Netherlands
IT University of Copenhagen, Denmark
Centre for Research on Direct Democracy, Switzerland
Swiss Federal Chancellery, Switzerland
University of California Berkeley, USA

The University of Melbourne, Australia
University of Trier, Germany

State Electoral Office of Estonia, Estonia
Karlsruhe Institute of Technology, Germany
Quality AS, Norway

University of Bristol, UK

The University of New South Wales, Australia
BMI, Austria

Cybernetica, Estonia

International IDEA, Sweden

IFES, USA



Contents

E-Voting — An Overview of the Development in the Past 15 Years
and Current DiSCUSSIONS. . . . . . . oo 1
Robert Krimmer, Melanie Volkamer, and David Duenas-Cid

UnclearBallot: Automated Ballot Image Manipulation . . ... ............ 14
Matthew Bernhard, Kartikeya Kandula, Jeremy Wink,
and J. Alex Halderman

Election Manipulation with Partial Information. . .. .................. 32
Michelle Blom, Peter J. Stuckey, and Vanessa J. Teague

Online Voting in a First Nation in Canada: Implications for Participation
and GOVETNANCE . . . . . . vttt e e e 50
Brian Budd, Chelsea Gabel, and Nicole Goodman

Online Voting in Ontario Municipal Elections: A Conflict of Legal
Principles and Technology? . .. ... ... .. .. . . . . 67
Anthony Cardillo, Nicholas Akinyokun, and Aleksander Essex

The Swiss Post/Scytl Transparency Exercise and Its Possible Impact
on Internet Voting Regulation. . . . ....... ... .. .. .. .. ... .. ...... 83
Ardita Driza Maurer

How do the Swiss Perceive Electronic Voting? Social Insights
from an Exploratory Qualitative Research ... ..... ... ... ... ... ..... 100
Emmanuel Fragniére, Sandra Grezes, and Randolf Ramseyer

Improvements in Everlasting Privacy: Efficient and Secure Zero
Knowledge Proofs. . . ... ... . 116
Thomas Haines and Clementine Gritti

The Swiss Postal Voting Process and Its System and Security Analysis. . . . . 134
Christian Killer and Burkhard Stiller

Auditing Indian Elections. . . . ....... ... .. .. 150
Vishal Mohanty, Chris Culnane, Philip B. Stark, and Vanessa Teague

Election Integrity and Electronic Voting Machines in 2018 Georgia, USA ... 166
Kellie Ottoboni and Philip B. Stark

Risk-Limiting Tallies. . . .. ... ... . e 183
Wojciech Jamroga, Peter B. Roenne, Peter Y. A. Ryan,
and Philip B. Stark



X Contents

Technical and Socio-Technical Attacks on the Danish Party
Endorsement System . . . .. ... ... 200
Carsten Schiirmann and Alessandro Bruni

On Practical Aspects of Coercion-Resistant Remote Voting Systems . . . . . .. 216
Kristjan Krips and Jan Willemson

Author Index . . .. ... . ... . . .. e 233



	Preface
	Organization
	Contents



