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Preface

This volume contains the papers presented at the 23rd Symposium on Formal Methods
(FM 2019), held in Porto, Portugal, in the form of the Third World Congress on Formal
Methods, during October 7-11, 2019. These proceedings also contain five papers
selected by the Program Committee (PC) of the Industry Day (I-Day).

FM 2019 was organized under the auspices of Formal Methods Europe (FME), an
independent association whose aim is to stimulate the use of, and research on, formal
methods for software development. It has been more than 30 years since the first VDM
symposium in 1987 brought together researchers with the common goal of creating
methods to produce high-quality software based on rigor and reason. Since then the
diversity and complexity of computer technology has changed enormously and the
formal methods community has stepped up to the challenges those changes brought by
adapting, generalizing, and improving the models and analysis techniques that were the
focus of that first symposium. The theme for FM 2019, “The Next 30 Years,” was a
reflection on how far the community has come and the lessons we can learn for
understanding and developing the best software for future technologies.

To reflect the fact that it has been 20 years since FM 1999 in Toulouse and 10 years
since FM 2009 in Eindhoven, FM 2019 was organized as a World Congress, and we
composed a PC of renowned scientists from 42 different countries spread across all
continents except for Antarctica. We originally received a stunning total of 185 abstract
submissions, which unfortunately resulted in ‘only’ 129 paper submissions from 36
different countries. Each submission went through a rigorous review process in which
95% of the papers were reviewed by four PC members. Following an in-depth dis-
cussion phase lasting two weeks, we selected 37 full papers and 2 short tool papers, an
acceptance rate of 30%, for presentation during the symposium and inclusion in these
proceedings. The symposium featured keynotes by Shriram Krishnamurthi (Brown
University, USA), Erik Poll (Radboud University, The Netherlands), and June
Andronick (CSIRO-Data61 and UNSW, Australia). We hereby thank these invited
speakers for having accepted our invitation. The program also featured a Lucas Award
and FME Fellowship Award Ceremony.

We are grateful to all involved in FM 2019. In particular the PC members and
subreviewers for their accurate and timely reviewing, all authors for their submissions,
and all attendees of the symposium for their participation. We also thank all the other
committees (I-Day, Doctoral Symposium, Journal First Track, Workshops, and
Tutorials), itemized on the following pages, and particularly the excellent local orga-
nization and publicity teams. In addition to FM 2019 they also managed the FM week
consisting of another 8 conferences, 17 workshops, and 7 tutorials, as well as ‘X’, the
secret project of a colloquium in honor of Stefania Gnesi based on a Festschrift to
celebrate her 65th birthday.

We are very grateful to our platinum sponsors: Amazon Web Services (AWS),
Google, and Sony; our gold sponsors: Springer, Semmle, ASML, and PT-FLAD Chair



vi Preface

in Smart Cities & Smart Governance; our silver sponsors: Oracle Labs, Runtime
Verification Inc., Standard Chartered, GMV, United Technologies Research Center
(UTRC), and Efacec; our bronze sponsors i2S, Foundations of Perspicuous Software
Systems Collaborative Research Center, and the Mathematical research center of the
University of Porto (CMUP); and our basic sponsors: Natixis and Neadvance.

Finally, we thank Springer for publishing these proceedings in their FM subline and
we acknowledge the support from EasyChair in assisting us in managing the complete
process from submissions to these proceedings to the program.

August 2019 Maurice H. ter Beek
Annabelle Mclver
José N. Oliveira
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Formal Methods for Security Functionality
and for Secure Functionality
(Invited Presentation)

Erik Poll

Digital Security group, Radboud University Nijmegen, The Netherlands
erikpoll@cs.ru.nl

With cyber security becoming a growing concern, it has naturally attracted the attention
of researchers in formal methods. One recent success story here is TLS: the devel-
opment of the new TLS 1.3 specification has gone hand-in-hand with efforts to verify
security properties of formal models [5] and the development of a fully verified
implementation [3]. Earlier well-known success stories in using formal methods for
security are the verifications of operating system kernels or hypervisors, namely selL.4
[7] and Microsoft’s Hyper-V [10].

These examples — security protocols and OS kernels — are applications whose
primary purpose is to provide security. It is natural to apply formal methods to such
systems: they are by their very nature security-critical and they provide some security
functionality that we can try to specify and verify.

However, we want all our systems to be secure, not just these security systems.
There is an important difference between secure functionality and security function-
ality, or — given that most functionality and most security problems are down to
software — between software security and security software [11]. Many, if not most,
security problems arise in systems that have no specific security objective, say PDF
viewers or video players, but which can still be hacked to provide attackers with
unwanted functionality they can abuse.

Using formal methods to prove security is probably not on the cards of something
as complex as a PDF viewer or video player. Just defining what it would mean for such
a system to be secure is probably already infeasible. Still, formal methods can be
useful, to prove the absence of certain types of security flaws or simply find security
flaws. Successes here have been in the use of static analysis in source code analysers,
e.g. tools like Fortify SCA that look for flaws in web applications and tools like
Coverity that look for memory vulnerabilities in C(++) code. Another successful
application of formal methods is the use of symbolic (or concolic) execution to generate
test cases for security testing, as in SAGE [6] or, going one step further, not just
automatically finding flaws but also automatically generating exploits, as in angr [16].

Downside of these approaches is that they are post-hoc and can only look for flaws
in existing code. The LangSec paradigm [4, 9], on the other hand, provides ideas on
how to prevent many security problems by construction. Key insights are that most
security flaws occur in input handling and that there are several root causes in play
here. Firstly, the input languages involved (e.g. file formats and network protocols) are
complex, very expressive, and poorly, informally, specified. Secondly, there are many
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of these input languages, sometimes nested or stacked. Finally, parsers for these lan-
guages are typically hand-written, with parsing code scattered throughout the appli-
cation code in so-called shotgun parsers [12]. With clearer, formal specifications of
input languages and generated parser code much security misery could be avoided.
(Recent initiatives in tools for parser generation here include Hammer [1] and Nail [2].)
Given that formal languages and parser generation are some of the most basic and
established formal methods around, it is a bit of an embarrassment to us as formal
methods community that sloppy language specifications and hand-coded parsers should
cause so many security problems.

Some security flaws in input handling are not so much caused by buggy parsing of
inputs, but rather by the unexpected parsing of input [13]. Classic examples of this are
command injection, SQL injection, and Cross-Site Scripting (XSS). Tell-tale sign that
unwanted parsing of input may be happening in unexpected places is the heavy use of
strings as data types [14].

Information or data flow analysis can be used to detect such flaws; indeed, this is a
standard technique used in the source code analysis tools mentioned above. These
flaws can also be prevented by construction, namely by using type systems. A recent
example of this is the “Trusted Types’ browser API [8] by Google, where different
types are used to track different kinds of data and different trust level of data to prevent
XSS vulnerabilities, esp. the DOM-based XSS vulnerabilities that have proved so
difficult to root out.

To conclude, formal methods cannot only be used to prove security of
security-critical applications and components — i.e. the security software —, but they can
be much more widely used to improve security by ruling out of the root causes behind
security flaws in input handling, and do so by construction, and hence improve soft-
ware security in general. Moreover, some very basic and lightweight formal methods
can be used for this: methods that we teach — or should be teaching — our students in the
first years of their Bachelor degree, such as regular expressions, finite state machines,
grammars, and types. Indeed, in my own research I have been surprised to see how
useful the simple notion of finite state machine for describing input sequences is to
discover security flaws [15].

That we have not been able to get these basic techniques into common use does not
say much for our success in transferring formal methods to software engineering
practice. Still, looking at the bright side, it does suggest opportunities for improvement.

References

1. Anantharaman, P., Millian, M.C., Bratus, S., Patterson, M.L.: Input handling done right:
building hardened parsers using language-theoretic security. In: Cybersecurity Development
(SecDev), pp. 4-5. IEEE (2017)

2. Bangert, J., Zeldovich, N.: Nail: A practical tool for parsing and generating data formats. In:
OSDI 2014, pp. 615-628. Usenix (2014)



10.

11.
12.

13.

14.

15.

16.

Formal Methods for Security Functionality and for Secure Functionality XV

. Bhargavan, K., Blanchet, B., Kobeissi, N.: Verified models and reference implementations

for the TLS 1.3 standard candidate. In: Security and Privacy (S&P 2017), pp. 483-502. IEEE
(2017)

. Bratus, S., Locasto, M.E., Patterson, M.L., Sassaman, L., Shubina, A.: Exploit program-

ming: from buffer overflows to weird machines and theory of computation. Login, 13-21
(2011)

. Cremers, C., Horvat, M., Hoyland, J., Scott, S., van der Merwe, T.: A comprehensive

symbolic analysis of TLS 1.3. In: SIGSAC Conference on Computer and Communications
Security (CCS 2017), pp. 1773-1788. ACM (2017)

. Godefroid, P., Levin, M.Y., Molnar, D.: SAGE: Whitebox fuzzing for security testing.

Commun. ACM 55(3), 4044 (2012)

. Klein, G., et al.: seL4: Formal verification of an OS kernel. In: ACM SIGOPS, pp. 207-220.

ACM (2009)

. Kotowicz, K.: Trusted types help prevent cross-site scripting (2019). https://developers.

google.com/web/updates/2019/02/trusted-types. blog

. LangSec: Recognition, validation, and compositional correctness for real world security

(2013). http://langsec.org/bof-handout.pdf. uSENIX Security BoF hand-out

Leinenbach, D., Santen, T.: Verifying the microsoft hyper-V hypervisor with VCC. In:
Cavalcanti, A., Dams, D.R. (eds.) FM 2009, LNCS, vol. 5850, pp. 806-809. Springer,
Heidelberg (2009). https://doi.org/10.1007/978-3-642-05089-3_51

McGraw, G.: Software security. IEEE Secur. Priv. 2(2), 80-83 (2004)

Momot, F., Bratus, S., Hallberg, S.M., Patterson, M.L.: The seven turrets of Babel: a
taxonomy of LangSec errors and how to expunge them. In: Cybersecurity Development
(SecDev 2016), pp. 45-52. IEEE (2016)

Poll, E.: LangSec revisited: input security flaws of the second kind. In: Workshop on
Language-Theoretic Security (LangSec 2018). IEEE (2018)

Poll, E.: Strings considered harmful. Login, 43(4), 21-26 (2018)

Poll, E., de Ruiter, J., Schubert, A.: Protocol state machines and session languages: speci-
fication, implementation, and security flaws. In: Workshop on Language-Theoretic Security
(LangSec 2015), pp. 125-133. IEEE (2015)

Shoshitaishvili, Y., et al.: SoK:(state of) the art of war: offensive techniques in binary
analysis. In: Symposium on Security and Privacy (SP 2016), pp. 138-157. IEEE (2016)


https://developers.google.com/web/updates/2019/02/trusted-types
https://developers.google.com/web/updates/2019/02/trusted-types
http://langsec.org/bof-handout.pdf
https://doi.org/10.1007/978-3-642-05089-3_51

Contents

Invited Presentations

The Human in Formal Methods . . ... ...... .. . ... . .. ... . . . .. .... 3
Shriram Krishnamurthi and Tim Nelson

Successes in Deployed Verified Software
(and Insights on Key Social Factors) . . . ......... ... ... ... ... .... 11
June Andronick

Verification

Provably Correct Floating-Point Implementation

of a Point-in-Polygon Algorithm. ... ... ... ... ... ... ... ... ... . ... 21
Mariano M. Moscato, Laura Titolo, Marco A. Feliu,
and César A. Munioz

Formally Verified Roundoff Errors Using SMT-based Certificates
and SubdiVviSiONnS. . . . . . . ... e 38
Joachim Bard, Heiko Becker, and Eva Darulova

Mechanically Verifying the Fundamental Liveness Property
of the Chord Protocol . . .. ... ... .. . . .. . . .. . ... 45
Jean-Paul Bodeveix, Julien Brunel, David Chemouil, and Mamoun Filali

On the Nature of Symbolic Execution . . .. ..... ... ... ... ... ... .... 64
Frank S. de Boer and Marcello Bonsangue

Synthesis Techniques

GR(1)*: GR(1) Specifications Extended with Existential Guarantees . . . . . .. 83
Gal Amram, Shahar Maoz, and Or Pistiner

Counterexample-Driven Synthesis for Probabilistic Program Sketches . . . . . . 101
Milan Ceska, Christian Hensel, Sebastian Junges,
and Joost-Pieter Katoen

Synthesis of Railway Signaling Layout from Local Capacity Specifications. ... 121
Bjornar Luteberget, Christian Johansen, and Martin Steffen

Pegasus: A Framework for Sound Continuous Invariant Generation. . . . .. .. 138
Andrew Sogokon, Stefan Mitsch, Yong Kiam Tan, Katherine Cordwell,
and André Platzer



Xviil Contents

Concurrency

A Parametric Rely-Guarantee Reasoning Framework for Concurrent
Reactive SyStems . . . . .. ...t 161
Yongwang Zhao, David Sandn, Fuyuan Zhang, and Yang Liu

Verifying Correctness of Persistent Concurrent Data Structures. . ... ... ... 179
John Derrick, Simon Doherty, Brijesh Dongol, Gerhard Schellhorn,
and Heike Wehrheim

Compositional Verification of Concurrent Systems
by Combining Bisimulations. . . .. .......... .. ... .. .. .. .. ... .... 196
Frédeéric Lang, Radu Mateescu, and Franco Mazzanti

Model Checking Circus

Towards a Model-Checker for Circus . . .. ............... ... ...... 217
Artur Oliveira Gomes and Andrew Butterfield

Circus2CSP: A Tool for Model-Checking Circus Using FDR. . . ... ... .. 235
Artur Oliveira Gomes and Andrew Butterfield

Model Checking

How Hard Is Finding Shortest Counter-Example Lassos
in Model Checking? . . ... ... ... ... . ... 245
Riidiger Ehlers

From LTL to Unambiguous Biichi Automata via Disambiguation
of Alternating Automata. . . . . ... ...ttt 262
Simon Jantsch, David Miiller, Christel Baier, and Joachim Klein

Generic Partition Refinement and Weighted Tree Automata . . .. ......... 280
Hans-Peter Deifel, Stefan Milius, Lutz Schroder, and Thorsten Wifsimann

Equilibria-Based Probabilistic Model Checking for Concurrent
Stochastic GAmES . . . . . . . oo i 298
Marta Kwiatkowska, Gethin Norman, David Parker, and Gabriel Santos

Analysis Techniques

Abstract Execution . ... ... ... 319
Dominic Steinhofel and Reiner Hdhnle

Static Analysis for Detecting High-Level Races in RTOS Kernels. . . ... ... 337
Abhishek Singh, Rekha Pai, Deepak D Souza, and Meenakshi D Souza



Contents Xix

Parallel Composition and Modular Verification of Computer Controlled
Systems in Differential Dynamic Logic . .. .......... ... ... ... ..... 354
Simon Lunel, Stefan Mitsch, Benoit Boyer, and Jean-Pierre Talpin

An Axiomatic Approach to Liveness for Differential Equations. . . .. ... ... 371
Yong Kiam Tan and André Platzer

Local Consistency Check in Synchronous Dataflow Models. . ... ........ 389
Dina Irofti and Paul Dubrulle

Gray-Box Monitoring of Hyperproperties. . . . ...................... 406
Sandro Stucki, César Sanchez, Gerardo Schneider,
and Borzoo Bonakdarpour

Quantitative Verification of Numerical Stability for Kalman Filters . . . .. . .. 425
Alexandros Evangelidis and David Parker

Concolic Testing Heap-Manipulating Programs. . . . .................. 442
Long H. Pham, Quang Loc Le, Quoc-Sang Phan, and Jun Sun

Specification Languages

Formal Semantics Extraction from Natural Language Specifications
for ARM . . . 465
Anh V. Vu and Mizuhito Ogawa

GOSPEL—Providing OCaml with a Formal Specification Language . . . . . . . 484
Arthur Charguéraud, Jean-Christophe Fillidtre, Cldudio Lourenco,
and Mario Pereira

Unification in Matching Logic . .. ....... ... ... ... ... ... ... .... 502
Andrei Arusoaie and Dorel Lucanu

Embedding High-Level Formal Specifications into Applications . ... ...... 519
Philipp Korner, Jens Bendisposto, Jannik Dunkelau, Sebastian Krings,
and Michael Leuschel

Reasoning Techniques

Value-Dependent Information-Flow Security on Weak Memory Models. . . . . 539
Graeme Smith, Nicholas Coughlin, and Toby Murray

Reasoning Formally About Database Queries and Updates. . .. .......... 556
Jon Haél Brenas, Rachid Echahed, and Martin Strecker

Abstraction and Subsumption in Modular Verification of C Programs . . . . .. 573
Lennart Beringer and Andrew W. Appel



XX Contents

Modelling Languages

IELE: A Rigorously Designed Language and Tool Ecosystem

for the Blockchain. . . .. ... .. .. .
Theodoros Kasampalis, Dwight Guth, Brandon Moore,
Traian Florin Serbanutd, Yi Zhang, Daniele Filaretti, Virgil Serbanuta,
Ralph Johnson, and Grigore Rosu

APML: An Architecture Proof Modeling Language. . ... ..............
Diego Marmsoler and Genc Blakqori

Learning-Based Techniques and Applications

Learning Deterministic Variable Automata over Infinite Alphabets .. ... ...
Sarai Sheinvald

L*-Based Learning of Markov Decision Processes. . . .................
Martin Tappler, Bernhard K. Aichernig, Giovanni Bacci,
Maria Eichlseder, and Kim G. Larsen

Star-Based Reachability Analysis of Deep Neural Networks. . ... ... .....
Hoang-Dung Tran, Diago Manzanas Lopez, Patrick Musau,
Xiaodong Yang, Luan Viet Nguyen, Weiming Xiang,
and Taylor T. Johnson

Refactoring and Reprogramming

SOA and the Button Problem. . .. ... ... ... ... . . . . .
Sung-Shik Jongmans, Arjan Lamers, and Marko van Eekelen

Controlling Large Boolean Networks with Temporary
and Permanent Perturbations. . . .. ........ .. ... . L
Cui Su, Soumya Paul, and Jun Pang

I-Day Presentations

Formal Methods Applicability on Space Applications Specification
and Implementation Using MORA-TSP . . .. ... .. ... ... ... ... ....
Daniel Silveira, Andreas Jung, Marcel Verhoef, and Tiago Jorge

Industrial Application of Event-B to a Wayside Train Monitoring System:
Formal Conceptual Data Analysis . .. ........... ... ..
Robert Eschbach

Property-Driven Software Analysis (Extended Abstract). ... ............
Mathieu Comptier, David Déharbe, Paulin Fournier,
and Julien Molinero-Perez



Contents XXi

Practical Application of SPARK to OpenUxAS. ... ... ... ... ... ..... 751
M. Anthony Aiello, Claire Dross, Patrick Rogers, Laura Humphrey,
and James Hamil

Adopting Formal Methods in an Industrial Setting: The Railways Case . . . . . 762
Maurice H. ter Beek, Arne Bordlv, Alessandro Fantechi, Alessio Ferrari,
Stefania Gnesi, Christer Lofving, and Franco Mazzanti

Author Index . . .. ... . . .. . . ... e 773



	Preface
	Organization
	Formal Methods for Security Functionality and for Secure Functionality (Invited Presentation)
	Contents



