
Lecture Notes in Computer Science 11852

Founding Editors

Gerhard Goos
Karlsruhe Institute of Technology, Karlsruhe, Germany

Juris Hartmanis
Cornell University, Ithaca, NY, USA

Editorial Board Members

Elisa Bertino
Purdue University, West Lafayette, IN, USA

Wen Gao
Peking University, Beijing, China

Bernhard Steffen
TU Dortmund University, Dortmund, Germany

Gerhard Woeginger
RWTH Aachen, Aachen, Germany

Moti Yung
Columbia University, New York, NY, USA

https://orcid.org/0000-0001-8816-2693


More information about this series at http://www.springer.com/series/7408

http://www.springer.com/series/7408


Yamine Ait-Ameur • Shengchao Qin (Eds.)

Formal Methods
and Software Engineering
21st International Conference
on Formal Engineering Methods, ICFEM 2019
Shenzhen, China, November 5–9, 2019
Proceedings

123



Editors
Yamine Ait-Ameur
IRIT/INPT - ENSEEIHT
Toulouse, France

Shengchao Qin
Teesside University
Middlesbrough, UK

ISSN 0302-9743 ISSN 1611-3349 (electronic)
Lecture Notes in Computer Science
ISBN 978-3-030-32408-7 ISBN 978-3-030-32409-4 (eBook)
https://doi.org/10.1007/978-3-030-32409-4

LNCS Sublibrary: SL2 – Programming and Software Engineering

© Springer Nature Switzerland AG 2019
This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.
The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, expressed or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland

https://orcid.org/0000-0003-4582-9712
https://orcid.org/0000-0003-3028-8191
https://doi.org/10.1007/978-3-030-32409-4


Preface

The International Conference on Formal Engineering Methods (ICFEM) gathers
researchers and practitioners interested in the recent progress in the use and
development of formal engineering methods for software and system design. It records
the latest development in formal engineering methods.

The 21st edition of ICFEM took place in Shenzhen, China during November 5–9,
2019. ICFEM 2019 received 94 submissions covering theory and applications of formal
engineering methods together with case studies. Each paper was reviewed by at least
three reviewers and the Program Committee accepted 28 long papers leading to an
attractive scientific program.

ICFEM 2019 was marked by the presence of four keynote speakers. The first two
talks dealt with machine learning techniques. Yang Liu from Nanyang Technological
University, Singapore gave a talk entitled “Secure Deep Learning Engineering: a Road
towards Quality Assurance of Intelligent Systems.” The second talk, entitled
“Probabilistic Programming for Bayesian Machine Learning,” was given by Luke Ong
from Oxford University, United Kingdom. Zhendong Su, from the Swiss Federal
Institute of Technology Zurich, Switzerland, gave a talk entitled “Specification-less
Semantic Bug Detection” addressing rigorous software bug detection. Finally, with his
talk entitled “Taming Delays in Cyber-Physical Systems,” Naijun Zhan from the state
key laboratory of Computer Science of the Chinese Academy of Sciences, China
addressed formal engineering of Cyber-Physical Systems. The four talks covered
current hot research topics. In addition to the mentioned obtained results, these talks
revealed many research directions.

After the success of the doctoral symposium of the previous edition, ICFEM 2019
decided to host it again. The doctoral symposium Program Committee chaired by Yi Li
from Nanyang Technological University, Singapore and Xin Peng from Fudan
University, China accepted eight doctoral papers to be included in the ICFEM 2019
proceedings.

ICFEM 2019 would not have been successful without the deep investment and
involvement of the Program Committee members and the external reviewers who
contributed by reviewing (with more than 260 reviews) and selecting the best
contributions. This event would not exist if authors and contributors did not submit
their proposals. We address our thanks to every person, reviewer, author, Program
Committee member, and Organization Committee member involved in the success of
ICFEM 2019.

The EasyChair system was set up for the management of ICFEM 2019, supporting
submission, review, and volume preparation processes. It proved to be a powerful
framework.

ICFEM 2019 had three affiliated workshops: the 9th International Workshop on
SOFL+MSVL for Reliability and Security (SOFL+MSVL 2019), the 7th International
Workshop on Formal Techniques for Safety-Critical Systems (FTSCS 2019), and the



first International Workshop on Artificial Intelligence and Formal Methods (AI&FM
2019). These workshops brought in additional participants to the ICFEM week and
helped make it an interesting and successful event. We thank all the workshop
organizers and authors for their hard work.

ICFEM 2019 was hosted and sponsored by Shenzhen University, China. The local
Organization Committee offered all the facilities to run the conference in a lovely and
friendly atmosphere. Many thanks to all the local organizers.

Lastly, we wish to express our special thanks to the general co-chairs Jifeng He and
Zhong Ming, and to the Steering Committee members in particular Shaoying Liu and
Jin Song Dong for their valuable support.

November 2019 Yamine Ait-Ameur
Shengchao Qin
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Probabilistic Programming for Bayesian
Machine Learning

Luke Ong

University of Oxford
Luke.Ong@cs.ox.ac.uk

Abstract. Probabilistic programming is a general-purpose means of expressing
probabilistic models as computer programs, and automatically performing
Bayesian inference such as posterior probability and marginalisation. By
providing implementations of these generic inference algorithms, probabilistic
programming systems enable data scientists and domain experts to focus on
what they can do best, i.e., utilising their domain knowledge to design good
models; the task of constructing efficient inference engines can be left to
researchers with expertise in statistical machine learning and programming
languages. By promoting the separation between model construction and
inference procedures, probabilistic programming can democratise access to
Bayesian machine learning, with potentially huge benefits to AI and scientific
modelling. Because of their generality, probabilistic programming poses inter-
esting and challenging research problems for (both pragmatic and semantic
aspects of) programming languages, Bayesian statistics, and machine learning.
In this talk I will introduce probabilistic programming for Bayesian machine

learning as a general concept, and explain a number of research directions
unique to probabilistic programming.



Specification-Less Semantic Bug Detection

Zhendong Su

Swiss Federal Institute of Technology – ETHZ, Zurich, Switzerland
zhendong.su@inf.ethz.ch

Abstract. The lack of specifications has been the most difficult practical and
technical obstacle to software reliability. Without detailed application-specific
properties, one cannot utilize formal verification and is confined to detecting
generic bugs such as program crashes and memory safety violations, rather than
deeper semantic bugs. Breaking this paradoxical impasse is very difficult, and
impossible in general. This talk shows how to mitigate it via effective techniques
for constructing tests with expected results, thus tackling both test and oracle
generation. It illustrates this view with recent successful attacks on difficult
testing and analysis problems from diverse domains, ranging from compilers,
database engines, to deep learning systems. The talk discusses

1. the high-level principles and core techniques,
2. their significant practical successes—hundreds and thousands of confirmed/

fixed bugs in the most widely-used software, and
3. future opportunities and challenges.



Taming Delays in Cyber-Physical Systems

Naijun Zhan

State Key Lab. of Comput. Sci., Institute of Software, CAS
znj@ios.ac.cn

Extended Abstract

Historical motivation (predating digital control):

“Despite […] very satisfactory state of affairs as far as [ordinary]
differential equations are concerned, we are nevertheless forced to turn to
the study of more complex equations. Detailed studies of the real world
impel us, albeit reluctantly, to take account of the fact that the rate of change
of physical systems depends not only on their present state, but also on their
past history.”

[Richard Bellman and Kenneth L. Cooke, 1963, see [1]]

Conventional embedded systems have over the past two decades vividly evolved
into an open, interconnected form that integrates capabilities of computing, commu-
nication and control, thereby triggering yet another round of global revolution of the
information technology. This form, now known as cyber-physical systems (CPS), has
witnessed an increasing number of safety-critical systems particularly in major scien-
tific projects vital to people’s livelihood. Prominent examples include automotive
electronics, health care, nuclear reactors, high-speed trains, aircrafts, spacecrafts, etc.,
in which a malfunction of any software or hardware component would potentially lead
to catastrophic consequences. Meanwhile with the rapid development of feedback
control, sensor techniques and computer control, time delays have become an essential
feature underlying both the continuous evolution of physical plants and the discrete
transition of computer programs, which may well annihilate the stability/safety
certificate and control performance of embedded systems. Traditional engineering
methods, e.g., testing and simulations, are nevertheless argued insufficient for the
zero-tolerance of failures incurred in time-delayed systems in a safety-critical context.
Therefore, how to rigorously verify and design reliable safety-critical embedded sys-
tems involving delays tends to be a grand challenge in computer science and the control
community.

In contrast to delay-free systems, time-delayed systems yield substantially higher
theoretical complexity thus rendering the underlying design and verification tasks
exceedingly harder, e.g., unlike Ordinary Differential Equations (ODEs) being

This work is partly funded by NSFC under grant No. 61625206 and 61732001.



Markovian process, Delay Differential Equations (DDEs) turn out to be
non-Markovian, heavily depending on their execution histories, and consequently any
solution to a DDE is an infinite dimensional functional, rather than a point in the
n-dimensional Hilbert space like ODE’s. The major problems that we faced include the
formal verification and controller synthesis of time-delayed, networked hybrid systems.

Though time delays have been extensively studied in the literature of mathematics
and control theory from a qualitative perspective, automatic verification and synthesis
methods addressing feedback delays in hybrid discrete-continuous systems are still in
their infancy. In this extended abstract, we summarize our recent efforts towards the
above issues, including

– Firstly, we will discuss how to synthesize controllers for time-delayed discrete
systems, based on the work in [3]. The basic idea is to reduce the controller
synthesis problem to a two-player delay safety game, further to a two-player
delay-free safety game with memory. Based on the reduction, an efficient incre-
mental synthesis algorithm is presented. According to the work in [4], we further
discuss generalized settings of controller synthesis where messages may arrive out
of order or even get lost, and show –on top of the incremental synthesis– the
equivalence of qualitative controllability over these settings.

– Then, we discuss bounded reachability analysis of DDEs, mainly focusing on two
approaches: the first one is to extend the technique of simulation plus sensitivity
analysis for ODEs [6] to DDEs [2]; the other is to extend the set-boundary
reachability analysis methods for ODEs [8] to DDEs [7].

– Finally, we discuss unbounded verification of DDEs, mainly focusing on the
following two approaches: the first one is to deal with DDEs of the form

d
dt
xðtÞ ¼ f ðxðt � dÞÞ

by exploiting interval Taylor models and stability analysis. The basic idea can be
sketched as follows:

1. predefine a parametric interval polynomial containing all possible solutions of the
DDE on the given segment,

2. derive an operator between the paramenters of the solution on the previous segment
and the ones on the next segment, forming a time-invariant discrete dynamical
system,

3. exploit the stability analysis of the resulted time-invariant dynamical system, thus
reducing the safety verification and stability analysis to bounded cases.

The detail can be found in [9]; the other approach is to deal with the general DDEs
of the form

d
dt
xðtÞ ¼ f ðxðtÞ; xðt � d1Þ; . . .; xðt � dnÞÞ

by using linearisation and spectral analysis. The reader can refer to [5] for the
detail. The basic idea can be sketched as follows:

xvi N. Zhan



1. linearise a non-linear DDE,
2. exploit spectral analysis to obtain the stability of the linear part,
3. reduce unbounded verification and analysis to bounded case.

Finally, we will also discuss trends and challenges in the formal verification and
synthesis of time-delayed systems.

Acknowledgements. First of all, I thank Mingshuai Chen and Bai Xue for their useful
comments on the early version of the manuscript which improve the presentation so
much.

I would like to take this opportunity to thank all collaborators involved in this research,
including Martin Fränzle, Bai Xue, Liang Zou, Mingshuai Chen, Peter Nazier Mosaad, Yangjia
Li, Shenghua Feng, etc.
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Secure Deep Learning
Engineering: A Road Towards Quality

Assurance of Intelligent Systems

Yang Liu

Nanyang Technological University, Singapore, Singapore
yangliu@ntu.edu.sg

Abstract. Over the past decades, deep learning (DL) systems have achieved
tremendous success and gained great popularity in various applications, such as
intelligent machines, image processing, speech processing, and medical diag-
nostics. Deep neural networks are the key driving force behind its recent suc-
cess, but still seem to be a magic black box lacking interpretability and
understanding. This brings up many open safety and security issues with
enormous and urgent demands on rigorous methodologies and engineering
practice for quality enhancement. A plethora of studies have shown that
state-of-the-art DL systems suffer from defects and vulnerabilities that can lead
to severe loss and tragedies, especially when applied to real-world safety-critical
applications.

In this paper, we perform a large-scale study and construct a paper repository
of 223 relevant works to the quality assurance, security, and interpretation of
deep learning. Based on this, we, from a software quality assurance perspective,
pinpoint challenges and future opportunities to facilitate drawing the attention
of the software engineering community towards addressing the pressing
industrial demand of secure intelligent systems.
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