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Preface

“Any sufficiently advanced technology is indistinguishable from magic.”

Arthur C. Clark [21]

The Internet

Everyone uses the Internet1, so of course everyone knows how it works: from the

user’s point of view. However, I have found over the years that few people really

understand what happens behind the scenes. Oddly enough it is not all “smoke and

mirrors” or some arcane knowledge that can only be understood by a chosen few.

Anyone with the ability to plug in a few cables and edit a text file (see Section 8.9)

can build a self–contained Internet or Intranet.

The goal of this book is to provide enough background into the inner–workings

of the Internet to allow a novice to understand how the various protocols on the

Internet work together to accomplish simple tasks such as a search. The hope is that

in building an Internet with all the various services a person uses everyday, one will

gain an appreciation not only of the work that goes on unseen but also of the choices

made by the designers to make life easier for the user. This has not always been the

case in the computer industry.

Hopefully you will find this book useful in many different ways. It can be used

as a step–by–step guide to build your own Intranet. It can also be used as a text for a

course in Internet protocols and services. Or it can be used as a reference guide for

how things work on the global Internet2.

1 Throughout this book, Internet will be used to refer to the global network we all know and love
and internet (lowercase) will be used to refer to any generic Internet or intranet that does not require
access to the public Internet to fully function.
2 This book draws heavily on my experience teaching CompTIA Network+ [23] classes using
Tamara Dean’s excellent book [27].
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To the instructor

This book is designed for dual purposes. Each chapter consists of background infor-

mation on a specific topic or Internet service and where appropriate a final section

on how to configure a Raspberry Pi to provide that service. If these configuration

sections are skipped, This book can be used for a course on the Internet and routing.

When used with the suggested equipment, the main part of this book can be used

for background material for a hands–on lab course in building a fully–functional

Internet using inexpensive Raspberry Pi’s. If you have access to a number of “white

box” computers running Linux (Debian [28] is a good choice), this book can be used

with minor adjustments to build an Internet of Linux boxes.

One possible approach to using this book would be to assign the chapters to be

read before class. Class time would be used to answer questions from the reading

and go over the chapters that relate specifically to the configuration of the Raspberry

Pi. The bulk of the class time should be reserved for actually configuring the network

in a lab setting. This has proved successful in the past3.

Additional resources can be found at:

https://www.springer.com/book/9783030344955/

https://www.gerryhowser.com/book/9783030344955/.

To the student or hobbyist

I hope that this textbook provides you an enjoyable introduction to the inner work-

ings of the Internet. If you already have some familiarity with a topic, you will

find the chapters organized so that you can skim introductory sections and proceed

quickly to the more advanced material. My intent is to provide you with a clear text

that you will find useful in building your own networks and as a first reference for

understanding the many Internet protocols.

This book is designed as a project for groups of four students each with their own

Raspberry Pi; however, smaller groups can easily run all of the required protocols on

as few as one Raspberry Pi. In fact, you will be encouraged to install and configure

all of the services so that the group can still function when a member is unavailable.

While it may be possible to use just the configuration sections to build an Intranet,

it is still best to read the background material first.

At the end of each chapter are exercises relevant to that topic. As usual the easier

exercises are first with progressively more challenging problems as the numbers

grow larger. You will find solutions to some of the exercises at the end of this book.

3 This book was inspired by courses taught at Loy Norrix High School and Kalamazoo College.
Both are in Kalamazoo, Michigan.
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What are the prerequisites for this book?

• You should have some familiarity with computers beyond simply using applica-

tions, but you can get by without it.

• Programming experience is helpful but not necessary. The same is true of expe-

rience installing and configuring software.

• You should be comfortable with the Internet as a user.

• You must be willing to think before you start making changes. Raspian is a Linux

distribution and as such it is sometimes difficult to reverse changes made in haste.

If you backup each configuration file before you change it you can always back-

out any changes.

• You must be curious and fearless. Remember: the worst that can happen is you

may need to reinstall the operating system. If there is a chance of harming your

hardware, you will be warned in advance.

• Simple solutions are usually the fastest, least difficult to understand, and least

prone to fail.

• In networking the goal is usually to move data as fast as possible (high through-

put) and correctly as long as that does not slow things down. This seems counter

intuitive at first, but the end–points of the conversation are tasked with handling

errors, not the network.

Additional resources can be found at:

https://www.springer.com/us/book/9783030344955/

https://www.gerryhowser.com/book/9783030344955/.

To the professional

You should find this book useful as an overview to how the Internet works and how

many of the protocols work. However, this is not an exhaustive reference to the

Internet as the Internet is growing and changing at a staggering rate. Indeed, the

only true references for the Internet, the final authority as it were, are the current

RFCs which can only be found on the web. The most reliable place to look is on the

IETF website https://tools.ietf.org/rfc/index.

If this book is used as a guide to set up an Intranet, please pay close attention to

the sections marked “Security”. These actions should be taken along with any other

security actions required by your organization4.

4 In my opinion, perfect security is not possible if your network is connected to anything.
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