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Foreword

This volume is devoted to the proceedings of SecITC 2019, the 12th International
Conference on Innovative Security Solutions for Information Technology and
Communications, held in Bucharest, Romania, during November 14–15. This session
was organized under the auspices of the following academic and research institutions:
Academy of Economic Studies (Faculty of Economic Cybernetics, Statistics and
Informatics, Department of Economic Informatics and Cybernetics), Military Technical
Academy (Faculty of Information Systems and Cyber Security), Politehnica University
of Bucharest (Faculty of Applied Sciences-Department of Mathematical Methods and
Models), and Advanced Technologies Institute Bucharest.

The conference covered the following topics:

• Security Technologies for ICT
• Cryptographic Algorithms and Protocols
• Information Security Management

These topics include a broad range of recent and ongoing work in areas featuring:
cryptology, algorithmic tools for security and cryptography, authentication biometry
and watermarking, blockchain and security aspects of alternative currencies, attacks
and countermeasures, cloud and web security, distributed and embedded systems
security, hardware security, Internet of Things (IoT) security, mobile security, network
security, privacy and anonymity, reverse-engineering and code obfuscation, surveil-
lance and anti-surveillance, trust management, etc.

These topics involve considerable interaction between various theoretical disciplines
and real application requirements in the era of communicating data systems and future
critical inter-networking applications.

SecITC 2019 had 4 invited keynotes and 14 accepted papers, out of 34 submissions
evaluated by a highly exigent Program Committee of almost 40 experts from
15 countries, which were presented to more than 100 attendees at the conference.

For 12 years SecITC has been bringing together computer security researchers,
cryptographers, industry representatives, and PhD students serving as an exchange
forum between established and young researchers as well as industry players. For the
last five years, the conference proceedings have been published in Springer’s Lecture
Notes in Computer Science series, and articles published in SecITC are indexed in most
science databases.

We thank all authors for having submitted high-quality papers.
The sponsors of SecITC 2019 are also gratefully acknowledged for their support,

allowing for an excellent organization of the conference. I would like to particularly
thank the Program Committee and its chairs as well as the conference’s local



Organizing Committee for their efforts in setting up and managing this successful
edition of SecITC together with two associated workshops.

November 2019 Traian Muntean

vi Foreword



Preface

This volume contains the papers presented at the 12th International Conference on
Information Technology and Communications Security (SecITC 2019) held during
November 14–15, 2019, in Bucharest.

There were 35 submissions. Each submission was reviewed by at least two, and on
the average 3.9, Program Committee (PC) members. The committee decided to accept
14 papers, and the program also included 6 invited talks.

The SecITC conference started 11 years ago, in a small room from the Bucharest
University of Economics Studies, which hosted the first edition of the conference. At
that time the auditorium was made up of 15 students and professors. Since then the
conference has grown, accomplished by the excellent quality of PC members, a yearly
improvement of conference paper quality, and valuable keynote speakers at each
edition. Our conference is now indexed in several data bases and probably the most
notable one is in the cryptologic events calendar from IACR and Springer accepted for
publication as a post-proceedings (since 2015). The conference covers topics from
cryptographic algorithms, to digital forensic, and cybersecurity. If this conference was
created today, probably a better name for the conference would have been
CyberSecurity Conference, but for now SecITC is already a brand and it is not yet the
time for rebranding.

The conference was organized by the master programs for information security
within the Military Technical Academy and the Bucharest University of Economic
Studies, as well as by the Institute for Advanced Technologies. At the same time,
partners of the conference included the master’s program Coding Theory and Infor-
mation Storage within the Faculty of Applied Sciences, Polytechnic University of
Bucharest and the Center for Research and Training in Innovative Techniques of
Applied Mathematics in Engineering from the same university.

Thank you to all PC members for reviewing the papers, Organizing and Technical
Committees for their efforts, and sponsors for their support.

A special word of gratitude to invited keynote speakers Traian Muntean, Marc Joye,
Peter Roenne, Valentina Banciu, and Natacha Laniado who came to support and
improve the quality of SecITC 2019.

November 2019 Emil Simion
Rémi Géraud-Stewart
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Trends and Future Challenges for Security
and Privacy of Autonomous and Mobile

Critical Communicating Systems

Traian Muntean

Honorary professor of Computer Science, Aix-Marseille University, France
muntean.traian@gmail.com

Abstract. Autonomy and mobility are keystones technologies for the design of
future highly adaptive communicating systems. Deploying existing data security
solutions to the autonomous mobile communicating systems is not straightfor-
ward because of systems heterogeneity, highly evolving and possibly unpro-
tected or hostile environments, and required large scale deployment.
Communication protocols used, data security, availability, and quality are other
critical areas fore such applications. Developing comprehensive security and
privacy solutions for autonomous mobile objects requires revisiting almost all
security techniques we may think of. Encryption protocols need to be engi-
neered so to be efficient and scalable for deployment on large-scale systems and
devices with limited computational resources. In addition, scalability of such
protocols is critical, in that in many safety-sensitive applications encryption
operations must be kept very efficient. Addressing such problems may require
new techniques based, for instance, on embedded security mechanisms and
integrated and proved co-design in the deployment of secure applications.

In this talk, after outlining key challenges in data security and privacy for
mobility, we summarize research directions for securing data in various
fine-grained devices (IoT, mobile terrestrial and space vehicles, etc.), including
efficient and scalable encryption protocols, software protection techniques for
small devices, efficient generic embedded security protocols, provable security
protocols, etc.

As a case study of critical communicating systems, IoT has become in the
last few years a very widely emerging spread concept for secure applications.
The reason for this is mainly the need to control most of the surrounding objects
and have access to data required for environment understanding in real time.

As stated for instance in [12–14], IoT systems are often highly dynamic, and
continuously change because of their mobility or networking reconfigurability.
They are also highly heterogeneous with respect to communication medium and
protocols, platforms, and devices involved. IoT systems, or parts of them, may
be physically unprotected and attacks, against which there are established
defense techniques in the context of conventional information systems and
mobile environments, are thus much more difficult to protect against in the IoT.

The OWASP Internet of Things Project [10, 11] has identified the most
common IoT vulnerabilities and has shown that many such vulnerabilities arise
because of the lack of adoption of well-known security techniques, such as
encryption, authentication, access control,… Therefore, developing compre-
hensive security and privacy solutions for IoT requires revisiting almost all



security techniques we may think of.
The EU’s CyPhERS (Cyber-physical European Roadmap and Strategy;

www.cyphers.eu/project) project has been investigating the relationship between
cyber-physical and IoT systems. Some techniques developed for cyber-physical
systems can be the source of good practices for software engineering for the IoT.
However, some factors, such as mobility, reconfigurability and safety/reliability,
still require attention. In this sense, IoT systems tend to be extremely dynamic,
where different devices can be added or removed in a specific IoT ecosystem
during runtime while maintaining reliable communications. Finally privacy
introduces new challenges, including how to prevent personal devices from
acquiring and/or transmitting information depending on the user location and
other personal context information, and how to allow users to understand risks
and advantages in sharing their personal data!

Software running on such devices must be secured by design. Major chal-
lenges here arise from the fact that many devices are based on dedicated
heterogeneous processors which have differences in the instruction sets with
respect to support for security. Such diversity has an implication for example on
the techniques for protecting software from attacks (e.g. run-time software to be
secured from memory vulnerabilities). Cybersecurity techniques using provable
effects are therefore required.

Availability requires among other things to make sure that relevant data is
not lost. Addressing such requirement entails designing protocols for data
acquisition and transmission that have data loss minimization as a key security
goal.

Finally privacy and anonymity introduce new challenges, including how to
prevent personal devices from acquiring and/or transmitting information
depending on the user location and other context information, and how to allow
users to understand risks and advantages in sharing unprotected personal data.
This remain also an ethical, deontological, critical requirement for the existing
mass-products (f-booking!, googling!, binging!…) and their possible disastrous
effects on society and fundamental human rights.
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Post-quantum Cryptography in Bitdefender

Miruna Rosca1,2

1 ENS de Lyon, Laboratoire LIP (U. Lyon, CNRS, ENSL, Inria, UCBL), France
2 Bitdefender, Romania

Abstract. Existing public-key cryptography is mainly based on the hardness of
two problems: factoring and solving discrete logarithms. In the eventuality of
building large scale quantum computers, these two problems become easy to
solve [Sho97]. Post-quantum cryptography refers to cryptographic algorithms
that are thought to be secure against attacks which can be implemented on a
quantum computer. Lattices, multivariate systems of equations, codes, isogenies
and hash functions provide problems which are conjectured to remain hard to
solve even using a quantum computer and which can be used as security
foundations for post-quantum cryptographic schemes.

At Bitdefender, we are interested in post-quantum cryptography with a focus
on lattice-based solutions. One of the most well known lattice problems is the
Approximate Shortest Vector Problem (ApproxSVP). Still, there are few
cryptographic schemes built directly on the conjectured hardness of
ApproxSVP. Instead, most of the schemes in the literature are built either on
the hardness of an intermediate problem, the Learning With Errors Problem
(LWE), which has been proved to be as hard as ApproxSVP ([Reg05]), or on
one of its algebraic variants ([SSTX09], [LPR10], [LS15]).

In this invited talk, I will give a general overview of our recent results. In the
past few years, at Bitdefender, we built advanced primitives from LWE
([LST18], [LT19]) and studied the hardness of (new) algebraic variants of LWE
([RSSS17], [RSW18], [Bol18], [BBPS19]).
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Privacy… Please! (Extended Abstract)

Fari Assaderaghi1 and Marc Joye2

1 NXP Semiconductors, San Jose, USA
fari.assaderaghi@nxp.com
2 OneSpan, Brussels, Belgium
marc.joye@onespan.com

Abstract. The Internet-of-Things does not only refer to a wide variety of
inter-connected devices but also to the data generated by these devices. This
large amount of data is an opportunity but is also a threat: for example, infor-
mation collected about the physical health or behavior of the consumer can be
very detailed and poses a real privacy risk. This paper discusses
privacy-preserving approaches which might play a differentiating role in the
success and deployment of IoT solutions.

With the growing Internet-of-Things and its billions of connected devices, one of the
main challenges the industry is facing is how to make sense of the enormous amount of
data generated by the IoT devices. This is where machine learning techniques come
into play. The basic premise of learning from data is to uncover a process from a set of
observations. In that sense, machine learning is different from traditional statistics.
Although applying traditional statistical methods is very efficient at extracting infor-
mation from a huge amount of information it needs a built-in model. Machine learning,
on the other hand, can dynamically adapt to a certain task given the data and the desired
goal. Hence, it learns the important impact factors of the model from the data itself.
Machine learning enables the development of a multitude of new applications:
regression, classification, recommender systems, clustering, personal assistants, mon-
itoring systems, and more [1, 6].

The EU General Data Protection Regulation (GDPR) [9] that took effect in all EU
countries in May 2018, aims at giving users control over their data. Companies need to
comply to a set of rules, including the requirements of (i) obtaining the clear consent of
users for processing their personal data; (ii) offering means to users for accessing,
rectifying and erasing their personal data. Likewise, in the US, California has passed
the California Consumer Privacy Act (CCPA) [8] that will take effect in January 2020.
It grants users the right to know what personal information a business has collected and
with whom it is shared. It also provides more control by granting users the right to
opt-out to have their personal data sold or made available to third parties.

The combination of increasing public awareness of privacy threats and the ongoing
implementation of compliance rules are creating momentum in the development of
privacy technologies. This is the right time for IoT companies to properly address
privacy issues in the design of their products and solutions. Two different approaches
are available: differential privacy and data encryption.



Differential privacy As famously exemplified by the Netflix competition [10], it is well
known that anonymizing a dataset is insufficient to conceal the users’ identity.
Differential privacy [3] is a technique that guarantees that the distribution of the sys-
tem’s output is insensitive to any individual’s record, preventing the inference of any
single user’s data from the output. But this comes at a price. Differential privacy works
by incorporating noise to the data. More noise injected in the data implies better
privacy guarantees but also less precision in the system’s output. Differential privacy is
therefore essentially a trade-off between privacy and accuracy.

Working over encrypted data Data encryption is an alternative way to enable privacy.
However, one limitation and fundamental property of traditional encryption schemes is
that data first needs to be decrypted prior to being processed. The privacy control
therefore lies in the hands of the recipient of the encrypted data. A fundamentally
different approach is to rely on (fully) homomorphic encryption [5]. This allows the
recipient to directly operate over encrypted data.

Other useful cryptographic tools to work on encrypted data include functional
encryption [2], garbled circuits [7] and secure multi-party computation techniques [4].

We note that most known practical implementations for machine learning over
encrypted data require two non-colluding entities (this is known as the two-server
model). It is also important to stress to that, although significant progresses have been
made, working over encrypted data remains a topic of intense development in the
research community. Known techniques in general involve heavy computing resources
and do not offer a one-solution-fits-all breakthrough solution. Only certain use-cases
can be shown to be practical. The current situation can be compared to the 1980’s,
when at the start of the era of public-key cryptography the algorithms were also too
slow for general purposes. New advances made public-key cryptography one of the
foundational building blocks in modern computer security and the same is expected for
these privacy-preserving techniques.

References

1. Abu-Mostafa, Y.S., Magdon-Ismail, M., Lin, H.T.: Learning From Data: A Short Course.
AMLbook.com (2012). http://amlbook.com

2. Boneh, D., Sahai, A., Waters, B.: Functional encryption: definitions and challenges. In:
Ishai, Y. (ed.) TCC 2011. LNCS, vol. 6597, pp. 253–273. Springer, Heidelberg (2011).
https://doi.org/10.1007/978-3-642-19571-6_16

3. Dwork, C., McSherry, F., Nissim, K., Smith, A.: Calibrating noise to sensitivity in private
data analysis. In: Halevi, S., Rabin, T. (eds.) TCC 2006. LNCS, vol. 3876, pp. 265–284.
Springer, Heidelberg (2006). https://doi.org/10.1007/11681878_14

4. Evans, D., Kolesnikov, V., Rosulek, M.: A Pragmatic Introduction to Secure Multi-Party
Computation. Now Publishers (2019). https://doi.org/10.1561/3300000019

5. Gentry, C.: Fully homomorphic encryption using ideal lattices. In: Mitzenmacher, M. (ed.)
41st Annual ACM Symposium on Theory of Computing (STOC), pp. 169–178. ACM
(2009). https://doi.org/10.1145/1536414.1536440

Privacy… Please! (Extended Abstract) xix

http://amlbook.com
https://doi.org/10.1007/978-3-642-19571-6_16
https://doi.org/10.1007/11681878_14
https://doi.org/10.1561/3300000019
https://doi.org/10.1145/1536414.1536440


6. Hastie, T., Tibshirani, R., Friedman, J.: The Elements of Statistical Learning, 2nd edn.
Springer Series in Statistics. Springer, New York, (2009). https://doi.org/10.1007/978-0-387-
84858-7

7. Yao, A.C.C.: How to generate and exchange secrets. In: 27th Annual Symposium on
Foundations of Computer Science (FOCS), pp. 162–167. IEEE (1986). https://doi.org/10.
1109/SFCS.1986.25

8. The California consumer privacy act of 2018. https://leginfo.legislature.ca.gov/faces/
billTextClient.xhtml?bill_id=201720180AB375

9. The EU general data protection regulation (GDPR). https://eur-lex.europa.eu/legal-content/
EN/TXT/HTML/?uri=CELEX:32016R0679&amp;from=EN

10. The Netflix prize. https://www.netflixprize.com

xx F. Assaderaghi and M. Joye

https://doi.org/10.1007/978-0-387-84858-7
https://doi.org/10.1007/978-0-387-84858-7
https://doi.org/10.1109/SFCS.1986.25
https://doi.org/10.1109/SFCS.1986.25
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/%3furi%3dCELEX:32016R0679%26amp%3bfrom%3dEN
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/%3furi%3dCELEX:32016R0679%26amp%3bfrom%3dEN
https://www.netflixprize.com


Contents

Authenticated Key Distribution: When the Coupon Collector
is Your Enemy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

Marc Beunardeau, Fatima-Ezzahra El Orche, Diana Maimuţ,
David Naccache, Peter B. Rønne, and Peter Y. A. Ryan

The Ups and Downs of Technology in Society . . . . . . . . . . . . . . . . . . . . . . 21
Natacha Sylvie Laniado

Efficient Microcontroller Implementation of BIKE . . . . . . . . . . . . . . . . . . . 34
Mario Bischof, Tobias Oder, and Tim Güneysu

Secure Deterministic Automata Evaluation:
Completeness and Efficient 2-party Protocols . . . . . . . . . . . . . . . . . . . . . . . 50

Giovanni Di Crescenzo, Brian Coan, and Jonathan Kirsch

Detecting Malicious Websites by Query Templates . . . . . . . . . . . . . . . . . . . 65
Satomi Kaneko, Akira Yamada, Yukiko Sawaya, Tran Phuong Thao,
Ayumu Kubota, and Kazumasa Omote

A Deep Learning Attack Countermeasure with Intentional Noise
for a PUF-Based Authentication Scheme . . . . . . . . . . . . . . . . . . . . . . . . . . 78

Risa Yashiro, Yohei Hori, Toshihiro Katashita, and Kazuo Sakiyama

Implementing Cryptography Pairings over Ordinary Pairing-Friendly
Curves of Type y2 ¼ x5 þ a x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

Mohammed Zitouni and Farid Mokrane

Towards Practical Deployment of Post-quantum Cryptography
on Constrained Platforms and Hardware-Accelerated Platforms . . . . . . . . . . . 109

Lukas Malina, Sara Ricci, Petr Dzurenda, David Smekal, Jan Hajny,
and Tomas Gerlich

White-Box Traitor-Tracing from Tardos Probabilistic Codes . . . . . . . . . . . . . 125
Sandra Rasoamiaramanana, Gilles Macario-Rat, and Marine Minier

Generic Construction of Anonymous Deniable Predicate Authentication
Scheme with Revocability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142

Hiroaki Anada and Yoshifumi Ueshige

Physical Cryptography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 156
Mariana Costiuc, Diana Maimuţ, and George Teşeleanu



Logic Locking of Boolean Circuits: Provable Hardware-Based Obfuscation
from a Tamper-Proof Memory . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172

Giovanni Di Crescenzo, Abhrajit Sengupta, Ozgur Sinanoglu,
and Muhammad Yasin

Speeding up OMD Instantiations in Hardware . . . . . . . . . . . . . . . . . . . . . . 193
Diana Maimuţ and Ştefan Alexandru Mega

Reputation-Based Security Framework for Internet of Things . . . . . . . . . . . . 213
Ion Bica, Bogdan-Cosmin Chifor, Ștefan-Ciprian Arseni,
and Ioana Matei

Learned Lessons from Implementing an Android Client
for the Cloud Signature Consortium API . . . . . . . . . . . . . . . . . . . . . . . . . . 227

Iulian Aciobanitei, Paul-Danut Urian, and Mihai-Lica Pura

Integrating Adversary Models and Intrusion Detection Systems
for In-vehicle Networks in CANoe . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 241

Camil Jichici, Bogdan Groza, and Pal-Stefan Murvay

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 257

xxii Contents


	Foreword
	Preface
	Organization
	Short Papers
	Trends and Future Challenges for Security and Privacy of Autonomous and Mobile Critical Communicating Systems
	Post-quantum Cryptography in Bitdefender
	Privacy… Please! (Extended Abstract)
	Contents



