Communications
in Computer and Information Science 1221

Commenced Publication in 2007

Founding and Former Series Editors:

Simone Diniz Junqueira Barbosa, Phoebe Chen, Alfredo Cuzzocrea,
Xiaoyong Du, Orhun Kara, Ting Liu, Krishna M. Sivalingam,
Dominik Slezak, Takashi Washio, Xiaokang Yang, and Junsong Yuan

Editorial Board Members

Joaquim Filipe
Polytechnic Institute of Setubal, Setubal, Portugal
Ashish Ghosh
Indian Statistical Institute, Kolkata, India
Igor Kotenko
St. Petersburg Institute for Informatics and Automation of the Russian
Academy of Sciences, St. Petersburg, Russia
Raquel Oliveira Prates
Federal University of Minas Gerais (UFMG), Belo Horizonte, Brazil
Lizhu Zhou
Tsinghua University, Beijing, China


https://orcid.org/0000-0002-5961-6606
https://orcid.org/0000-0001-6859-7120
https://orcid.org/0000-0002-7128-4974

More information about this series at http://www.springer.com/series/7899


http://www.springer.com/series/7899

Paolo Mori - Steven Furnell -
Olivier Camp (Eds.)

Information Systems
Security and Privacy

5th International Conference, ICISSP 2019
Prague, Czech Republic, February 23-25, 2019
Revised Selected Papers

@ Springer



Editors

Paolo Mori Steven Furnell
IIT-CNR Plymouth University
Pisa, Italy Plymouth, UK

Olivier Camp
MODESTE/ESEO
Angers Cedex 2, France

ISSN 1865-0929 ISSN 1865-0937 (electronic)
Communications in Computer and Information Science
ISBN 978-3-030-49442-1 ISBN 978-3-030-49443-8  (eBook)

https://doi.org/10.1007/978-3-030-49443-8

© Springer Nature Switzerland AG 2020

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.

The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.

The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, express or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland


https://orcid.org/0000-0002-6618-0388
https://doi.org/10.1007/978-3-030-49443-8

Preface

The present book includes extended and revised versions of a set of selected papers
from the 5th International Conference on Information Systems Security and Privacy
(ICISSP 2019), held in Prague, Czech Republic, during February 23-25, 2019.

ICISSP aims at creating a meeting point for researchers and practitioners to address
both technical and social issues of security and privacy challenges concerning infor-
mation systems, especially in organizations. The conference welcomes papers of either
practical or theoretical nature, presenting research or applications addressing all aspects
of security and privacy, that concern organizations and individuals, thus creating new
research opportunities.

ICISSP 2019 received 100 paper submissions from 32 countries, of which 18% were
included in this book.

The papers were selected by the event chairs and their selection was based on a
number of criteria that included the classifications and comments provided by the
Program Committee members, the session chairs’ assessment, and also the program
chairs’ global view of all papers included in the technical program. The authors of
selected papers were then invited to submit a revised and extended version of their
papers having at least 30% innovative material.

The papers selected for inclusion in this book address various topical research issues
within the field of information security and privacy. These include a range of technical
contributions, including new approaches for attack modeling and prevention, incident
management and response, and user authentication and access control, as well as
business and human-oriented aspects such as data protection and privacy and security
awareness. The discussions also span a variety of application areas, including social
networks, mobile devices, and the Internet of Things.

We would like to express our thanks to all the authors for their contributions and
also to the reviewers who helped to ensure the quality of this publication.
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