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Abstract. Due to the advancement of technology, and the promotion of smart-
phones, using social media got more and more popular. Nowadays, it has become
an undeniable part of people’s lives. So, they will create a flow of information by
the content they share every single moment. Analyzing this information helps us
to have a better understanding of users, their needs, their tendencies and classify
them into different groups based on their behavior. These behaviors are various and
due to some extracted features, it is possible to categorize the users into different
categories. In this paper, we are going to focus on Twitter users and the AusOpen
Tennis championship event as a case study. We define the attributions describing
each class and then extract data and identify features that are more correlated to
each type of user and then label user type based on the reasoning model. The
results contain 4 groups of users; Verified accounts, Influencers, Regular profiles,
and Fake profiles.

Keywords: Social media analytics · Behavior analysis · User behavior mining ·
Feature extraction · Twitter · Verified · Influencers · Regular and fakes

1 Introduction to Social Media

Social networks have consolidated as a source of communication and transmission of
the information at a global level over the last few years. An infinite number of topics
can be dealt with, so there is a huge amount of information spreading by users.

In some cases, the objective may be to detect certain profiles, for example, with
behaviors that induce unethical thinking or activities, such as sexist ideologies [1]. Other
times, the aim may be to detect relevant or current issues in real-time [2]. Because of
these mentioned reasons and many more, the importance of behavior analysis on social
networks is undeniable.

© The Editor(s) (if applicable) and The Author(s), under exclusive license
to Springer Nature Switzerland AG 2021
Y. Dong et al. (Eds.): DCAI 2020, AISC 1237, pp. 284–294, 2021.
https://doi.org/10.1007/978-3-030-53036-5_31

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-53036-5_31&domain=pdf
https://doi.org/10.1007/978-3-030-53036-5_31


A Feature Based Approach on Behavior Analysis 285

1.1 Behavior Analysis

Each creature has a behavior towards the environment and others. By analysis of the
behavior, it is possible to discover the patterns of thinking in different situations. How-
ever, social media can be considered as an environment for human beings so they can
express themselves through their interactions. The analysis of the data extracted from
the user’s behavior is an important block in this type of case study knowingwell the envi-
ronment in which the events occur to extract information and knowledge [3]. Besides,
different studies try to identify possible types of profiles in the networks: bots, fakes,
and so. [4] is an example, but since there is no robust concept about what characteristics
each profile has, it is complicated to reach a unique solution.

1.2 Data Extraction on Social Media

Each social network has different casuistry, and these different types of profiles that
have been discussed behave differently. Thus, it is important to make a good analysis;
for instance, finding similar users, topics, or arguments in different social networks [4].
The challenge is unstructured data extracted from different platforms [5]. Therefore,
data mining techniques will play a decisive role.

In this paper, we are going to focus on Twitter, which is a platform that allows two-
way communication in which any user can interact with another quickly and easily, so
we don’t have the problem of different sources. Besides, messages can be spread through
“tweets”, related to any daily aspect and in which only users are identified as verified
or not verified. To go one step further, each account must be analyzed in more detail.
Therefore, in this research, we are going to detect different types of profiles according
to their behavior on the Twitter social network, with the hope that in the future, we will
be able to address this study in a more detailed way and detect possible profiles with
different purposes.

This paper organized as follows: Sect. 2, related work. Section 3, pertains to data
and proposed method which describes the data extraction and feature selection and the
technique that has been used for labelling the users. In Sect. 4, the results will be more
explained. In Sect. 5, the conclusion of the results and future work has been presented.
And finally, Sect. 6 is indicated to the references.

2 Related Work

Most of the research in this area is related to taking advantage of social network
data, either through machine learning algorithms (supervised and unsupervised), deep
learning, graph theory, etc.

Rashidi et al. studied opportunities and challenges for exploring the capacity of
modelling travel behavior. They used the data extracted from social networks to obtain
information based on features like trips, their purpose, mode of transport, duration, etc.
through surveys. However, the processing time is very slow [6].

Large organizations try to influence choices in social networks, which is going to
cause a lack of freedom of expression. In this article, Subrahmanian et al. developed an
algorithm for detecting bots based on tweet parameters, profiles, and environment [7].



286 N. Shoeibi et al.

Erşahin et a1. create a twitter fake account detection based on supervised discretiza-
tion techniques by the reason for the increase of the exposure of incorrect information
through fakes profiles has increased [8].

A method that tries to group different profiles according to influential words with
the complexity of semantics was developed by Sundararaman et a1. [9].

One study has the main objective to characterize the behavior of cancer patients.
In this article, Crannell et a1. match different types of cancer-patient with several
sentiments [10].

NLP-based word embedding grouping method for publishing health surveillance
was published by Dai et a1. This method is tested versus other bags of words methods
[11]. Lastly, Kaneko et a1. presented a method based on using keyword burst and image
clustering instead of only text analysis for event photo mining [12].

3 Data Extraction from Twitter API

The analysis of the data is an important block in this type of case study, knowing well
the environment in which the events occur to extract information and knowledge.

Tables 1 and 2 show the list of variables considered from the tweets of each of the
users and about the information of their accounts.

Table 1. Features obtained about the tweets of each Twitter profile.

Features (tweets) Definition

Text Tweet text

Favorites Number of favorites that have a tweet

Retweet Number of retweets that have a tweet

Created at Date of the publication of a tweet

Table 2. Features obtained about each Twitter profile.

Features (user profile) Definition

Name Name the user, as they have defined it

Screen name Name of the twitter account, that it is unique

Listed count Number of public lists that a user is a member

Biography profile Biography profile text

Followings Number of followings that have an account

Followers Number of followers that have an account

Favourites count Number of favorite tweets that have an account

Statuses count Number of tweets (RT + own tweets) that have an account

Creation_at Date of the creation of an account
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From all the default variables allowed by the twitter API (Tables 1 and 2) and the
possible characteristics that can identify different types of user profiles, the variables of
Table 3 have been added to the study and, consequently, those of Table 4 that are directly
related.

Table 3. New variables from the data analysis (metadata).

New features Definition

Number of own Tweets Number of tweets published by a user in the last week

Number of Retweets Number of tweets retweeted by a user in the last week

Number of own Tweets Number of tweets (published and retweeted) by a user in the last
week

Favorited Tweets count Number of favorites that have a tweet published

Retweet & Tweets count Number of retweets that have a tweet published

Mentions Number of mentions inside tweets published by a user in the last
week

Tweets URL Number of tweets with a URL in it text inside tweets published by a
user in the last week

Time between Tweets Minutes between tweet publications

Twitter years Number of years that have an account

Table 4. Rates from new variables (metadata).

Rates Definition

Tweets per Retweets rate The ratio of tweets published per tweets retweeted in the last week

Tweets year ratio The ratio of tweets (published and retweeted) per year

Time between Tweets Minutes between tweets (mean) in the last week

Followings per Follower The ratio of followings per followers’ rate

4 Feature Extraction Using Graph Theory and Analysis

In this paper, we proposed analyzing the content of the tweet to find thementioned users
or the retweet as a means of defining the relationship between the users. After extracting
5000 number of tweets about our case study subject, “AusOpen”, which is the Australian
tennis championship, we explore the content, and if the tweet is a retweet, our proposed
method extracts the screen names of the profiles whose tweets have been retweeted
by others. If not, we will extract the profiles that have been tagged in the tweet. Then
define the graph of relations from the source, which is the user who is doing retweets
to the target which his/her content has been retweeted. After building the graph, we
do the graph analysis and measure new features extracted from the graph and defined
relationship. These features are represented in Table 5.
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Table 5. Features Extracted from Graph Analysis [13, 14].

Rates Definition

Eccentricity The maximum shortest distance of one node from others.
The less Eccentricity, the more influencing the power of the
node

Clustering Coefficient Centrality Which nodes in a network are tending to be in the same
cluster based on the degree of the nodes.
cc = n

t

Closeness Centrality Indicates how close a node is to other nodes in a network by
capturing the average distance based on one vertex to
another.
cl = 1∑

v�=u d(u,v)

Betweenness Centrality Shows how influential is the node. The more the value of
betweenness centrality is, the more important that node
would be to the shortest paths through the network. So, if
that node is removed, so many connections will be lost.

b = ∑

s �=v �=t

δst(u)
δst

Harmonic Closeness Centrality This measure is so similar to closeness centrality, but it can
be used in networks that are not connected to each other. It
means that, when two nodes are not connected, the distance
will be infinity, and Harmonic Closeness is able to handle
infinity just by replacing the average distance between the
nodes with the harmonic mean

In-Degree Centrality This centrality indicates the importance via the number of
edges entering the node

Out-Degree Centrality This centrality indicates the importance via the number of
edges going out of the node

Degree Centrality This measures how many connections a node has. In other
words, it’s the summation of the In-Degree and Out-Degree
of the node and shows how important a node is, by the
number of connections.
Deg (v) = InDeg(v) + OutDeg(v)

n: No of connection between neighbors of a particular node
t: Total number of possible connections among all the neighbors of the node
d(u, v): the geodesic distance between u, v.
s: source, t: destination
st: number of shortest paths between (s, t)
st(u): number of shortest paths between (s, t) that pass-through u.
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5 Different User Groups Base on Behaviors

Based on the behavior of users, we have defined four different categories; “Verified
Accounts”, “Influencer Users”, “Regular Users” and “Fake Accounts”.

• “Verified Accounts”, which are the ones that have been verified by Twitter, and they
have the verified blue mark beside their names on twitter panel. We call these users
“Verified” people who are politicians, famous artists, TV shows, special sports events,
etc. It is possible to detect this class by checking the “Verified” term in the JSON file
extracted from the tweet object.

• “Influencer Users” are the users that have a great influence on other users, and others
believe in the content they are sharing feelings, thoughts, or expressions. However,
they are not verified by twitter. It isn’t very easy to detect this category of users
because they are regular users, but sometimes, they have the same behavior as the
famous accounts, like verified accounts. To detect this category, in addition to the
features appearing in the JSON file extracted from Twitter API, we need to go deeper
and analyze the behavior using graph analysis, extracting more complicated features
and analyze the content. Betweenness Centrality, In-Degree Centrality, and many
more. An Influencer account should have too many retweets, so we can say that In-
Degree is a feature that defines how important that specific node is. Then more value
of in-Degree shows the more times the tweet of that profile has been retweeted. And
after applying this filter, so many of the nodes have been dropped because they didn’t
have retweets.

• “Regular Users” are the ones that express their thoughts, opinion, and feelings, and
they are not aiming to make an influence on other people’s thoughts and opinions.
They are not having too many followers and followings, and their interaction ratio is
not high.

• “Fake Accounts” which are the accounts that usually have an irregular behavior with
their content, like fake news, spam, incoherent tweets, etc. So, they usually aim to put
false influence or to change statistics in society. This type of profile can be defined
with several different features, and it is hard to tell them apart from regular profiles
and make a strong definition of it. For example, some of them can retweet so much,
others can have a default image profiles, and others can have both features. From this
study, we created new variables that can help as a good filter to identify these profiles,
like the number of tweets (published and retweeted) per day, based on the features
that appear in the JSON file [15, 16].

In the Table 6, we can see a summary of the characteristics of each of the profiles:
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Table 6. Different categories of users based on their behavior.

Profile type Characteristics Related features

Verified - Celebrities
- Famous Sport Players
- Politics

- Verified = True

Influencers People who are not verified by
twitter but their content influence
other thoughts

- A high number of their tweets
- A high number of followers
- The low time between tweets
- The high number of interactions with their own tweets
- High in-degree centrality

Regulars People who are no verified by
twitter, publish a few contents,
favorites, with a balanced number
of followers and followings, not
in large numbers

Fakes People who are not verified by
twitter, but their contents are fake
news, spam, incoherent tweets,
etc.

- The high number of Retweets
- The low time between tweets
- Default image profile
- No biography
- Numbers on its account name
- The small number of followers
- 2001 followings
- Tweets duplicated
- Self-Loop
- High outdegree number
- Low indegree number

6 Results

With the application of several filters based on the behavior analysis, we can label the
data. We apply two different filters to our dataset based on features from the graph
analysis and then, from the metadata. Graph analysis is leading us to find the filters

Fig. 1. The graph of relationship of people who tagged each other or retweeted other’s tweets in
the concept of AusOpen Tennis Championship
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(1)
(2)

(5)

(3)
(4)

Fig. 2. Graph revolution of finding Influencers and Verified Profiles after applying in-degree
centrality filters in order to remove Fakes and Regulars.
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helping us to have more accurate labeling. Figure 1 is representing the graph of the
relationship between all the users who tweeted about the AusOpen tennis championship.
As can be understood, there are nodes (users) with high in-degree centrality, which
possibly are the verified profiles and influencers. There are nodes with less in-degree
andhigher out-degree or self-loops,which probably are Fakes. In Fig. 2.wedemonstrated
filtering the data based on the in-degree, and after filtering five times, the remained group
of users are more probable to be verified profiles and influencers. Figure 3 was created
by applying the self-loop filter on the whole network.

Fig. 3. The group of probable Fake Profiles after applying self-loop filter

On the other hand, it is necessary to analyze the metadata based on the feature,
which has been explained in Sect. 3. After doing the analysis, we detected 415 Fakes,
49 Influencers, and 2266 regular accounts, such shows in Table 7. It is an essential and
useful approach to build a robust dataset in an almost chaotic environment. Besides, it
can help us to discover new patterns or outliers in the different types of profiles and
various subjects.

Table 7. Profile types classification

Profile type Graph analysis Metadata
analysis

Total

Verified 179 0 179

Regulars 9 2257 2266

Fakes 26 389 415

Influencers 17 32 49

Others 2678 0 0

2909
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7 Conclusion and Future Work

In this paper, we defined the graph of relationship based on the interaction of users called
“retweet”. This relationship, which is from the person (source) who retweeted another
person’s tweet (target), has been demonstrated in a directed graph in which the nodes
are users. The edges are which are arrows from the source to target, showing retweets.
By using graph analysis, we generated more features then added them to the original
ones that have been extracted from Twitter and each profile of the user. The results show
that adding these new features helped the behavior analysis of the users.

In the future, we are looking forward to trying other social media like Facebook,
Instagram, and so many more and making the various machine learning models for
training them with the dataset generated by the method this paper proposed in this paper
and then measure the type of the account.
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