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Preface

These proceedings contain the papers selected for presentation at the 18th International
Conference on Applied Cryptography and Network Security (ACNS 2020) satellite
workshops, which were held in parallel with the main conference.

ACNS 2020 was planned to be held in Rome, Italy, during June 22–25 2020. Due to
the unexpected COVID-19 crisis, we first postponed the conference to October 19–22,
2020, but ended up deciding for the safety of all participants to have a virtual con-
ference. The local organization was in the capable hands of Emiliano Casalicchio and
Angelo Spognardi (Sapienza University of Rome, Italy) and Giuseppe Bernieri
(University of Padua, Italy) as general co-chairs, and Massimo Bernaschi (CNR, Italy)
as organizing chair. We are deeply indebted to them for their tireless work to ensure the
success of the conference even in such complex conditions.

ACNS initiated four satellite workshops successfully in 2019. Each workshop
provided a forum to address a specific topic at the forefront of cybersecurity research.
In response to this year’s call for workshop proposals, three new workshops were
launched besides the four workshops launched last year.

– AIBlock: Second ACNS Workshop on Application Intelligence and Blockchain
Security

– AIHWS: First ACNS Workshop on Artificial Intelligence in Hardware Security
– AIoTS: Second ACNS Workshop on Artificial Intelligence and Industrial IoT

Security
– Cloud S&P: Second ACNS Workshop on Cloud Security and Privacy
– SCI: First ACNS Workshop on Secure Cryptographic Implementation
– SecMT: First ACNS Workshop on Security in Mobile Technologies
– SiMLA: Second ACNS Workshop on Security in Machine Learning and its

Applications

This year, we received a total of 65 submissions. Each workshop had its own
Program Committee (PC) in charge of the review process. These papers were evaluated
on the basis of their significance, novelty, and technical quality. The review process
was double-blind. In the end, 31 papers were selected for presentation at seven
workshops, with an acceptance rate of 47.7%.

ACNS also gave the best workshop paper award. The winning papers were selected
from the nominated candidate papers from each workshop. The following two papers
shared ACNS 2020 Best Workshop Paper Award:

– Michael McCoyd, Won Park, Steven Chen, Neil Shah, Ryan Roggenkemper,
Minjune Hwang, Xinyu Liu, and David Wagner, “Minority Reports Defense:
Defending Against Adversarial Patches,” from the SiMLA workshop

– Valence Cristiani, Maxime Lecomte, and Philippe Maurine, “Leakage Assessment
through Neural Estimation of the Mutual Information,” from the AIHWS workshop



Besides the regular papers being presented at the workshops, there were also six
invited talks.

– “Computing on Encrypted Data: Hardware to the Rescue” by Farinaz Koushanfar
from UC San Diego, USA, and “Fooling Smart Machines: Security Challenges for
Machine Learning” by Simon Friedberger from NXP, The Netherlands, at the
AIHWS workshop

– “Adversarial Classification in IoT Applications Using Differential Privacy” by
Alvaro Cardenas from University of California, Santa Cruz, USA, at the AIoTS
workshop

– “Towards Building a Scalable Security Analytics Framework for Attack Detection
on Ethereum” by Yajin Zhou from Zhejiang University, China, at the CLOUD S&P
workshop

– “Cache-in-the-Middle (CITM) Attacks: Manipulating Sensitive Data in Isolated
Execution Environments” by Kun Sun from George Mason University, USA, at the
SCI workshop

– “Security and Privacy: The Sorrows of Young Droid” by Alessio Merlo from
University of Genoa, Italy, at the SecMT workshop

ACNS 2020 workshops were made possible by the joint efforts of many individuals
and organizations. We appreciate Springer’s strong support on our new initiative. We
sincerely thank the authors of all submissions. We are grateful to the program chairs
and PC members of each workshop for their great effort in providing professional
reviews and interesting feedback to authors in a tight time schedule. We thank all the
external reviewers for assisting the PC in their particular areas of expertise. We also
thank the organizing team members of the main conference as well as each workshop
for their help in various aspects.

Last but not least, we thank everyone else, speakers and session chairs, for their
contribution to the program of ACNS 2020 workshops.

We are glad to see the existing workshops are growing and new workshops on
emerging topics are being launched. We hope this trend will continue in the coming
years. We expect it could provide a stimulating platform to discuss open problems at
the forefront of cybersecurity research.

September 2020 Jianying Zhou
Mauro Conti

ACNS 2020 Workshop Chairs
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