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Abstract. Manufacturing companies face the challenge of selecting digitalization
measures that fit their strategy. Measures that are initiated and not aligned with
the company’s strategy carry the risk of failing due to lack of relevance. This
leads to an ineffective use of scarce human and financial resources. This paper
presents a target system to help companies select relevant digitalization measures
compliant with their strategy for IT-OT-integration projects. The target system
was developed based on literature research and expert interviews, and later vali-
dated in two use cases. The target system considers the goals of production com-
panies and combines them with digitalization measures. The measures are clas-
sified by different maturity levels required for their realization. Thus, the target
system enables manufacturing companies to evaluate digitalization measures
with regards to their strategic relevance and the required Industrie 4.0 maturity
level for their realization. This ensures an effective use of resources.

Keywords: Industry 4.0, Digitalization, Strategy, IT-OT-Integration.

1 Introduction

Industry 4.0 requires producing companies to transform their technological landscape.
One challenge is the integration of Information Technology (IT) and Operational Tech-
nology (OT) to achieve the business potentials of Industrie 4.0 [1, 2]. Since many OT-
systems were developed to ensure an efficient production, they tend to lack interface
standards for IT-systems. This results in technological silos and untapped data sources
[3]. With limited digitalisation resources, especially in SMEs, companies need to have
a clear understanding of the business case when entering IT-OT-integration projects:
What are the expected efforts, and what is the business impact in return.

This paper introduces a target system that reveals the effect of Industrie 4.0 maturity
levels on a production system’s efficiency. It shall support companies to understand
which maturity level has impact on the production system’s efficiency. Thus, it sheds
light onto the expected business impact of an IT-OT-integration project. The target sys-
tem is one stream to support companies selecting their Industrie 4.0 projects. The sec-
ond stream (not part of this paper) is a methodology to assess the technological maturity



226 G. Schuh et al.

of OT-systems. This methodology will help estimate the expected efforts to integrate
OT-systems. Both streams combined will enable SMEs to quickly define and prioritize
their Industrie 4.0 business cases.

This target system focusses on the IT-OT-Integration in a manufacturing environ-
ment. It is designed for being used by a company’s (production-) management team.

The overall goal of the paper is reflected in the research question: “How must a target
system for the selection of digitalization measures in the context of IT-OT integration
in a manufacturing environment be designed?”

In the beginning of the paper the target system is derived based on a literature review.
The Industrie 4.0 Maturity Index [4] is used to connect the goals with potential
measures, the utility potentials. Afterwards, a general IT-OT-Integration methodology
is presented, in which the target system can be used. In the end, the target system is
applied to two use-cases and the results are discussed briefly.

2 Background

IT-OT-Integration plays a significant role in the implementation of Industry 4.0 [1].
Information Technology (IT) is synonymous with the office floor systems, which cap-
ture, process, and provide data and information within the enterprise. IT includes ERP
(Enterprise Resource Planning) and CRM (Customer Relationship Management) sys-
tems and supports the management’s decision-making processes [5]. IT systems work
with pre-processed data [6].

Operational Technology (OT) compromises of the shop floor systems, that support
the physical value adding processes through supervising and controlling hard- and soft-
ware [7]. Controlling and supervision occurs with OT-systems i.e. MES, SCADA, sen-
sors and actors [5]. To better support and control the operational processes, OT-systems
have to be capable of processing real-time data [6].

IT-OT-Integration describes the merging of operational technology with information
technology, so that data can effortlessly be transferred between these systems [8].

The challenge of merging IT and OT systems in a manufacturing environment has
scarcely been covered by literature. The literature was evaluated based on three selec-
tion criteria: 1) Are the challenges of IT-OT-integration addressed in particular, 2) Does
the literature provide enough technical depth to derive guidance on how to tackle an
integration project, 3) Does the literature consider the business potential of the IT-OT-
integration activity?

None of'the identified and analyzed literature met the requirements of addressing the
issues of IT-OT-integration, while providing enough technical depths to serve as a
guideline on how to tackle the integration. Finally, the identified literature lacks the
business potential that accompanies the integration.

Only three of the examined papers are focusing on the issue of IT-OT-Integration
[9-11]. While all three of them cover business benefits of integration, they maintain a
high-level perspective, and do not consider the needs of a manufacturing company. And
only [9] and [10] have at least some technical depth for the reader to assess the technical
effort of the integration activity.
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Literature that focuses on managing Manufacturing Execution Systems [12] tend to
have a very deep technical depth but are lacking the differentiation between IT and OT
landscapes and therefore cannot serve as guidelines through the IT-OT-integration.

In addition, literature that focusses the topic of Enterprise Architecture Management
was assessed. None of the found pieces differentiated specifically between IT and OT
systems, and while some provided some technical depth [13—16], only one stresses the
business potentials of the integration [17]. As a result, none of them are suited for the
paper’s purpose. Furthermore, an analysis of reference architectures in the context of
IT-OT convergence was done. Research produced poor results with regards to the tech-
nical depth [18, 19]. The reference architectures RAMI 4.0 and Industrial Internet of
Things Reference Architecture (IIRA) lacked technical depth on managing IT-OT-
landscapes and miss on OT-related business potentials regarding integration [18, 20].

To further individualize the needs of the SMEs, this paper uses utility potentials to
closer analyze and identify, which measures must be implemented to achieve the de-
sired sub-, intermediate, and overall objective. According to SCHUH AND KREUTZER
utility is a highly individualized approach to measure the fulfilment of a need [21]. A
potential is defined as the opportunity to develop or succeed [22]. In combination, this
paper thus defines a utility potential to be the opportunity to successfully fulfil a busi-
ness need. In the context of the developed target system the utility potential refers to
the digitalization measure to be taken and its resulting utility.

3 Description of the Methodology

3.1 Derivation of the Target System

The methodology is supposed to enable producing SMEs to engage in IT-OT-integra-
tion projects that fit their company’s (digitalisation) strategy. Furthermore, the authors
assume that optimising the production system’s efficiency is the paramount goal for the
production manager. Hence, this generic target system discloses the impact of digitali-
sation maturity on the production system’s efficiency. The target system combines two
concepts: ERLACH’S work on production system efficiency and its influencing parts
[23], and the Industrie 4.0 Maturity Index [24].

ERLACH discusses the effects of a production system’s variability, quality, speed,
and profitability on its efficiency. A production system consists of input resources that
are processed into output in the production system. Accordingly, an increase in produc-
tion system efficiency is achieved either by increasing the output with the same re-
source input or by reducing the resource input with the same output [25].

The variability of a production indicates the broadness of the production spectrum it
can handle and whether it handles customer-specific products [23, 26]. Variability is
defined as number of OK parts as output per number of (machine) setups [23]. Increas-
ing the variability therefore has a positive impact on the production system efficiency
[27]. The quality of a production can be derived from the scrap, the achievable tolerance
level of the production processes and the adherence to delivery dates [23, 26]. It is
defined that quality is measured by number of OK parts per number of total output. As
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a result, a higher quality improves the efficiency of a production system [28]. The speed
of a production is determined by the duration of the value-adding process steps, the
associated secondary activities as well as the throughput time [23, 26]. Speed is defined
as number of OK parts per time, and thus correlates positively with the production sys-
tem efficiency [29]. The profitability of production refers to productivity, with em-
ployee productivity, machine utilisation and material utilisation being the main deter-
mination factors [23, 26]. Profitability can be determined as number of OK parts per
costs. Hence, a higher profitability indicates an increased production system efficiency

ERLACH states that quality and profitability, as well as variability and speed, are
conflicting, while variability and quality do not have a positive effect on each other but
may affect one another in a negative way. Only speed and economy show a target com-
patibility, meaning that the optimization of the one leads to an improvement of the other
[23]. These four factors are defined as the intermediate goals for the target system. The
sub-objectives and their relations are arranged in the target system of overall and inter-
mediate objectives as shown in Fig. 1.
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Fig. 1. Target system with overall, intermediate, and sub-objectives

The six maturity levels introduced by the Industrie 4.0 Maturity Index are introduced
as sub-objectives: Computerization, Connectivity, Visibility, Transparency, Predictive
Capacity, and Adaptability. Computerization is implemented when the relevant process
steps in the area under consideration are supported or carried out through the (isolated)
use of digital technologies [30]. The second level, connectivity, is achieved when the
isolated digital technologies are integrated horizontally, i.e. have the necessary software
interfaces and hardware ports through which they communicate with decentralized IT
systems [30]. The visibility level means that the digital technologies are vertically con-
nected as data sources, so that data and information about the business processes are
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available and can be exchanged in real time [30]. The fourth level of maturity, trans-
parency, will be achieved by contextualization of data and information. This enables
root-cause analyses to support the decision-making [30]. The maturity level predictive
capacity means that management can reliably project decisions and their effects into
the future and thus simulate future scenarios to aid the decision-making process. In
addition, the company can anticipate upcoming events and proactively demonstrate re-
sponse actions to the management to make operations more robust [30]. Adaptability is
the highest level of the Industry 4.0 Maturity Index and includes the ability to autono-
mously adapt to changes in the business environment, to make decisions through the IT
systems in use and to initiate measures [30].

The paper introduces the maturity levels as sub-objectives. It is defined that there
are no direct positive or negative correlations in between the maturity levels. Neverthe-
less, the preceding maturity levels need to be achieved before it is possible to reach the
next maturity level.

Table 1 shows the positive correlations between intermediate and sub objectives
with an “x”.

Table 1. Influence of the stages of maturity on the intermediate objectives

Mz:::;it;:z;;l::iszer- Variability Quality Speed Profitability | Source
Computerization x x X X [31]
Connectivity X X X X [32-34]
Visibility X X X [5, 35-38]
Transparency X X [39]
Predictive Capacity X a [40]
Adaptability X X [32,41]

A deeper understanding of this paper’s results can be gained with Table 2. It shows
examples of measures pertaining to each maturity level in increasing order of maturity.

Table 2: Exemplary extract of measures to achieve each Maturity Level

Maturity Level Exemplary Measure Source
Computerization CNC controls throughout the factory [4]
Connectivity Machines are connected to MES [4]
Visibility igital order, asset and material tracking [42]
Transparency Realization of a digital production shadow [43]
Predictive Capacity [Manufacturing process optimization via machine learning [44]
Adaptability |Adaptive reaction of manufacturing line to errors [45]

Each exemplary measure represents part of the means to achieving the maturity level it
is assigned to. Even though the maturity levels induce each other, they do not affect
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each other positively or negatively. Combining these measures with consequential util-
ities describe utility potentials and are subordinate to the maturity levels in the target
system and therefore to the intermediate and overall objectives.

3.2 Methodology for the Application of the Target System

The target system’s application forms part of a bigger methodology for a goal-oriented
IT-OT-Integration process. Fig. 2 shows this process. It consists of two general streams,
the assessment of IT and OT-Systems as well as the selection of utility potentials. In
the end the two streams are combined to match the current IT-OT-Landscape with the
selected utility potentials. However, both systems can be applied separately. The selec-
tion of utility potentials via the target system, which this paper focuses on, are marked
in dashed lines, and are described in this section.

Selection of Decision for Selection of \
\ intermediate ) maturity ) utility )}
/ goals / index level / potentials /
Matching utility ° Prioritization \
potentials with &

IT-OT-Landscape project ramp-up  /

*

OT-Systems T-Systems ~ cocoooooooooo

! .
Assessment Assessment 1 Focusof this
!

Fig. 2: Methodology for the application of the target system

The first step is the selection of intermediate goals. The overall goal for the target sys-
tem is production system efficiency to achieve customer value, which is fixed. Gener-
ally, the intermediate goals should be selected based on the manufacturing and corpo-
rate strategy of the company. In a workshop, the potential benefits of the intermediate
goals can be collected and mapped to the company’s strategic goals.

Once the intermediate goals are selected, the current maturity level, as well as the
aspired maturity level, must be selected.

Based on the selected maturity level the utility potentials are selected. This paper
offers an exemplary selection of possible measures to realize the utility potentials. This
list will be enhanced in future publications. However, the selected maturity level serves
as base and inspiration for defining the concrete utility potentials that shall be taken.

Usually an assessment of a manufacturing facility reveals more than one potential
measure or utility potential that can be addressed. Therefore, the last step of the pro-
posed methodology is prioritization and project ramp up. In the beginning of this step
the list of selected and identified measures is prioritized. The authors recommend a
cost-benefit-analysis by assessing the potential costs in relation to the potential benefits
of measures taken. The results can be visualized in a portfolio-matrix, to show cost
estimate versus utility estimate.
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Once the prioritization is finished, measures are selected and then transferred into
individual projects, which can then be ramped up.

4 Discussion of the Target System for two Industry Use Cases

In this section, the authors present the practical application of the target-system for two
industry use-cases. The target system was applied in expert workshops during the meet-
ing of the user-committee of the underlying research project. The chosen targets of the
participants have been randomly altered to ensure privacy.
Company 1 is a manufacturer of electronic components for a wide range of international
customers. The batch sizes within their production differ from ten to 50,000 pieces.
Company 2 is a prototyping and product development provider. Next to series manu-
facturing of products for their customers, they are building prototypes from mechanical
to mechatronic products. The batch sizes range from one to several hundred products.
Table 3 shows an excerpt from the results of the application of the target system in
both companies. Both companies selected a single intermediate goal. During the work-
shop it became obvious, that the selection of the intermediate goal is challenging and
should be done with care. In this case, company 1 focusses on guality improvement and
company 2 on speed.

Table 3: Example results of target system application

Company / . .
selected items Company 1 (Electronics) Company 2 (Protoyping)
1. Intermediate goal Quality Speed
2. Maturity Level Transparency Connectivity

Realization of a digital shadow | Implementation of ERP-System

Automated calculation of pro- | Connection of existing machines

3. Prioritized measures duction KPIs to MES

Afterwards, the companies identified their Industrie 4.0 maturity level based on the
information provided for the Industrie 4.0 Maturity Index. Both companies identified
lower maturity levels for themselves, which represents the current state of the industry
[30]. The maturity level reflects the current state of Industry 4.0 in a company. To ad-
vance in their level, industry 4.0 measures need to be applied. Based on the selected
maturity level the companies developed potential measures to reach their goals. In the
presented use-cases, company 1 mainly focused on the realization of a digital shadow
to improve the overall quality in production. Company 2 selected the implementation
of an ERP-System as the main goal for improving its production speed.

Generally, the feedback regarding the developed target system was exceedingly pos-
itive. This first evaluation confirmed the findings in literature from which the target
system was derived. The application was very intuitive and good to explain.
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Further improvement can be made on the list of potential measures provided. This
will be enhanced within the research-project. Some participants of the workshop also
mentioned that some companies’ challenges could not be covered directly by the target
system. This is because the target system serves as a bridge between the strategical and
the practical perspective, focusing on IT-OT-Integration. Therefore, it serves as a
means of improvement rather than for troubleshooting. All participants agreed that the
system was helpful in aligning current digitalization measures taken in a manufacturing
environment with the company’s strategy.

Future research will focus on assessing the current IT-OT-Integration level in a man-
ufacturing environment to select measures based on the planned development of a com-
pany. This will further improve the application and coverage of the target system.

5 Conclusion

This paper focuses on the development of a target system for selecting digitalization
measures in a manufacturing companies. Based on that, a target system linking com-
pany goals with Industrie 4.0 maturity levels and utility potentials is presented. Next to
that, the paper presents a methodology for the application of the target system. Finally,
the methodology is applied to two industry use-cases and evaluated based on the results.

The first applications of the target system show, that it can be used successfully for
structuring the digitalization process within a manufacturing company. Once the IT-
OT-Assessment stream is added to the methodology it will reach its full potential as the
selection of utility potentials can be matched with the current IT-OT-Landscape and
vice versa. Both utility potentials as well as the assessment of the IT-OT-Landscape
need further development, which will be covered in future publications.
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