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Chapter 1

EFFICIENT BLOCKCHAIN AUTHENTICATION
SCHEME FOR VANETS

Matthew Wagner and Bruce McMillin

Abstract  As the use of autonomous vehicles increase, the transportation infras-
tructure as a whole becomes more susceptible to cyber-attacks due to
the increase of components that can communicate with one another and
the Internet. It has been shown that autonomous vehicles benefit greatly
from cooperating to perform many cost and life-saving applications such
as tailgating, advanced collision warning, and even traffic routing. To
secure the transportation infrastructure against this increasing risk, this
paper presents an efficient blockchain scheme for vehicular ad-hoc net-
works of autonomous vehicles. In the proposed scheme, every vehicle
maintains blocks generated by its platoon which contain transactions
that evaluate the actions of every vehicle. Thus, vehicles will possess
different blocks and thus different blockchains as they join and leave pla-
toons. No central blockchain is maintained. These blocks are used as
a token by the vehicle to gain access to future platoons. The proposed
scheme uses the Schnorr digital signature scheme to create a secure sig-
nature and reach consensus within the platoon. It is proven to be secure
under the given assumptions.

Keywords: blockchain, cyber-physical systems, physically verifiable, distributed sys-
tems, vehicular ad hoc network, Schnorr digital signature

1. Introduction

Critical infrastructures include telecommunications, electrical power
systems, gas and oil systems, banking and finance, water supply systems,
emergency services, and transportation systems [7]. These systems are
essential for everyday living. In recent years, they have become targets
for cyber-attacks [13]. Currently, these attacks have been limited to sys-
tems with large cyber-component or central control systems such as the
supervisory control and data acquisition systems that manage electrical
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power systems. However, it is only a matter of time before these at-
tacks expand to other critical infrastructures including those proposed
to manage national transportation systems.

With autonomous vehicles on the rise, national transportation sys-
tems are primed to become a key target for cyber-attackers. This be-
comes increasingly true with the large push for vehicular ad-hoc networks
(VANETS) which help increase efficiency in our national transporta-
tion system resulting in large cost savings. The savings from enabling
VANETS are calculated by the United States Department of Transporta-
tion (USDOT) to be approximately $202 billion from crash-prevention
alone [15]. This does not include the savings in fuel efficiency from
the large scale deployment of tailgating maneuvers or traffic rerouting
applications. Unfortunately, the proposed architecture for VANETSs is
estimated to cost $2.5 trillion initially with approximately $121.5 billion
per year in maintenance costs to build that required infrastructure [12].
Thus, a solution to securing our national transportation systems without
the added cost is needed.

This paper proposes a method for securing autonomous transporta-
tion systems without the need for the infrastructure of a typical VANET.
In the proposed scheme, blockchain technology is leverage for its use-
ful properties including immutability, verifiability, non-repudiation, and
ability to reach a consensus in a distributed system.

This paper continues as follows. Section 1.2 presents background in-
formation need for this work. Section 1.3 steps through the proposed
architecture and the primary differences between it and previous archi-
tectures. Section 1.4 presents a security proof of the proposed system.
Section 1.5 presents work related to this research area. Finally, section
1.6 concludes and addresses future research areas.

2. Background

This paper proposes a solution to secure a minimal-infrastructure
VANET using a distributed blockchain. Additionally, it uses Multi-
ple Security Domain Nondeducibility (MSDND) to prove that the pro-
posed cyber-physical blockchain is secure compared to other versions of
blockchains. Thus, a brief explanation of VANETS, blockchains, digital
signatures, and MSDND is provided.

2.1 VANETSs

A VANET is a set of vehicles that communicate with one another
and cooperate for some specific purpose, such as to perform a driving-
base application like tailgating [3]. In this work, it is assumed that the
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VANET consists of autonomous vehicles that possess the ability to mon-
itor the actions of one another via sensor readings. Additionally, it is
assumed that each autonomous vehicle has a secure GPS that is used
to navigate and synchronize the processor of all vehicles in a platoon.
The architecture of VANETS has typically consisted of an infrastructure
made of many road-side units (RSUs), some centralized authority (CA),
and vehicles driving around on the roadways. RSUs act as interaction
points between the CA and the vehicles which allow for high-speed verifi-
cation of messages, identities, and even information. RSUs are estimated
to cost $51,600 each and are required to cover all roadways [15]. Due
to this cost, a VANET architecture without them is used in this work.
Additionally, the only time the CA is involved in the proposed system
is when a vehicle is initially registering to participate in the VANET.

In VANETS, vehicles travel in groups, called platoons. Platoons gen-
erally have a leader which is tasked with issuing commands to and man-
aging the platoon. This paper proposes a solution to securing platoons
and the entire VANET during joining, leaving, and other platoon oper-
ations.

2.2 Blockchains

A blockchain is a state agreement mechanism that allows a distributed,
untrusted network to reach consensus and create a computationally im-
mutable ledger. Blockchains consist of basic components such as a con-
sensus mechanism, a digital signature scheme, transactions, blocks, and
a network. Transactions are the raw data that is stored in the blockchain
and are signed by the participants using a digital signature scheme to en-
sure non-repudiation and immutability. There must be some verification
mechanism to ensure the veracity of the data within each transaction. A
consensus mechanism is used to create blocks that signify the ordering
of transactions. The consensus mechanism should be hard or impossible
to replicate by a single participant, resulting in an immutable order-
ing of events. Blockchains have currently seen use in a wide variety of
cryptocurrencies and many other applications. However, there exist four
main issues with applying this technology to VANETSs that are solved
by this work: cyber-only transactions, a system-wide ledger in a discon-
nected network, real-time transaction requirements, and no registration
for participants [11].

2.3 Digital Signatures

In the proposed scheme, both asymmetric digital signatures and multi-
digital signatures schemes are used. An asymmetric digital signature
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scheme is a scheme where there exist some public and private key owned
by a signer. The signer can sign a message using their private key that
can be verified using their public key. The proposed protocols do not
specify an asymmetric digital signature scheme.

To generalize how these schemes work, the digital signature scheme
has some key generation function, signing function, and verification
function. The key generation function is: (Keypupiic, KeYprivate)
KeyGen(X) where Keypypic is the public key, Keypyiyate is the pri-
vate key, and KeyGen(X) is the key generation algorithm given some
set of inputs X. The signing function is M’ < Sign(Keyprivate; M)
where M’ is the signed messaged and Sign(Keyprivate, M) is the signa-
ture creation function given an input private key Keyprivate and a mes-
sage M. The verification function is Output < Verify(Keypuplic, M)
where Output is either accept or reject and the verification algorithm
Verify(Keypupic, M') with and input key Keypyupic and signed mes-
sage M'.

A multi-digital signature scheme is a protocol that allows a group
of signers to produce a short, joint signature on some common message.
This message can be verified using the group public key that is generated
when signing the message [6]. This paper uses Schnorr multi-signature.
An adaptation of the scheme is presented in section 1.3 as part of the
proposed protocols.

2.4 MSDND

MSDND is a method created for evaluating the information flow
across an architecture to formally analyze the trust in cyber-physical
systems using modal logic [4]. The formal definition of MSDND is given
below.

MSDND(ES): 3w € W I [(sz V 8y)]A ~ (82 A sy)
Nw = @V (w) A AV (w))]

This can be simplified to the following definition based on basic Boolean
logic and the definition of exclusive-or.

MSDND(ES): 3w € W = [(s2 © sy)]
ANw = AV (w) AAV) (w))]

It is important to note that if a system or information flow path is
MSDND secure, then it is vulnerable to a Stuxnet-like attack in a model
that is trying to maintain high integrity. However, if it is MSDND secure,
then the architecture is secure under a privacy model.
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MSDND proofs are presented in section 1.4 to show the security of the
proposed schemes. They are used to show that a cyber-only or physical-
only blockchain are insecure in the face of these attacks and that the
cyber-physical blockchain presented in the paper is secure to the same
attacks.

3. Proposed Scheme

This section presents the protocols used by participants in the VANET.
In particular, vehicle registration, platoon join, block creation, intra pla-
toon communication, and platoon leave protocols are presented. The
only protocol where the CA or any infrastructure component is present
is the vehicle registration protocol.

3.1 Vehicle Registration Protocol

The proposed system uses private blockchains. This means that all
users must be registered with a CA to participate. The CA is charged
with inspecting the vehicle, requesting any fees or taxes, and creating
a certification for the vehicle. This certification allows the vehicle to
begin participating in the VANET and take advantage of the cost-saving
opportunities it provides and can be considered the genesis block of the
vehicle’s blockchain. The Vehicle Registration Protocol is outlined in
figure 1.

Once this protocol is complete, the vehicle is free to join its first
platoon and benefit from the cost-saving applications of the VANET. It
will not need to register again unless it gets kicked out of the platoon
for possessing a ”bad” block.

In the proposed system, a ”good” block simply denotes a vehicle that
has behaved correctly while a "bad” block indicates a vehicle that has
not. The definition of correctness is explained in section 1.4.
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3.2

Blocks are generated whenever there is a change in state of the pla-
toon. This protocol is adapted from the Schnorr Multi-Signature scheme
and applied to a platoon. It must be carried out and a platoon signature
created for a vehicle when they want to leave the platoon to be allowed
to join another platoon. If a vehicle does not possess a valid block when
they leave, they will not be able to join any future platoons. The block
generated by the protocol serves as certification showing that the vehicle
behaved correctly while a part of the platoon according to all cyber and
physical actions performed by the vehicle. An outline of the protocol is
seen in figure 2 and works as follows.

Block Creation Protocol

1 The platoon leader indicates to the platoon that they will begin the
block creation protocol via broadcasting a signed message.

2 For ¢+ € 1,...,n, every vehicle in the platoon then computes a; =
Haye(L, X;). The aggregated public key for the platoon is then X =
[T, X{"*. Each platoon member also generates a random r; < Zp,
computes R; = ¢'7, and t; = Heom (R;).

3 Each platoon member broadcasts t; to all other members of the pla-
toon.

4 The platoon waits until it receives all ¢ from every platoon member.

5 Once every platoon member gets to, ..., t, from the other platoon mem-
bers, it broadcasts R; to the entire platoon.
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Figure 3. Platoon Join Protocol

6 The platoon waits until it receives all R from every platoon member.
7 Once it gets Ry, ..., R, it checks that t; = Heom(R;) for all i € 2, ..., n.

8 If it is not true, the platoon aborts the computation and creates a
transaction evaluating the faulty vehicle. Otherwise, every vehicle in
the platoon computes R = [[/_, Ri, ¢ = Hyy(X,R,m),, s; = r; +
ca;jx;modp.

9 Every vehicle in the platoon sends s; to all other platoon members.

10 Once the all vehicles in the platoon receive so,...s,, from the pla-
toon members, it computes s = > | symodp and the signature for the
message is 0 = (R, s).

To ensure that consensus on the values broadcast at steps 3, 5, and 9,
Algorithm 2 is applied from [2] which is used to reach consensus in the
face of Byzantine faults under partially synchronous communication and
synchronous processors when authentication is present. In the proposed
protocol, the digital signature is used when sending messages. Addition-
ally, a secure GPS is located within each car that is used for navigation.
It is used to synchronize the processors of all the vehicles in the platoon.

3.3 Platoon Join Protocol

Whenever a vehicle attempts to join a platoon, its last certification
block must be verified by the platoon it is attempting to join. When
a vehicle joins a platoon, its secure GPS reports the total distance it
has traveled. The platoon is trusting that the previous platoon behaved
correctly and gave the vehicle the appropriate designation of ”good” or
"bad”. The correctness of this assumption is proven in section 1.4. To
understand how this protocol works, an outline is given in figure 3.
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Figure 4. Intra Platoon Communication Protocol
3.4 Intra Platoon Communication Protocol

Every time a command is issued by the platoon leader, this protocol
is run to disseminate transactions and detect faults by vehicles within
the platoon. A brief outline of this protocol is given in figure 4 and
described below.

1 The platoon leader issuing a command to the platoon.

2 Every vehicle within the platoon then receives the command, verifies
that it is from the platoon leader, and attempts to follow the command
assuming that the result will not end in a bad state.

3 As the platoon members are following the command, they monitor
one another according to the invariants of the system. Once the platoon
maneuver is complete, every vehicle creates transactions for every other
vehicle in the platoon.

4 Every vehicle in the platoon broadcasts its transactions to the other
vehicles within the platoon.

5 The platoon will run the block creation protocol to reach consensus
on the actions of the vehicles within the platoon.

6 If any vehicles behaved inappropriately during the maneuver, they are
deemed untrustworthy and kicked from the platoon.

7 If the platoon leader is kicked, a new platoon leader is elected from
the remaining vehicles.
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Figure 5. Platoon Leave Protocol

3.5 Platoon Leave Protocol

To leave the platoon, a vehicle must receive a certification block from
the platoon. Otherwise, it will not be allowed to join any future platoons.
A brief description of this protocol can be seen is figure 5. Once the
vehicle leaves the platoon, it will use the last signed leave-platoon request
to join the next platoon.

4. Security Proof

To formally prove the security of the proposed scheme, several differ-
ent theorems about this work are proven. First, a list of seven different
assumptions that are assumed in the model are given. After those are
presented, some basic definitions of proposed system are laid-out. Lastly,
several theorems that show the strength of the protocols are proven.

Assumption 1. The CA that generates the certificates for the vehicles
is a trusted entity and will not reveal any information about a vehicle V
to an attacker A.

Assumption 2. A wvehicle V will not reveal its private signing infor-
mation.

Assumption 3. There are a limited number of attackers A where A <
3N + 1. N 1is the number of vehicles in a platoon. This assumption is
based on previous work discussing the maximum number of attackers to
reach consensus under partial synchronicity in the face of the byzantine
faults with authentication.

Assumption 4. There is a tamper proof GPS.
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Assumption 5. There is a bounded distance Dpg that a vehicle can
drive without receiving a new certification block before it will no longer
be allowed to join a platoon.

Assumption 6. A wvehicle V can only be a part of one platoon at a
time.

Assumption 7. For every action that is in the blockchain, there must
be a certifiable action, either cyber or physical, that is evaluated by the
platoon.

Throughout this section, correctness refers to a vehicle’s actions both
in the cyber and physical domains of the vehicle. This paper’s descrip-
tion of correctness follows directly from Assumption 7.

Definition 1. A vehicle is behaving correctly if it passes the evaluation
and certification of its actions by other vehicles within the platoon that
will be stored in its blockchain.

The description of correctness is purposefully left vague to avoid re-
quiring in-depth and lengthy proofs. Based on the aforementioned as-
sumptions, the proposed scheme can be described with the following
definitions. The description of a platoon in a VANET, the requirements
to join a platoon is given, and the result of leaving a platoon is given.

Definition 2. Platoon P is a group of N wvehicles that drive in the
proximity of one another and cooperate for some particular application
where N is bounded. The vehicles within the platoon carry out the
proposed communication protocols as needed when vehicles join or leave
and whenever a physical action is carried out by the platoon.

Definition 3. To join platoon P, vehicle V must possess a valid certi-
fication block Cy/, be moving in the same direction as the platoon, and
by physically sensible by the platoon.

Definition 4. Whenever a vehicle V leaves platoon P, it will receive
a valid certification block Cy that will denote whether it is behaving
correctly based on definition 1.

Now that the proposed scheme and protocols have been defined in
terms of the system and the base assumptions of the been discussed,
the security proof begins by proving several base theorems about the
proposed system.

Theorem 4.1. A wvehicle V can only be a part of one block creation
event at a time.
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Proof. Theorem 4.1 is proven by contradiction. Assume that V created
two blocks at the same time. Blocks are generated by joining a platoon
and subsequently leaving the same platoon (definition 4) or by partici-
pating in a platoon maneuver as denoted in section 1.3. Thus, V would
have had to join two platoons and participated in a maneuver within
both or subsequently left both. To join a platoon, a vehicle must have a
valid certification block that shows that they behave correctly and must
be physically a part of that platoon (definition 3). Since V cannot be
two places at once, it cannot be a part of two separate platoons. Thus,
it cannot create two blocks during a single period and Theorem 1 is
proven. ]

Theorem 4.2. A vehicle V will not be able to change the contents of
their certification block Cy when they are not a part of a platoon.

Proof. Theorem 4.2 is proven by contradiction. Assume that vehicle V
was able to change their certification block Cy when they were not a
part of a platoon. To change C'y two case could have happened. First,
V could have reverted back to a previous certification block. Secondly,
V could have changed the contents of Cy .

Case 1: Assume the first case where V reverted to a previous cer-
tification block. To begin, assume that V has traveled more than the
bounded distance Dp since receiving the previous certification block.
In this case, the certification block would contain GPS reading Dp. No
GPSs can be falsified due to assumption 4. Given the current GPS read-
ing Do, Do — Do > Dp, thus it will not be able to join a platoon due
to assumption 5

Secondly, assume that V has traveled less than Dpg since receiving
the previous certification block. Since it has traveled less than Dpg, the
vehicle has either not moved since leaving the last platoon or it could
be moving. Given its current GPS reading D¢ and the GPS reading
contained within the certification block Do that Do — Do < Dpg. If
it was not moving V would be unable to participate in a platoon since
the traffic would be moving and a V is required to be moving with
the platoon and be physically sensible by the platoon to join (definition
3). Thus, V would be unable to use Cy to participate in any platoon
when it cannot join due to the physical constraints of the platoon-join
requirements. Thus, V would be unable to use the previous certification
block to participate due to assumption 5. If V was moving, then it will
have a period before it travels Dpg until the previous certification block
is invalid. Thus, V will eventually be caught using a false certification
block and not be allowed to join a platoon.
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Case 2: Assume the second case where V changed the contents of
Cy. If V changed the contents of Cy then V would have to possess
the private signing information of all vehicles in the prior platoon that
was used to create Cy or a fork was created in the platoon’s blockchain.
However, a vehicle will not reveal it’s private signing information due to
Assumption 2. Furthermore, it cannot create two blocks simultaneously
due to Theorem 4.1. Thus, they could not have changed the contents of
Cy.

Since V could not use a previous certification block and could not
have changed the contents of Cy,, there assumption that V was able to
change their certification block Cy  is incorrect. This proves theorem
4.2. O

Theorem 4.3. A vehicle V will always have a valid certification block
Cy whenever it attempts to join a platoon.

Proof. Theorem 4.3 will be proven by induction. First, the proof begins
with the base case. Let us prove that a vehicle V will have a valid
certification block Cy when it attempts to join its first platoon, Pj.
In this case, its last certification block will have been created by the
CA. Due to Assumption 1, this certification block is valid. Additionally,
based on Theorem 4.2, V was unable to change Cy,. Since the vehicle
has received a valid certification block from the CA and was unable to
change it, V will join P; with a vehicle certification block. Thus, V will
be allowed to join the platoon if Cy says V has behaved correctly or
will be denied if it says V has behaved incorrectly.

Next, the inductive case is proven. Assume that V has a valid certifi-
cation block Cy holds whenever V joined Py. Let us prove that V has
also has a valid certification block Cy when V tries to join Pyy1. Before
can join Py41, it must leave Py due to theorem 4.1 and assumption 6.
When V leaves the platoon Py, it will create a secure certification block
for V. If there are X vehicles in the platoon not including V, then it
follows that there are only up to Y attackers where ¥ < % based on
assumption 3. In the block creation algorithm, vehicles exchange evalu-
ations of other vehicles with one-another and the majority score for any
vehicle is taken as the cumulative value. Thus, when the cumulative
trust value for a vehicle is calculated, the output will follow the answer
created by the honest portion of the platoon since the number of honest
vehicle H since H = X —Y thus H >= % This results in V receiving
a valid certification block when they leave the platoon.

Due to theorem 4.2, V cannot alter Cy, after it leaves Py. Thus, V
will use Cy to join Py+1. When V attempts joining Py+1 using Cy it
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Table 1. Table of Symbols for MSDND Proof

Symbol  Definition
CP  The consensus protocol of the platoon
LB> The local blockchain of vehicle 2
VC1/VCs  The vehicle controller of vehicle 1 or vehicle 2 respectively
VO2 The physical vehicle operations of vehicle 2
CC1/CC2 The cyber communications of vehicle 1 or vehicle 2 respectively
S1  The sensor unit of vehicle 1
FP; The future platoon of vehicle 2

will be allowed to join the platoon if Cy says V has behaved correctly
or will be denied if it says V has behaved incorrectly.

Since theorem 4.3 holds when V joins P1 and it was shown that if
Cy is valid when V joins Py then Cy will be valid when it attempts to
join Py+1, theorem 4.3 is proven. U

Theorem 4.4. The “cyber-physical” blocks that are created in the form
of certification blocks encapsulate both the cyber and physical domains.

Proof. Theorem 4.4 is proven by contradiction. Assume that the certifi-
cation blocks do not encapsulate both the cyber and physical domains.
This means that it can either not encapsulate the cyber system or not
encapsulate the physical system. assumption 7 says that for every trans-
action in the blockchain that evaluates a vehicle V, it will be the cyber
representation of some action by V. These actions can fall into two cat-
egories: cyber and physical. Cyber actions are the actions that V takes
as part of the system that does not result in direct physical action. This
includes evaluating other vehicles, making actions of other vehicles, and
simply replying to messages from the platoon within a specified time
bound. Physical actions are any action that V takes that result in
physical action by V. These include braking, accelerating, and turn-
ing. Thus, by assumption 7, the blockchain will include both cyber and
physical actions since they are both verifiable actions. U

Now that some basic properties of the proposed protocol have been
proven, some theorems describing the benefit of the proposed approach
to evaluating both the physical and cyber portions of the system, instead
of one or the other, are presented and proven. These proofs use MSDND
to show the security of the approach. In MSDND, IBTj 2V al is a macro
used to describe the information flow from one entity to another in a
system model [9]. It means that entity 2 reported to entity 1 the value
Val is true and entity 1 believes entity 2.



14

!',::::::::::::.'I'S'BVEE
! i Consensus L_____i_ __________
i 1 Protocol | ! i ! i
----------- 1
L —— A ' L 4 i Local i ;
! i 1 Blockchain ! i
r=———— o o 1 e 1 i
1SDVt | H i !
1r-——==- L UV S i [ 1 pmmmmmmm—————— 1)
{i Vehicle i & o g i tI Vehicle i i Vehicle i}
iiController1! i ensors 1 1 11 Operations 2} | Controller 2 ||
------ ~----- mmmm———————— L ittt B dunlaiittl |
| el G ;
1 ~ mmmm————————— 1 -’
! 4 Comm. i it Comm. I.-” H
i i Channel 1 i1 "l Channel 2 1 i
1 1

Figure 6. Cyber Only Blockchain Information Flow Diagram

In a physical-only blockchain, there is no information flow path from
V Oy to Sy as seen in figure 6. A table of shorthand notations used for
this and following proofs can be seen in table 1. Let ¢1 be the statement
”Vehicle 2 is maneuvering correctly”. Let s be the statement ” Vehicle
2 is communicating correctly with other vehicles”. The definition of
correctness comes from definition 1. Either ¢ or —¢; must be true
at all times. Similarly, either @2 or —¢s must be true at all times.
Finally, ¢ = ¢1 A 2 means that the vehicle is behaving correctly. In this
system, repeated evaluations of other vehicles that are noted in the local
blockchain are used by future platoons to evaluate the trustworthiness
of a vehicle. Thus, there is an information flow path from the consensus
protocol of the platoon to the local blockchain of a vehicle and a path
from the local blockchain of a vehicle to any future platoons of that
vehicle.

Theorem 4.5. A cyber-only blockchain is not MSDND secure under an
attack on the cyber communications of a vehicle.

Proof. Assume that in a cyber-only blockchain, some function f exists to
determine whether (g is true or false that is owned by C'P. This follows
from assumption 7. In the model, assume that C'P will always be honest
due to the bounded number of attackers in assumption 3.

1 =9 = true; Vehicle 2 is not sending correct cyber communications.

2weE V%CQ (w) = true; VCy observes that they are communicating
correctly.
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3 IBTce,,ve,p2; VO lies to CCy and tells it that the cyber communi-
cating are correct.

4 wE VSDC;C2 (w) = true; CCy observes that the cyber communications
from V5 are correct.

5 IBTcc, ,coyp2; CCy sends the correct cyber communications to CCh.

6wk Vgcl (w) = true; CCy observes that V, sent the correct cyber
communications.

7 IBTyc,,cc,p2; CCq tells VO that Vs sent the correct cyber commu-
nications.

8wk V%Cl (w) = true; VC; observes thatVs sent the correct cyber
communications.

9 IBTcpyve, p2; VO tells CP that Vs sent the correct cyber communi-
cations.

10 w E Vgp(w) = true; C'P observes that V5 sent the correct cyber
communications.

11 =y = —f; since -9 = true then function —f = true.

12 IBTcp s—p2; f tells CP that V3 sent the incorrect cyber communi-
cations.

13wk V%I; (w) = true; C'P has now deduced that V5 sent the incorrect

cyber communications.

14 wE V%i(w) = true = wFkF VEPI;Q (w) = true; since a valuation
function exists at C'P to evaluate 9 it follows that there also exists a
valuation function at F'P, to evaluate s.

15 IBTLB, cp—p2; CP tells LBy that V5 sent the incorrect cyber com-
munications.

16 wkE VﬁL£2 (w) = true; LBy observes that V5 sent the incorrect cyber

communications.

17 IBTFrp, 1B,~2; LBy tells F'P; that V5 sent the incorrect cyber com-
munications.

18 wk VEPI;Q (w) = true; F P, observes that V5 sent the incorrect cyber
communications.

19 =MSDND(ES): 3w € W  [(2 © ~p2)] A [w [= (3V P2 (w))]
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F'P, has a valuation of ¢o. Therefore, the cyber action readings are
not MSDND secure to F'P. This means F' P, will know the truth behind
whether V5 was behaving correctly on a cyber level in prior platoons. [

Theorem 4.6. A cyber-only blockchain is MSDND secure under an at-
tack on the physical maneuvers of a vehicle.

Proof. This proof follows similarly to the last except for the valuation
function f. Thus, F'P; believes the false physical action reading reported
by LBs. Therefore, the physical action readings are MSDND secure to
FP,. This means F'P, will not know the truth behind whether V5 was
behaving correctly on a physical level in prior platoons. O

Lemma 1. Since C'P is the only entity with an information flow to LBy
and LBs is the only entity with information flow to F Py it follows that if
there exists a world such that w E V%I;’(w) =true — wk Vf;]? (w) =
true.

Proof. This lemma follows from the fact that LBs cannot change its
history since it is a read-only ledger belonging to V5. Thus, since LBy
cannot be malicious, it follows that it will pass on the same information
that it receives from C'P. Thus, if C'P has a valuation function that can
evaluate the truth of ys, then so does F Ps. O

Lemma 2. F'P, will receive the correct information regardless of whether
V1 is malicious or not.

Proof. Since the number of attackers in bounded by assumption 3, C'P
will always have a valuation function that satisfies both the adapted
IC1 and IC2. Thus, it will reach the correct valuation regardless of the
presence of a bounded number of malicious vehicles. O

Corollary 2.1. It follows that in a cyber-only blockchain, that the phys-
ical actions of vehicle 2 can be successfully altered while the cyber actions
of vehicle 2 cannot be successfully altered to deceive the future platoon
of vehicle 2.

Proof. Both state variables ¢ and 9 are independent of one another.
This means that a vehicle can behave incorrectly on either the cyber level
or physical level without forcing incorrect actions at the other level. [

This proof shows the inherent weakness of a cyber-only blockchain
applied to a cyber-physical system. If a future platoon can be deceived
about what a vehicle’s actions were in past platoons then it is insecure
since it cannot fully trust the joining vehicle. Now, a proof is presented



Wagner & McMillin 17

r 1

i '|SDV4E

1
! | Future Platoon | i
................... . 1

Jp—— Y, Y |- §------- P

1 o e e e

{iConsensusi __ i . T '
{1 Protocol "7 P
! : i i Local i i
'--------?- ----------- ! | I A ! 1 !
! 1 Blockchain | !
rsovi v T ' i
V1--——-- . SRR i E [rmm—m————————— H ettt 1)
i1 Vehicle i___! s 1 § ii Vehicle i i Vehicle i
iiController1} i ensors 1 === i Operations 2} 1 Controller 2 i
E '\\\\\\ i ””,’ E
S, mmmmm——————— 1 e ————————— Pid 1
i >~ Comm :i E !- Comm E,/’ !
; i_Channel 1 i} i1 Channel 2 ! i
lmmm e ————————————— e ] ooy 1

Figure 7. Physical Only Blockchain Information Flow Diagram

proving the security of a physical-only blockchain in the proposed archi-
tecture. In a physical-only blockchain, there is no information flow path
from C'Cy to C'C'y as seen in figure 7.

Theorem 4.7. A physical-only blockchain is not MSDND secure under
an attack on the physical level of the system.

Proof. Assume that in a cyber-only blockchain, some function f exists to
determine whether (5 is true or false that is owned by C'P. This follows
from Assumption 7. In the model, it is assumed that C P will always be
honest due to the bounded number of attackers in assumption 3.

1 =1 = true ; The V5 is not maneuvering correctly.

2wk V‘X@ (w) = false; VCy observes that V5 is not maneuvering
correctly.

3 IBTyvo,ve,p1; VO3 lies to VOg and tells it that V5 is maneuvering
correctly.

4wk V%% (w) = true; VOgq observes that the V5 is maneuvering cor-
rectly.

5 IBTs, vo,p1; VOq tells Sy that V5 is maneuvering correctly.
6 wk V:psl1 (w) = true; S observes that V5 is maneuvering correctly.
7 IBTyc,,5,¢1; S1 tells VO that V, is maneuvering correctly.

8 wk V‘pvlc1 (w) = true; VCy observes that V5 is maneuvering correctly.
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9 IBTcpyve, p1; VO tells CP that Vs, is maneuvering correctly.

10 wk V@C;P (w) = true; C'P observes that V5 is maneuvering correctly.
11 =y = —f; since -1 = true then function —f = true.

12 IBTcps—p1; f tells CP that Vo is maneuvering incorrectly.

13 wE Vf’:;f (w) = true; CP has now deduced that V5 is maneuvering

correctly.

14 wkE Vf::(w) =true = wFkF Vf;? (w) = true; since a valuation
function exists at C'P to evaluate ¢; it follows that there also exists a
valuation function at F'P» to evaluate .

15 IBTyp, cpe1; CP tells LBy that V, is maneuvering correctly.
16 wk V<PLIB2 (w) = true; LBy observes that V5 is maneuvering correctly.
17 IBTFrp, 1B,01; LB3 tells F P, that V5 is maneuvering correctly.

18 wk Vﬁp 2(w) = true; F'Py observes that V3 is maneuvering correctly.
19 = MSDND(ES): Jw € Wt [(¢1 & —p1)] A [w E (ElV;;P(w))]

F'P, has a valuation of ¢o. Therefore, the physical action readings are
not MSDND secure to F'P,. This means F'P, will know the truth behind
whether V5 was behaving correctly on a physical level in prior platoons.

O

Theorem 4.8. A physical-only blockchain is MSDND secure under an
attack on the cyber-level of the system.

Proof. This proof follows similarly to the last except for the valuation
function f. F'P, does not have a valuation of p,. Therefore, the cyber
action readings are MSDND secure to F'P,. This means F P, will not
know the truth behind whether vehicle 2 was behaving correctly on a
cyber level in prior platoons. O

Lemma 3. Since C'P is the only entity with an information flow to LBy
and LBs is the only entity with information flow to F Py it follows that if
there exists a world such that w E Vf’:ff(w) =true — wk Vf;? (w) =
true.

Corollary 3.1. It follows that in a physical-only blockchain, that the
cyber actions of vehicle 2 can be successfully altered while the physical
actions of vehicle 2 cannot be successfully altered to deceive the future
platoon of vehicle 2.
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Proof. See corollary 2.1 for a similar proof. O

Theorem 4.9. A cyber-physical blockchain is not MSDND secure to
either a cyber or physical level attack.

This model is similar to figure 7 and figure 6 except that there is an
information flow path from VO, to S7 and C'Cy to C'Ch.

Proof. Assume that in a cyber-physical blockchain, some function f,,
exists to determine whether ¢ is true or false that is owned by C'P and
some function f,, exists to determine whether ¢ is true or false that
is owned by C'P. This follows from Assumption 7. In the model, it is
assumed that C'P will always be honest due to the bounded number of
attacker in Assumption 3. Thus, since C'P is the only entity with an
information flow to LBy and L B> is the only entity with information flow
to F P, it follows that if there exists a world such that w F V%If (w) =
true = wF Vfg? (w) = true and w F V%f(w) =true = wkF
Vf;}? (w) = true. It follows from Theorem 4.7 and Theorem 4.8 that in
a cyber-physical blockchain, neither cyber or physical actions of vehicle
2 can be successfully altered in order to deceive the future platoon of

vehicle 2. O

Lemma 4. A blockchain is only secure against an attack if it has a
verification mechanism for attacks coming from that component in the
system.

This lemma shows the inherent weakness in many previous approaches
to applying blockchains to cyber-physical systems.

5. Related Work

Significant research has been done to use blockchains to solve many of
the issues in VANETSs. The authors in [5] proposed a blockchain-based
anonymous reputation system (BARS) that preserves privacy by remov-
ing the linkability between real identities and public keys in VANETSs.
In their work, they use multiple different blockchains to store different
information such as messages, certificates, and revoked public keys. In
their architecture, RSUs are used to reach consensus on the separate
blockchains using proof-of-work (PoW).

The proof-of-event (PoE) consensus algorithms proposed to validate
traffic events in a VANET [17]. This algorithm is run by RSUs and
collects state information from passing vehicles. Once a threshold value
is hit, the event is claim as true and broadcast to the rest of the VANET.
All valid traffic events are published to a blockchain with the proof used
to validate them.
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Trust management of vehicular message is proposed in [16] via using
RSUs to collect the state of the roadways from reporting vehicles. The
RSUs use POW to reach consensus on the state of the road across the
entire network. With the state collect, individual reports can be used to
calculate the trust and accuracy of vehicles, determine their credibility,
and find malicious vehicles.

In [10], the authors proposed branch-based blockchains to allow for
a single ledger maintained across a large geographic area for intelligent
vehicle networks. In their work, they propose to keep branches of the
blockchain that are maintained by the infrastructure and represent a
subsection of the entire geographic area. They propose the use of this
architecture to allows vehicles to communicate with one another without
compromising their private information.

The USDOT has also proposed a solution to security VANETSs [14].
Their work doesn’t use blockchains but proposes a system to secure the
national transportation infrastructure. However, the issue with all of
these previous works, including the solution proposed by the USDOT
is that they are heavily reliant on a costly infrastructure, something
avoided in the proposed system.

6. Conclusion

This paper presents a secure blockchain authentication scheme for
VANETS that uses private blockchains which represent the history of a
vehicle and is used as a token to join future platoons. The blocks use
the Schnorr digital signature scheme to create a group signature that is
signed by the entire platoon. This scheme is proven to be secure under a
bounded number of attackers. The consensus mechanism presented uses
basic Byzantine Fault Tolerance algorithms to reach an agreement by
the platoon during the block creation algorithm. This scheme provides
significant cost savings over other solutions by reducing infrastructure
components.

In previous work, it was shown that their solution met the real-time
requirements of a VANET [12]. In their approach, a vehicle’s entire
blockchain was transmitted so that it could be verified. It would eventu-
ally take too long and force the vehicles to re-certify with the CA. The
scheme proposed in this paper outperforms prior work and also meets
the same real-time requirements due to the fact it takes advantages of
a group digital signature. This signature allows for all vehicles in the
platoon to agree on a single block. Thus, only a single block is required
to join the next platoon, saving considerably time.
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This paper also shows the need for physical-level verification mecha-
nisms when applying blockchains to cyber-physical systems. The veri-
fication mechanism presented in this paper is the use of other vehicles’
sensors within a platoon to determine if a vehicle’s actions are correct
or incorrect. Future work includes discovering more verification mecha-
nisms and applications for blockchains in cyber-physical systems so that
the benefits of blockchains can be leveraged.
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