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Preface

A little more than 20 years ago, a group of researchers started out with what became the
KeY project. Back then, KeY was one of the early efforts in an emerging community,
whose common agenda was to transform deductive verification methods from a largely
theoretical endeavor, mostly applied to academic (class room) examples, to techniques
and tools that enable effective verification of software developed in widely used pro-
gramming languages and paradigms, for realistic applications. Indeed, the theoretical
underpinnings that had evolved in the 30 years before that, since the late 60s, were vital
for the success for this new movement. But the new focus also came with new scientific
challenges.

Today, we can say that the more applied focus of the last two decades in deductive
verification required not only strong efforts in efficiency and usability of verification
tools, but also extensive further development on the theory side. In short, to become
more practical, we needed more theory, and continue to do so. To master the concepts
in contemporary languages, paradigms, and scenarios (aliasing, exceptions, concur-
rency, communication, reuse, extendability, dynamic configuration, to name a few), the
community had to find new ways to precisely model and efficiently process these
phenomena and artifacts, with a focus on applicability and usability. For a more
comprehensive exposition of these developments, we refer to “Deductive Software
Verification: From Pen-and-Paper Proofs to Industrial Tools” by Reiner Hahnle and
Marieke Huisman.'

During the deductive verification journey in the past 20 years, the KeY project was
only one “means of transport”, but a steady one, with strong links to other actors in the
community. Therefore, we took the 20 year anniversary of KeY as an opportunity to
invite researchers, inside and outside of the project, to contribute to a book capturing
some state-of-the-art developments in the field. We feel very lucky that so many of our
peers responded. The result is a book whose chapters identify and address some of the
latest challenges of deductive software verification. It captures aspects of verification
tool development, the integration of different verification techniques, efficiency and
usability of verification methods, novel contracts for specification and verification, and
history.

Part I, “History,” contains a single chapter: “A Short History of KeY.” Peter H.
Schmitt gives an overview of the beginning and first decade of the project. This is not
merely interesting for readers with a special interest in KeY. Instead, it is a rare glimpse
into and a reflection on the turns, successes, and also failures, which a long term
research project experienced, when coming into being and growing from there, in
particular in a (then) new landscape.

' In Computing and Software Science: State of the Art and Perspectives, Bernhard Steffen and Gerard
Woeginger (Eds.), LNCS 10000, Springer 2019.



vi Preface

Part II, “Verification Tools,” starts with a chapter2 which also takes a historical
viewpoint. It offers a retrospective on the development of the KeYmaera family of
provers for hybrid system verification. The second chapter® of this part focuses on
performance bottlenecks, and their improvement, in the context of the VerCors tool for
the verification of parallel programs. Altogether, this part demonstrates the importance
of implementation considerations for the impact of verification methods.

Part III focuses on a central technique of deductive verification and, therefore, of this
book: Contracts. This concept is the cornerstone of modularity, and thus essential in
rendering deductive verification scalable. The chapters introduce behavioral contracts
for cooperative scheduling®, propagate the usage of abstract contracts for feature
evolution and feature interaction®, and discuss constraint-based contract inference®.
Another chapter addresses a long-standing issue in the verification of concurrent
applications, by moving from explicit to implicit dynamic frames.” The final chapter®
in this part discusses deductive verification in a very new application area, called smart
contracts. Even if smart contracts are rather programs than specification contracts, they
realize — and enforce — a contract between the users who chose to engage with it.

It is mandatory for a book on contemporary deductive software verification to
include feasibility and usability aspects, which Part IV focuses on. The field has grown
out of the analysis of toy examples and is now looking at complex properties of
real-world programs. The first chapter’ provides a tutorial for the challenging verifi-
cation of the linked list data structure in the Java Collection Framework. The second
chapter'® describes a long term, collaborative challenge named VerifyThis, which calls
upon the verification community to verify aspects of realistic software over a longer
period, with the ultimate goal to facilitate the application of formal analysis in the
software development process. The third chapter'' presents suggestions to improve
usability and user guidance in interactive deductive verification.

Finally, Part V discusses two instances of integration of verification techniques.
First, it presents an integration of static and dynamic analysis applied to the classical
security problem of noninterference.'” Second, it presents a novel integration of partial

2 «“A Retrospective on Developing Hybrid System Provers in the KeYmaera Family,” by Mitsch and
Platzer.

“Improving Performance of the VerCors Program Verifier,” by Mulder et al.
“Behavioral Contracts for Cooperative Scheduling,” by Kamburjan et al.

w

“Using Abstract Contracts for Verifying Evolving Features and Their Interactions,” by Kniippel
et al.

o

“Constraint-based Contract Inference for Deductive Verification,” by Alshnakat et al.

N

“From Explicit to Implicit Dynamic Frames in Concurrent Reasoning for Java,” by Mostowski.

©

“Formal Analysis of Smart Contracts: Applying the KeY System,” by Ahrendt et al.

el

“A Tutorial on Verifying LinkedList using KeY,” by Hiep et al.
“VerifyThis! — The Collaborative Long-term Challenge,” by Huisman et al.

_

“Usability Recommendations for User Guidance in Deductive Program Verification,” by Grebing
and Ulbrich.

“Integration of Static and Dynamic Analysis Techniques for Checking Noninterference,” by Beckert
et al.
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order reduction (an optimization principle hugely successful in model checking) with
symbolic execution (which lies at the heart of KeY style deductive verification)."

We thank all authors for accepting our invitation and putting a lot of effort into
producing the high-quality content we are proud to present here. With this book, we
hope to provide the community with insights into recent and latest developments in
important subareas of contemporary deductive software verification.

For many years Alfred Hofmann, who retired in 2019, handled the KeY-related
LNCS volumes at Springer, including the present one. The editors and the whole KeY
team would like to express their gratitude for his constant support, always smooth
communication, and many constructive suggestions.

July 2020 Wolfgang Ahrendt
Bernhard Beckert

Richard Bubel

Reiner Héhnle

Mattias Ulbrich

13 «“SymPaths: Symbolic Execution Meets Partial Order Reduction,” by De Boer et al.
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