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Preface

Over the past decades, many advances in information technologies that include
artificial intelligence (AI), 5G, blockchain, Internet of Things (IoT), and many more
provided beneficial effects on various aspects of our lives. However, these advance-
ments are accompanied with even more sophisticated threats to individuals, businesses,
and government’s most valuable data assets. Cybercriminals are also exploiting such
technologies to find vulnerabilities and develop more sophisticated attacks. Therefore,
it is of paramount importance to continuously study, inform, and develop new tech-
niques to ensure information security.

World Conference on Information Security Application (WISA) is one of the main
security research venues hosted by the Korea Institute of Information Security and
Cryptography (KIISC) and sponsored by the Ministry of Science, ICT and Future
Planning (MSIP), and co-sponsored by the Electronics & Telecommunication Research
Institute (ETRI), the Korea Internet & Security Agency (KISA), and the National
Security Research Institute (NSR). Especially in 2020, WISA celebrated the 31st
anniversary for KIISC while going toward its new position as the best contributor to
information security. Additionally, due to inevitable social changes caused by the
COVID-19 pandemic, WISA took a new path in holding the 21st World Conference on
Information Security Applications (WISA 2020). Despite the challenges, WISA con-
tinued to provide an open forum for exchanging and sharing common research interests
through both live and recorded online presentations. The challenges lead to another
opportunity for WISA to provide a platform for sharing results of on-going research,
developments, and application on information security areas.

This volume is composed of the extended version of papers presented at WISA
2020, held at Jeju Island, South Korea during August 26–28, 2020. The primary focus
of WISA 2020 is on systems and network security, including all other technical and
practical aspects of security application. In particular, this year’s conference invited
researchers working on 5G/6G, AI, blockchain, V2X, and advanced IoT who are keen
on bringing the latest open security challenges.

A total of 31 outstanding papers, covering areas such as AI and intrusion detection,
steganography and malware, cryptography, cyber security, application, systems, and
hardware security were accepted for presentation at WISA 2020. This year, WISA
2020 specially included poster presentations which composed of 39 posters. Moreover,
invited keynote talks by Prof. Matt Bishop (University of California, USA), and Prof.
Suman Jana (Columbia University, USA), as well as tutorial talks by Prof. Dan
Dongseong Kim (The University of Queensland, Australia), and Dr. SeongHan Shin
(National Institute of AIST, Japan) augmented the conference.

The great effort and countless dedication of the Organizing Committee and
reviewers, support of the sponsor and co-sponsor, and active participation of all the
participants led to another success story for WISA 2020. We would like to acknowledge



the contribution of each individual Program Committee member. As well as our sincere
gratitude to all the reviewers, authors, and participants around the world for their
unending support.

October 2020 Ilsun You
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