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Abstract. Blockchain technology and distributed ledger technology (DLT) offer
a secure, distributed, and tamper-proof way to store and exchange information.
However, apart from standard cryptocurrency-based networks, innovations and
process improvements based on the blockchain technology have mostly remained
on the conceptualizing stage and have not yet reached mass adoption. There is a
high demand for practical experiences from developing blockchain and DLT
based systems in various domains outside FinTech. This work seeks to contribute
to this gap by presenting real-world experiences from developing a proof of con-
cept for automatizing conditional payments in social benefits and healthcare do-
mains. We found that the key conditions for making these blockchain-based so-
lutions viable are (1) attaining technological maturity and competences, (2) eco-
system thinking and adequate governance of these ecosystems, and finally (3)
achieving legal and regulatory predictability. Furthermore, we discuss technolog-
ical choice, business, and ethical considerations relevant to practitioners and re-
search communities.

Keywords: Blockchain Technology, Distributed Ledger Technology, Smart
Contract, Smart Money.

1 Introduction

Blockchain and distributed ledger technology (DLT) are often described as disruptive.
They are frequently used synonymously; however, these are separated technologies.
DLT presents a solution for creating distributed, peer-to-peer communication and in-
teraction networks that do not have a single central authority [1]. Blockchain technol-
ogy is one type of DLT that supports the safety of distributing a ledger by enabling an
unmodifiable and interconnected list of ledger entries [1]. These technologies have en-
abled new kinds of innovations and infrastructure changes, most prominently in the
financial industry [2, 3].
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One of the key features of blockchain technology is that it enables process automa-
tion and transparency. This is provided through smart contracts: they are digital con-
tracts that include executable program code lines and are both stored and run on the top
of a blockchain [4-6]. Thus, in blockchain, rules for facilitating, verifying, and enforc-
ing conditions on transactions are embedded into code that executes themselves on a
condition-based principle.

In a DLT/ blockchain-based ecosystem, information is shared across the network
and stored by the actors. Based on the actors’ roles and the rules for information shar-
ing, we can divide blockchains into permissionless and permissioned infrastructure [7].
In permissionless blockchains, the actors are unknown to each other and have open
access to the data. Trust is built on incentives that positively impact participants’ be-
havior that plays an essential role in reaching consensus [8]. In contrast, in a permis-
sioned ecosystem, the actors are invited and validated before joining the network. Fur-
thermore, the actors are identifiable, and as a consequence, there is more trust among
them as compared to the permissionless blockchain protocols with anonymous actors.

While blockchain technology has largely been proven to be eligible to automate pro-
cesses and provide various benefits, it has not yet reached mass adoption. Some of the
reasons behind this are identified lately in the literature (e.g. [2, 9, 10]); however, yet
only a few commercial-grade blockchain application exist [11, 12], and we lack tech-
nology awareness and practical use case experiences in industries outside of cryptocur-
rencies (e.g. [11, 13]). These observations could guide the practitioners' possible adop-
tion decisions and help researchers understand the viability of these technologies in a
real-world context. Thus, with this study, we aim to bridge the gap between practition-
ers and academics and present lessons learned from a blockchain adoption experience.

In joint work with an IT services and software company and its partners, we studied
the suitability of permissioned blockchain in transferring an asset from one entity to
another in a business ecosystem. We developed a proof of concept for blockchain-based
conditional payments to eliminate the need for manual issuance and verification of dif-
ferent payment guarantees, such as lunch coupons, vouchers, and bus tickets, among
others'. In this process, we integrated insights from academic and grey literature and
discussions with blockchain practitioners, attended technology-related events, and fol-
lowed the national and global discussions concerning DLT/blockchain technology de-
velopment. Furthermore, we considered ethics during development using the guidelines
for the development of Trustworthy Al by the European Commission [14].

In this study, we present the key lessons learned during this process with the follow-
ing main research question in mind: “What adoption barriers do practitioners meet in
real-world settings when digitalizing and automating processes in enterprise legacy
systems by utilizing distributed ledger technology and blockchain?” Besides identify-
ing the barriers, we also aim to answer empirical questions, such as the requirements of
a blockchain-based solution and what technological choices have been made and why.
In addition to technological perspectives, we also consider business and ethical issues.

' https://medium.com/kelalab/distributed-ledger-a-revolution-in-conditional-payments-
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Simply put, we aim to provide a realistic picture of the viability of automating and
digitalizing enterprise legacy processes.

The structure of this article is as follows. In the next section, we present earlier work
on this research domain from academic and grey literature. In the Findings section, we
give an overview of the developed proof of concept, the technological choices for its
development, and the lessons learned in the form of key experiences. Finally, we dis-
cuss the findings and present our conclusions.

2 Recent Work

In this section, we give an overview of recent work. In the first subsection, we overview
earlier research on adoption factors of DLT/blockchain technology. In the second sub-
section, we present two production stage projects whose experiences in value tokeniza-
tion and conditional payments we used during the development of proof of concept.

2.1  Adoption of DLT/ Blockchain Technology

Extant literature recognizes the technical challenges of DLT/blockchain technology
adoption, such as interdependency of the technology features, the importance of system
design, and process time for transactions in developing distributed, decentralized sys-
tems compared to centralized systems [15, 16]. It was found that choosing the right
technological platform and architecture puts emphasis on system design, value creation
[9], and needs considering the organization’s operating principles, governing protocol,
information storage needs, and willingness to share information [1, 3, 11]. The practical
side (e.g., maintaining the systems, issues of scalability and interoperability) and the
impact of making technical trade-offs from an ethical point of view have also been
mentioned in research [1, 3, 8, 17]. The decision to move from centralized legacy sys-
tems towards more distributed and decentralized solutions requires some understanding
about balancing between costs and benefits, the technology and community involve-
ment [7, 18]. However, there is an imbalance in understanding disruptive new technol-
ogy’s impacts and characteristics [15, 19].

Current research found that cultural norms, practices, industry standards, and many
other formal requirements affect the degree of distribution and decentralization that an
organization is willing to adopt [1]. Chong et al. [10] found that there is no one-size-
fits-all approach and each business model has its challenges that are not yet answered.
Early research in the financial industry has shown that even if blockchain technology-
based solutions hold potential in transforming processes across multiple industries [8],
they preferably will be a complementary technology that enables alternative data and
value transactions [2].

Governance related challenges were emphasized both by practitioners and research-
ers [1, 20]. The discourse of providing accountability using technical means seems to
be shifting more to realizing that some level of institutional engagement and coordina-
tion is needed, for example, to resolve conflicts and manage risks and costs [7, 20].



2.2 Related Projects

An investigation of grey literature appointed two main research projects in related prob-
lem domains of enabling value tokenization and issuing rule-based benefits without
centralized intermediaries. First, the Commonwealth Scientific and Industrial Research
Organization’s (CSIRO) Data 61 and the Commonwealth Bank of Australia in 2018
developed a proof of concept in a similar problem domain and similar product require-
ments in an example environment of Australia’s National Disability Insurance Scheme
(NDIS) [21]. In the trial called “Making Money Smart”, NDIS provides funding on the
blockchain network to people with disabilities to spend according to pre-set rules on
support services. The technical solution was built on a permissioned Ethereum network
and focused on payment functionality. The project sought to find whether and in what
ways blockchain could improve conditional payments. In addition to the technical pro-
totype, they also included user testing, managers, service providers, and experts. [21]

The project demonstrated the potential to deliver economic benefits through effi-
ciency gains and network effects, especially with multiple conditional payment envi-
ronments. The concept was as seen promising in enhancing public policy programs,
empowering users to optimize their budgets, and reducing friction and costs for various
stakeholders. However, the report highlighted the need for further research and devel-
opment on technical performance and confidentiality, and integration with existing sys-
tems. Considerations of alternative conditional payment environments, accessibility,
and compliance with legislation and regulation were mentioned in the final report. [21]

Second, the United Nations World Food Programme (WFP) developed a blockchain-
based solution to make beneficiary cash transfers more efficient, secure, and transparent
in refugee camps. The program strives to enable more choices and more control for
refugees over their cash assistance [22]. The goal of developing the solution was to
make direct transactions without a possible insufficient or unreliable financial interme-
diary. The first pilot for blockchain-related was launched by WPF in 2017 when the
organization initiated a proof of concept project in Pakistan for authenticating and reg-
istering beneficiary transactions. Next blockchain-based technologies were used to de-
liver food assistance to Syrian refugees in Jordan. WFP has announced its interests in
exploring the technology’s possibilities in, e.g., supply chain tracking and digital iden-
tity management for refugees [23]. The Building Blocks were built on a private, per-
missioned blockchain Parity Ethereum by Ethereum Foundation [24]. It was integrated
with biometric authentication technology, and it has been currently being used in refu-
gee camps in Jordan. The network started with a single authority but has since grown
to include other UN Women [24]. This expansion further has resulted in improved se-
curity and accountability through two organizations validating each other’s transactions
and holds the potential to reduce costs and risks [25].

3 Experience Collection Mechanisms

To gather empirical data and experiences in real-world settings, we co-developed a
technical proof of concept for smart contracts using DLT/blockchain technologies in
collaboration with a company and its partner organizations. We assessed the existing



literature, current industry practices, as well as the needs of the stakeholders even-
handed. Observations were gathered from meeting memos, notes, project and version
control documentations, code repositories, project management documentations (e.g.,
Scrum agile development method and Kanban lean management method documents)
and other forms of sources available online. The team actively followed national and
international discussions, projects, pilots, and, for example, the development of legis-
lation related to blockchain-based technologies. Furthermore, the research team partic-
ipated in discussions with other companies interested in utilizing the DLT/blockchain
technology for their use cases or offering services related to their customer’ technolo-
gies. Additionally, we collaborated with another research team whose primary goal was
studying how blockchain technology can be made trustworthy [19]. This research team
offered us a new, ethical perspective to develop blockchain-based systems and a prac-
tical tool to implement the idea of an ethical, lawful, and robust system.

In the design and development phase, we created a proof of concept in several iter-
ations. The iterations included several consultative and workshop meetings with the
partner company and its partners as checkpoints of the work direction and shared un-
derstanding of the objectives. An overview of the events is presented in Table 1.

Table 1. Empirical data collection sources

Events Quantity/ External participants
length

Project meeting with the 10 instances Partner company representatives, possibly an ex-
partner company ternal expert

Consultative meeting with
the partner company

Proof of concept workshop 2 instances Developer; partner company representatives,
meetings project partner representatives

Technically aligned research group representa-

10 days Developer; partner company representatives

Research conference > days tives (hosted by a research center)
. Developer  representatives  interested  in
Technical event I day DLT/blockchain technology or using it
. Busi i i i
Business event 4 days usiness representatives interested n

DLT/blockchain technology or using it
Technical training program | 2 instances External technical instructors

Ethical research meeting 8 instances Collaborating research team

Ethical research interview | 2 instances Collaborating research team representative

Technology-related lecture |3 days External lecturers (hosted by universities)

Proof of concept technical

. 2 instances Project partner technical developers
meeting

This paper describes the lessons learned in this study based on active participation and
careful documentation of the development process. For these purposes, we used the
data collected from various empirical sources and analyzed them iteratively. First, we
grouped the relevant information into experiences using post-it notes. Second, we ana-
lyzed the notes and grouped the key experiences into categories. We describe the re-
sulting findings in section 4 in the form of Primary empirical observations (PEOs).



4 Findings

In this section, we give an overview of the lessons learned in our work. In the next
subsection, we describe the requirements of the proof of concept solution. In the second
subsection, we justify our technological choices. In the third subsection, we communi-
cate our key experiences in the form of Primary Empirical Observations (PEOs).

4.1 The Requirements for Proof of Concept

As a case study, we focused on designing and developing a technical prototype Smart
Money, a distributed business network for conditional payment guarantees. The con-
cept could be used across various use cases enabling businesses to issue funds in the
form of rule-based digital tokens. The network services allow dynamic rule validation
and reliable near real-time transaction data. We chose to concentrate on implementing
the concept in the domain of social welfare benefits. It presented us with several chal-
lenges, such as a highly regulated environment, a high number of transactions, and a
comprehensive and broad end-user base. Thus, we expected to face possible barriers in
technical, market, and institutional dimensions. We were primarily interested in the ef-
ficiency gains that the technologies enable by removing the need for intermediated data-
synchronization and concurrency control. However, we noticed that practitioners faced
similar issues in utilizing DLT/blockchain technologies in various use cases.

The Smart Money blockchain-based solution could improve the current system of
social and welfare benefits by reducing administrative burden and costs as well as sim-
plifying and automating processes. It allows an Issuer to create and transfer a token
with predefined rulesets to a Customer’s digital wallet (shown in Figure 2) who spends
them according to the spending rules on products or services. Merchants accept tokens.

L

Smart Money
Issuer Issuer creates smart
(Service Provider redeems money. defines rulesets
smart money to euros that are and issues it to a Customer
transferred to the Merchant)
NOT INCL. IN THE PoC N
.é The application

. SCSE Smart automatically
Merchant Service Mone verifies issuing,
Provider sy transfarring and

Application payment
n transactions

Customer uses smart money
to pay for products or services
if the rules are verified

Smart money is issued to
the Customer’s account
d\gllal wallet on the ledger)
Customer Wallet
Provider

Fig. 1. Smart Money token lifecycle in the proof of concept trial.

The Customers and Merchants access the network through their Service Providers, who
are network nodes alongside with the Issuer. The application enables a fund issuer to



define customized spending rules on a token before sending it to a recipient’s account.
After receiving the token, the recipient can use it to buy products and services if and
only if the pre-set rules are met. The rules could include price-caps, lists of approved
service providers, and expiration dates, among others. See Table 2 for details related to
designing and implemented high-level functionalities. The application was developed
with an enterprise-level blockchain platform Corda (release version 4.1) by a software

company R3.

Table 2. Functionalities implemented in the Smart Money proof of concept.

Functionality

Design criteria

Implementation and constraints

Creating
Smart Money
accounts

Creating To-
ken ruleset

Issuing To-
ken on an Ac-
count

Transacting a
payment

Using and interacting with the system
should be easy and not require
knowledge about the technology. Users
connect to the network through their
role-based service providers.

Tokens could be used as vouchers or
cash; they should be generalized
enough for scalable use. The Token
rulesets should be easily updatable by
the Issuer when laws, regulations or
standards change.

The system should promote human
oversight control and intervention if
necessary. The Issuer should be permis-
sioned to modify the expiry of the
Smart Money Tokens or state them
worthless. The origin of the allowance
should be traceable but protect the Cus-
tomers’ privacy.

Spending allowance should promote ef-
ficiency and simplify the process to the
Customers and Merchants. The system
should be resilient to misuse and poten-
tial attacks and its mechanisms, con-
straints, and decisions should be trans-
parent and auditable.

In the time of the development,
Corda did not have an account fea-
ture. We chose to use a Corda-based
third-party software called Cordite
by Cordite Foundation.

Updating rules require node hosts to
implement changes. One-time-use
vouchers are clearer than divisible
cash as changing token type rulesets
affect every consumer with the same
type of tokens. In our scope, the op-
erator’s rights are comparable to a
centralized system.

The scope does not include updating
the transaction after Issuance. The
ledger hosts e.g., public service pro-
vider credentials, but all confidential
data is maintained outside of the
ledger. The allowance origin can be
tracked to the Issuer without reveal-
ing additional Customer data.

With limited resources we did not
concentrate on exception manage-
ment. The unwanted use of the sys-
tem was evaluated to belong to man-
aging participants rights and access
rules outside the system.

Additionally, we considered long-term requirements such as redeeming tokens for pay-
ment, digital identity management, keeping track of transactions, validating payments
with smart contracts, and token type-specific rules. Furthermore, we implemented eth-
ical requirements into the proof of concept development process through a practical
tool that supported raising ethical awareness and discussion. We followed the guide-
lines for Trustworthy Al by the European Commission [14] that state that a trustworthy
system should be lawful, ethical, and robust. The objectives are realized with seven key
requirements: 1) human agency and oversight, 2) technical robustness and safety, 3)
privacy and data governance, 4) transparency, 5) diversity, non-discrimination and fair-
ness, 6) societal and environmental well-being, and 7) accountability [14].



4.2  Technological Considerations

One of the most critical decisions is related to choosing the best fitting blockchain pro-
tocol. Enterprise blockchains differ from traditional permissionless, public blockchain
designs, e.g., in areas of identity, privacy, and transaction scalability [7, 26]. Thus, there
were multiple discussions concerning the advantages and disadvantages of different
alternatives. In Table 3, we describe the three most promising alternatives (Corda, Fab-
ric, and Enterprise Ethereum). Based on various decision criteria presented in the table,
the Corda platform was chosen. Corda is an open-source, enterprise-level blockchain
that provides a platform for recording and managing contracts between designated par-
ties in a transaction and deals with network sharing, data, business logic, and the current
state of shared facts [26].

Table 3. Enterprise Blockchain comparison considering network and transaction features as pre-
sented by R3 in Q3/2019 [27].

Feature Corda by R3 Fabric by IBM Enterprise  Ethereum

by several companies

Real-world identity

Scalability

Method to guarantee
uniqueness

Privacy

Conclusiveness

Legally wvalid and
unique

Scalable as not
every node handling
all transactions

Pools of known no-
taries

Only participants to
a transaction have
access to the data
The completed
transaction  cannot
be reversed

Certificate-based
(not assured)
Limited by chan-
nels  architecture
(increases with par-
ticipants)

An ordering service

Channels architec-
ture allow private
transactions
The completed
transaction cannot
be reversed

No inherent notion

Low due to complex
zero-knowledge proof
privacy calculations

Validation nodes
(most of the time)
Private deployment of
Ethereum has a viable
privacy model

Small possibility com-
pleted transaction can
be reverser

We chose the Corda platform for different reasons. First, Corda’s consensus mechanism
requires transaction validity and uniqueness [26, 28]. Second, the platform is mature
related to different issues, such as data privacy, identity, emphasis on legal agreements,
regulator/public sector collaboration, and interoperability/integration and is actively de-
veloped [29]. Third, the Corda platform also has higher scalability than some of the
other enterprise-level blockchains (e.g., Fabric and enterprise Ethereum) as each node
in the network does not handle all transactions [28]. Finally, in the Corda platform, each
business network defines its membership criteria, and only those who participate in a
transaction have access to its data, which further enhances the platform’s privacy [26].

However, despite Corda’s advantages over other alternatives, performance, confi-
dentiality, and system integration raised concerns among practitioners and partners in
our use case study. First, there is a concern related to the adequacy of the open-source
version of Corda. Open Source Corda has some limitations related to its scalability and
capacity of handling massive amounts of transactions [28] after the solution is taken
into real use. It indeed needs to be noted that any larger-scale trials should be run on
Enterprise Corda. Second, transaction privacy between Corda nodes is secured, but this



confidentiality does not apply to the account level. Finally, some concerns were raised
related to integrability to legacy systems.

4.3 Lessons Learned

Designing a blockchain-based solution requires many different activities. First, it re-
quires developing a technical solution. Second, besides providing an architecture, the
providers should promote the adoption and build a whole ecosystem with its actors and
interactions among them. Third, the ecosystem resides in a legal and regulatory context
where ethical concerns should be considered as well. In what follows, we describe our
key experiences in the form of Primary empirical observations (PEOs) related to these

three aspects, as shown in Table 4.

Table 4. Key experiences in the form of Primary empirical observations (PEOs).

Activity Key experience

Technical develop-

ment

PEO 1 Developer The leading enterprise blockchain protocols have attracted an active,
Community considerably stable, and frequently pushing developer community.
PEO 2 Immaturity of Despite high interest across industries, blockchain technology is still in
the Technology its maturing phase.

PEO 3 Interoperability Compatibility with existing IT systems and interoperability between

PEO 4 Technological
Trade-offs

Building an ecosys-
tem
PEO 5 Governance

PEO 6 Business Goals

PEO 7 Technology
Acceptance

PEO 8 Information
Asymmetry
Ethical and
considerations
PEO 9 Ethical Consid-
erations

legal

PEO 10 Legal Aspects

blockchain networks are critical aspects of incorporating blockchain
technology into existing systems.

Many of the DLT/blockchain technology attributes are interdependent;
thus, all blockchain technology features cannot be integrated as such,
but there is a need to make trade-offs and choose the essential features

When developing decentralized systems, a key issue that needs spe-

cial attention is governance: actors, incentives, access, and control
rules.

One of the key challenges of blockchain technology adoption is com-
plying with different business requirements in decentralized settings.
There is an increasing interest and higher trust in the potential of
DLT/blockchain technology in redesigning already existing services of
various industries.

There is information asymmetry related to DLT/blockchain technology.

Blockchain-based solutions should be designed and developed with eth-
ical considerations in mind; however, blockchain technology’s ethical
aspects are still underdeveloped and need further research.

Legal predictability is a prerequisite for larger scale blockchain deploy-
ment. Lack of legal recognition is one of the most important non-tech-
nical limitation of block-chain-related technologies.
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Key Experiences from the Technical Development

PEO 1. [Developer Community]. The leading enterprise blockchain protocols have
attracted an active, considerably stable, and frequently pushing developer community.
We made our technological choice based on several objective decision criteria (see sub-
section 4.2); however, one very important success criteria is the developer community’s
activity behind the platform. The enterprise blockchain Corda platform built and main-
tained by R3 differs from the other leading enterprise protocols in having been purpose-
built and not originating from a traditional technology organization. Partly due to the
active developers, by the end of year 2019, Corda was one of the leading enterprise
blockchain protocols having the highest total activity and total pushes compared to
Linux Foundation’s Hyperledger projects Fabric, Sawtooth and Besu, as well as to
Quorum (a fork of Ethereum) and MultiChain (a fork of Bitcoin, Coin Sciences).

PEO 2. [Immaturity of the Technology]. Despite high interest across industries,
blockchain technology is still in its maturing phase.
Even though blockchain technology has gained much interest across industries, its
adoption is still on an experimental stage, and the platforms themselves are under de-
velopment. We faced different challenges related to upgrades from the Corda platform
version 3 to 4 and lack of some technological features introduced to the platform in
later releases during our proof of concept development. Not having the needed features,
we ended up using third-party application components, which raised questions about
safety, reliability, and maintainability of the system.

PEO 3. [Interoperability]. Compatibility with existing IT systems and interopera-
bility between blockchain networks are critical aspects of blockchain adoption.
The Corda platform offers integrability with legacy systems and functional information
flow between different applications on the same platform and between different block-
chain platforms. However, these features (e.g., database support, hardware security
module, and technology enabling secure deployment inside corporate data centers) are
not yet available open-source but are additional features of Corda Enterprise. As a rising
number of organizations is adopting Corda commercially, the platform faces novel re-
quirements. R3, in line with other technology providers, displays willingness to pro-
mote simplicity, flexibility, and connectivity of their platform to encourage adoption.

PEO 4. [Technological Trade-offs]. Many of the DLT/blockchain technology attrib-
utes are interdependent; thus, all blockchain technology features cannot be integrated
as such, but there is a need to make trade-offs and choose the essential features.
Blockchain protocols vary significantly in their configurations related to, e.g., the
level of permission, data access, transaction consensus, modularity, scalability, in-
teroperability, centralization, and anonymity. The technology level makes use of vari-
ous technologies such as distributed ledgers, identification, and cryptography. Many
of the attributes enabling each of these features are interdependent, and bending con-
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ditions in one of the dimensions could be disadvantageous to another area. Thus, de-
signing a blockchain-based distributed system leads to making technological trade-
offs such as sacrificing the system’s decentralization or integrity for better scalability.

Building an Ecosystem

PEO 5. [Governance]. When developing decentralized systems, a key issue that
needs special attention is governance: actors, incentives, access, and control rules.
Developing a distributed system compared to a centralized requires considering addi-
tional questions, e.g. who should have access to the information within the system and
how open the system management should be. Managing stakeholders and their rights is
even more emphasized in permissioned enterprise blockchain platforms compared to
public networks in which every participant is equal in their restrictions and rights. Fur-
thermore, communicating the advantages of the blockchain solution and providing in-
centives to the stakeholders is a crucial task in system design and development.

PEO 6. [Business Goals]. One of the key challenges of blockchain technology adop-
tion is complying with different business requirements in decentralized settings.
Centralized enterprise legacy systems naturally emphasize security and privacy,
whereas distributed and decentralized solutions gain an advantage in sharing services
and resources among multiple participants. Privately operated DLT/blockchain tech-
nology solutions might be an appealing alternative compared to more open or public
blockchain protocols that still fulfill the enterprise business requirements. However,
private blockchains do not fully undertake the traditional blockchain technology’s ide-
ology and its most distinctive features, such as decentralization and censorship-re-
sistance. Consequently, private blockchains are distributed ledgers that function like
closed, secure, cryptography-based databases, and therefore, they introduce new chal-
lenges besides their benefits.

PEO 7. [Technology Acceptance]. There is an increasing interest and higher trust

in the potential of DLT/blockchain technology in redesigning already existing services
of various industries.
DLT/blockchain technology managed to gain traction by its success in re-implementing
financial services and enabling both secure transactions and innovation in the financial
services industry. As enterprise blockchains have already reached some level of stabil-
ity, there seems to be a keen commercial interest in transforming processes across var-
ious industries beyond the initial fintech applications and currency markets. There are,
however, not yet many commercial applications that would offer lessons learned or best
practices to encourage wider adoption.

PEO 8. [Information Asymmetry]. There is information asymmetry related to
DLT/blockchain technology.
The current state of knowledge related to DLT/blockchain technology is still signifi-
cantly unequal between those who provide blockchain-related services and those who
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use these systems. Even though technology providers are reporting an increase in un-
derstanding among customers, the research team encountered different concerns related
to, among others, the potential benefits of distributed systems as compared to central-
ized legacy systems, data privacy, and the viability of the business and technology as-
pects. Moreover, a few technology company representatives emphasized that block-
chain technology knowledge and interest are very scattered and mostly concentrated in
their financial units.

Ethical and Legal Considerations

PEO 9. [Ethical Considerations]. Blockchain-based solutions should be designed

and developed with ethical considerations in mind; however, blockchain technology’s
ethical aspects are still underdeveloped and need further research.
One of the key conditions for making blockchain-based solutions viable is related to
the ethical aspects, such as transparency, accountability, responsibility, and fairness,
among others. However, researchers and practitioners concurred that currently, the eth-
ical questions related to blockchain technology are generally unthought and unstruc-
tured. Besides privacy and some domain-specific concerns (e.g., medical, finance, in-
surance), also other important ethical issues (e.g., the ethical impact of technological
choices or accessibility), were thought to be distant.

PEO 10. [Legal Aspects]. Legal predictability is a prerequisite for larger-scale

blockchain deployment. Lack of legal recognition is a major barrier in adopting block-
chain-related technologies.
Blockchain adoption is ready to take a leap from proofs-of-concept to commercial im-
plementations; however, the required laws, regulations, policies, and standards are still
under development. There are currently different initiatives to overcome these obstacles
in different parts of the world where different actors (e.g., authorities, enterprises, de-
veloper communities) are working to promote legal certainty. The current immaturity
in laws, regulations, and standards and the uncertainty thereof leads to putting the pro-
ject on hold until regulatory concerns are cleared.

5 Discussion

The findings of this paper emphasize the need for additional research on the barriers to
blockchain adoption. Many of the barriers described in our lessons learned were recured
among practitioners in various domains and were to some extent identified in the extant
literature but did not yet have comprehensive, comprehensively agreed solutions. Thus,
even though the number of academic publications on different aspects of blockchain
technology rose significantly [8, 9], our experiences show that further research is
needed to bridge the gap between researchers and practitioners.

We categorized our key experiences in three dimensions that should be considered
when utilizing blockchain-related technologies: 1) technical development, 2) building
an ecosystem, and 3) ethical and legal considerations. Related to the technical chal-
lenges of DLT/blockchain technology adoption (PEO 4), we are in line with recent
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work that identified the interdependency of DLT/blockchain technology features as a
barrier and accentuated the importance of system design in developing distributed, de-
centralized systems compared to centralized systems [15, 16, 18]. Our results contribute
to these findings by finding that the lack of conscious design and development choices
could diminish transparency, fairness, safety, and auditability (PEO 9). Our findings
further revealed that pragmatic use cases are also needed in blockchain initiatives as a
means to provide guidelines, usability, and technical competencies (PEO 7). In the de-
sign and development phase of our proof of concept solution, we had concerns about
scalability and system maintenance (PEO 2). Furthermore, we found that the developer
community behind the chosen technology platform is of key importance (PEO 1). We
lacked some of the chosen platform features, which raised security concerns if the pro-
totype would be developed further (PEO 2). Besides, we had interoperability issues that
we could not anticipate in advance (PEO 3). Finally, we also had to make technical
trade-offs from an ethical perspective (PEO 4).

Our lessons-learned revealed that one of the biggest challenges is related to building
an ecosystem around blockchain technology. Even though there are an increasing in-
terest and higher trust in the potential of the technology (PEO 7), there is also infor-
mation asymmetry between the different stakeholders (PEO 8). However, this uncer-
tainty can be mitigated through negotiations and education. In line with earlier research
(e.g. [1-3, 20]), one of the key issues is related to governance: establishing incentives,
accountability, access, and control rules among stakeholders (PEO 5). Achieving busi-
ness goals in decentralized settings need careful strategy and actions (PEO 6). The un-
solved governance issues found in our research highlight the need for additional re-
search in this area.

Related to the reluctance of truly utilizing the distributed nature of DLT/blockchain
technology in automating and digitalizing legacy systems, we found that rethinking pre-
existing business practices and implementing novel technical approaches are challeng-
ing (PEO 6). However, at the same time, expectations for the technologies’ perfor-
mance are increasing (PEO 7). We highlight the importance of ecosystem thinking:
understanding how different stakeholders can jointly create and capture value as well
as convincing these stakeholders about this value is crucial in building meaningful
DLT/blockchain technology-based business applications (PEO 5). We concur with
Chong et al. [10] that there is no one-size-fits-all approach and each blockchain-in-
spired business model has its own challenges that are not yet answered.

During our research, it became clear that creating effective and fair governance, reg-
ulation, and management requires a thorough understanding of the technology PEO 4,
PEO 8, PEO 9, in line with [1, 11, 20]). We recognized the immaturity of legal and
regulatory context needed for mass adoption (PEO 10). We also found that ethical is-
sues in the development and use of DLT/blockchain technology are not appropriately
addressed in earlier research and need additional work (PEO 9).
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6 Conclusions

This study presents the findings of a research process during which we designed and
developed a proof of concept of a blockchain-based solution for conditional payments
using smart contracts and DLT/blockchain technology. These observations can be used
to guide decisions on future research topics and discussions in industry practices in
different ways. First, our experiences related to the proof of concept requirements and
the decision criteria in choosing a suitable blockchain platform could be used by prac-
titioners. Second, our key experiences on the viability of the business solution could be
used by both researchers and practitioners for further work.

Our study identified key adoption barriers from the lessons learned that are presented
in this experience report. The barriers are divided into three activities that have utter
importance in utilizing blockchain-related technologies. First, despite the high interest
in the DLT/blockchain technology, the adoption of blockchain is still in its experi-
mental stage, and the platforms keep maturing; thus, further development of technolog-
ical components is of key importance. Second, the cost and risk of blockchain adoption
and implementation quickly can be very high; thus, ecosystem thinking is needed to
promote blockchain adoption and enable viable and pragmatic solutions. Third, the im-
mature legal and regulatory context and the unstructured ethical discussions related to
DLT/blockchain technology need to be addressed before the blockchain deployment
can leap from proof of concepts to commercial implementations. As businesses are ea-
ger to move from experimenting with the technology towards commercial deployment
of DLT/blockchain technology, we expect these topics described above to gain closer
attention.

Despite the growing body of knowledge by academics and practitioners, there are
still notable challenges and knowledge gaps related to the development and use of
DLT/blockchain technology-related solutions. Some of the adoption barriers, such as
legal predictability, require national and international collaboration and cannot solely
be addressed by researchers or industry practitioners. Even if research shows that dis-
tributed and decentralized solutions gain an advantage over centralized systems in shar-
ing services and resources among multiple participants [18], it is not yet happening in
practice. Companies experimenting with the DLT/blockchain technology are currently
building solutions for individual use cases instead of establishing blockchain-based in-
frastructures. As the situation stands, the future deployment and the significance of
these technologies can only be speculated until further adoption.

This research has some limitations. The findings are based on the development of
one technical proof of concept and limited discussions with practitioners, and thus, fur-
ther research is needed to make these observations more generalizable. Further-more,
additional work is required in the research areas discussed in this paper, such as tech-
nological immaturity, ecosystem governance, redesigning business processes and mod-
els as well as legal uncertainty and ethical issues.



15

References

10.

11.

12.
13.

14.

15.

Trump, B.D., Florin, M.V., Matthews, H.S., Sicker, D., Linkov, I.: Governing
the Use of Blockchain and Distributed Ledger Technologies: Not One-Size-
Fits-All. IEEE  Eng. Manag. Rev. 46, 5662 (2018).
https://doi.org/10.1109/EMR.2018.2868305

Zachariadis, M., Hileman, G., Scott, S. V.: Governance and control in
distributed ledgers: Understanding the challenges facing blockchain
technology in financial services. Inf. Organ. 29, 105-117 (2019).
https://doi.org/10.1016/j.infoandorg.2019.03.001

Chang, V., Baudier, P., Zhang, H., Xu, Q., Zhang, J., Arami, M.: How
Blockchain can impact financial services — The overview, challenges and
recommendations from expert interviewees. Technol. Forecast. Soc. Change.
158, 120166 (2020). https://doi.org/10.1016/j.techfore.2020.120166

Buterin, V.: A next-generation smart contract and decentralized application
platform. Etherum. 1-36 (2014)

Gopie, N.: What are smart contracts on blockchain? - Blockchain Pulse: IBM
Blockchain Blog, https://www.ibm.com/blogs/blockchain/2018/07/what-are-
smart-contracts-on-blockchain/

Antonopoulos, A.M., Wood, G.: GitHub - ethereumbook/ethereumbook:
Mastering Ethereum, https://github.com/ethereumbook/ethereumbook

Benos, E., Garratt, R., Gurrola-Perez, P.: The Economics of Distributed Ledger
Technology  for  Securities  Settlement.  Ledger. 4,  (2019).
https://doi.org/10.5195/ledger.2019.144

Rossi, M., Mueller-Bloch, C., Thatcher, J.B., Beck, R.: Blockchain research in
information systems: Current trends and an inclusive future research agenda. J.
Assoc. Inf. Syst. 20, 1388—-1403 (2019). https://doi.org/10.17705/1jais.00571
Risius, M., Spohrer, K.: A Blockchain Research Framework: What We (don’t)
Know, Where We Go from Here, and How We Will Get There. Bus. Inf. Syst.
Eng. 59, 385-409 (2017). https://doi.org/10.1007/312599-017-0506-0

Chong, A.Y L., Lim, E.T.K., Hua, X., Zheng, S., Tan, C.W.: Business on chain:
A comparative case study of five blockchain-inspired business models. J.
Assoc. Inf. Syst. 20, 1308—1337 (2019). https://doi.org/10.17705/1jais.00568
Hughes, L., Dwivedi, Y.K., Misra, S.K., Rana, N.P., Raghavan, V., Akella, V.:
Blockchain research, practice and policy: Applications, benefits, limitations,
emerging research themes and research agenda. Int. J. Inf. Manage. 49, 114—
129 (2019). https://doi.org/10.1016/j.ijjinfomgt.2019.02.005

Deloitte: 5 Blockchain Trends for 2020. (2020)

Matthew Budman, Blythe Hurley, Abrar Khan, N.G.: Deloitte’s 2019 Global
Blockchain Survey. (2019)

High-Level Independent Group on Artificial Intelligence (Al HLEG): Ethics
Guidelines for Trustworthy Al. Eur. Comm. 1-39 (2019)

Lapointe, C., Fishbane, L.: The Blockchain Ethical Design Framework. Innov.
Technol. Governance, Glob. 12, 50-71 (2019).
https://doi.org/10.1162/inov_a 00275



16

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.
28.
29.

Janssen, M., Weerakkody, V., Ismagilova, E., Sivarajah, U., Irani, Z.: A
framework for analysing blockchain technology adoption: Integrating
institutional, market and technical factors. Int. J. Inf. Manage. 50, 302—309
(2020). https://doi.org/10.1016/j.ijinfomgt.2019.08.012

Wang, Y., Singgih, M., Wang, J., Rit, M.: Making sense of blockchain
technology: How will it transform supply chains? Int. J. Prod. Econ. 211,221
236 (2019). https://doi.org/10.1016/j.ijpe.2019.02.002

Pereira, J., Tavalaei, M.M., Ozalp, H.: Blockchain-based platforms:
Decentralized infrastructures and its boundary conditions. Technol. Forecast.
Soc. Change. 146, 94-102 (2019).
https://doi.org/10.1016/j.techfore.2019.04.030

Vakkuri, V., Kolehmainen, T., Kultanen, J., Abrahamsson, P.: Trustworthy
Blockchain: Considering Ethics in Blockchain Systems And Their
Development. (2019)

Beck, R., Miiller-Bloch, C., King, J.L.: Governance in the blockchain
economy: A framework and research agenda. J. Assoc. Inf. Syst. 19, 1020—
1034 (2018). https://doi.org/10.17705/1jais.00518

Royal, D., Rimba, P., Staples, M., Gilder, S., Tran, A.B., Williams, E.: Making
money smart: empowering NDIS participants with Blockchain technologies
(2018)

WFP Innovation: Building Blocks: Blockchain for Zero Hunger,
https://innovation.wfp.org/project/building-blocks

Juskalian, R.: Inside the Jordan refugee camp that runs on blockchain | MIT
Technology Review,
https://www.technologyreview.com/2018/04/12/143410/inside-the-jordan-
refugee-camp-that-runs-on-blockchain/

Dhameja, G.: UN World Food Programme uses Parity Ethereum to aid 100,000
refugees | Parity Technologies, https:/www.parity.io/un-world-food-
programme-uses-parity-ethereum-to-aid-100-000-refugees/

UN Women: Press release: UN Women and WFP harness innovation for
women’s economic empowerment in crisis situations,
https://www.unwomen.org/en/news/stories/2018/9/press-release-un-women-
and-wfp-harness-innovation-for-economic-empowerment-in-crisis

Brown, R.G.: The Corda Platform: An Introduction. Corda Platf. White Pap.
1-21 (2018)

R3: Blockchain Quick Facts For Business (2019)

Hearn, M., Brown, R.G.: Corda: A distributed ledger. Whitepaper. 1-73 (2019)
Chainstack: Enterprise Blockchain Protocols: Evolution Index 2020.
Chainstack. 1-18 (2020)



