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Preface

It is our pleasure to welcome you to COSADE 2020, the 11th edition of the Interna-
tional Workshop on Constructive Side-Channel Analysis and Secure Design. The
conference was originally planned in Lugano, Switzerland, April 1-3, 2020. However,
the physical version of the conference had to be canceled due to COVID-19, and the
conference was turned into a virtual event. Since 2010, COSADE has provided a
well-established international platform for researchers, academics, and industry par-
ticipants to present their work and their current research topics in implementation
attacks, secure implementation, implementation attack-resilient architectures and
schemes, secure design and evaluation, and practical attacks, test platforms, and open
benchmarks.

COSADE 2020 was organized by Universita della Svizzera italiana. This year, we
received 36 papers, each of which was assigned to 4 reviewers. All the submissions
went through a rigorous double-blind peer-review process. The Program Committee
included 35 members from 15 countries, selected among experts from academia and
industry in the areas of secure design, side channel attacks and countermeasures, and
architectures and protocols. Overall, the program committee returned 176 reviews.
During the decision process, 15 papers were selected for publication. These manu-
scripts are contained in these proceedings and the corresponding presentations were
part of the COSADE 2020 program. We would like to express our gratitude to the
program committee members and the 32 subreviewers for their reviews and for their
active participation in the paper discussion phase.

In addition to the 15 presentations of selected papers, the program of COSADE
2020 was completed by 2 keynotes and one industrial session. The first keynote was
titled “Tracking a Three Billion Dollar Bug with Electromagnetic Fault Injection” and
was given by Colin O’Flynn from NewAE Technology Inc. and Dalhousie University.
The talk explored a product safety incident through the lens of a hardware security
researcher using tools with which hardware security researchers are familiar. The
second keynote was titled “Security Aspects of CPSs: a Dive into Threat Modelling”
and was given by Davide Ariu from Pluribus One. The talk provided an introduction to
Threat Modeling, surveying possible Threat Modeling methodologies that can be
applied to Cyber-Physical Systems of Systems and discussing the main challenges
related to their application. The industrial session included three talks from Secure-IC
(“Catalyzr tool: an environment to get your software secure; application to
Post-Quantum Cryptography”), from Riscure (“Riscure tooling; ‘we love FI"’), and
from FortifyIQ (“Applying the best security and development practices to HW
security”).

We would like to thank the general chairs, Alberto Ferrante and Subhadeep Banik,
and the local organizers, Liliana Sampietro and Nadia Ruggiero-Ciresa, from
Universita della Svizzera italiana, for the local organization. We would also like to
thank the two Web administrators, Helmut Héafner and Lothar Hellmeier of the
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University of Stuttgart, for maintaining the COSADE website for 2020. We are very
grateful for the financial support received from our generous sponsors Hasler Stiftung,
FortiyflQ, NewAE Technology Inc., Riscure, Secure-IC, PQShield, and Rambus
Cryptography Research.

October 2020 Guido Marco Bertoni
Francesco Regazzoni
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