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Abstract. Mobile applications have become a commodity in multiple
daily scenarios. Their increasing complexity has led mobile software eco-
systems to become heterogeneous in terms of hardware specifications,
features and context of use, among others. For their users, fully exploiting
their potential has become challenging. While enacting software systems
with adaptation mechanisms has proven to ease this burden from users,
mobile devices present specific challenges related to privacy and security
concerns. Nevertheless, rather than being a limitation, users can play
a proactive role in the adaptation loop by providing valuable feedback
for runtime adaptation. To this end, we propose the use of chatbots to
interact with users through a human-like smart conversational process.
We depict a work-in-progress proposal of an end-to-end framework to in-
tegrate semi-automatic adaptation mechanisms for mobile applications.
These mechanisms include the integration of both implicit and explicit
user feedback for autonomous user categorization and execution of en-
actment action plans. We illustrate the applicability of such techniques
through a set of scenarios from the Mozilla mobile applications suite.
We envisage that our proposal will improve user experience by bridging
the gap between users’ needs and the capabilities of their mobile devices
through an intuitive and minimally invasive conversational mechanism.

Keywords: mobile software ecosystems - mobile applications - adaptive
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1 Introduction

The pervasiveness of smartphone devices and the use of mobile applications
as fundamental tools around the globe is already a reality. By January 2020,
around 5,190 million unique users were using a mobile phone [9], which implies
an increase of 2.4% compared to January 2019 reports. Despite being far from
universal, and even though there are still significant usage gaps (e.g., rural-urban,
gender or age), a wide range of services including instant messaging and social
networking have become essential in a variety of personal and business cases [1].
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This increasing trend has a direct impact not only in the number of users,
but also in the complexity and heterogeneity of mobile software ecosystems.
This complexity entails hardware specifications (e.g., manufacturers, sensors),
software specifications (e.g., operating systems, mobile applications), features
(e.g., web browsing, social networking) and context of use (e.g., personal vs.
professional, private vs. public), among others. As users’ goals and needs are
unique, managing and fully exploiting the potential of the applications portfolio
is a challenging task, which includes not only the ability of such ecosystems
to unveil and adapt hidden features or settings from the user viewpoint (e.g.,
detecting and understanding hidden privacy settings [5]), but also their ability
to adapt hardware and software components to match the users’ needs.

A suitable method to overcome these challenges is the integration of adapta-
tion mechanisms and decision-making features in software systems [18], a re-
search area undergoing intense study in mobile-based systems [7]. However,
smartphones present additional challenges related to the management of personal
and sensitive data, as well as the additional knowledge that can be extracted
from this data [15]. Therefore, they require from explicit user interaction for
most changes in their mobile devices and applications.

Despite this limitation, the need for integrating the user in the adaptation
loop can be conceived as an opportunity. In fact, effective evaluation of explicit
user feedback is considered a key factor and a challenge in adaptive software
systems [8]. Among explicit feedback collection techniques from users, the inte-
gration of virtual assistants, conversational agents or simply chatbots is beginning
to grow exponentially. Nevertheless, chatbots are still an emerging technology,
with a lack of scientific relevant presence in some research areas [2].

In this paper, we aim to depict a work-in-progress proposal of an end-to-
end framework for semi-automatic adaptation in the context of mobile
software ecosystems. We refer to semi-automatic adaptation as the set of
mechanisms which combine (1) autonomous techniques for the collection of con-
textual and implicit feedback data, and (2) explicit feedback knowledge obtained
through users interaction with a chatbot integrated in their smartphones.

2 Background

From the software engineering viewpoint, mobile-based systems or mobile soft-
ware ecosystems as defined by Grua et al. [7] can induce adaptation mecha-
nisms anywhere in the system. It is relevant to differentiate between adaptation
at device level (e.g., mobile platform, device hardware) or at mobile application
level (e.g., client app, back-end). With independence of where the adaptation
takes place, one of the underlying goals of these approaches is to improve user
satisfaction and the Quality of Service (QoS) delivered to these users [7].

If we focus on adaptation at the mobile application level, mechanisms
and strategies to achieve these goals are diverse. Some examples include dy-
namic selection of user interfaces to improve usability dimensions at runtime [3],
context-aware self-adaptation techniques for back-end infrastructures of mobile
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applications [14], and automatic reconfiguration of features to achieve customiz-
able and adaptive personal goals [16]. On the other hand, the level of automa-
tion of these mechanisms is also manifold, whether adaptation is designed as a
fully-automatic process transparent to users or as an assisted, semi-automatic
process requiring explicit interaction between users and the application itself [4].
In practice, most of these adaptation strategies and mechanisms are transpar-
ent to the users. When measuring and evaluating adaptive mobile applications,
evaluation focuses on QoS to enhance user experience [17]. Among these qual-
ity characteristics we highlight functional or feature suitability based on users
needs, and non-functional or quality concerns including usability, reliability and
performance efficiency as the most cited characteristics in mobile apps [10].
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Fig. 1. Mobile software ecosystems from the user viewpoint

All things considered, from the users’ viewpoint, mobile software ecosys-
tems are conceived as support tools giving them access to a portfolio of mobile
applications exposing a set of features and qualities to achieve their per-
sonal goals. In the context of enacting these ecosystems with adaptive tools,
from the mobile developer viewpoint, the challenge is to identify, define,
develop and integrate the underlying adaptation mechanisms these features and
qualities from mobile applications require to help users achieve these goals.

To this end, context monitoring as well as implicit and explicit user feedback
analysis are fundamental tools for runtime adaptation [13]. Regarding the latter,
the use of chatbots to process user inquiries and feedback is recently growing at
exponential levels, especially in specific domains like healthcare or business [2].
They offer not only the potential of collecting and processing natural language
feedback at runtime from users to extend missing context information [11], but
also to extend the user experience through a smart, human-like conversational
interface they are actually familiarized with, which has been proved to be an
effective strategy for increasing user engagement [6].

The potential and combination of the aforementioned strategies in the field of
Human-Computer Interaction (HCI) is a subject of broad and current interest.
Some examples include implicit and explicit feedback collection in the HCI field
for personalized mobile UI adaptation [19] and the integration of deep learning-
based chatbots for user feedback collection [12]. However, these approaches cover
these strategies partially, or they are focused on a limited object of adaptation.
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3 The Framework

3.1 Research method

Following the Goal Question Metric (GQM) approach, we state the research
objective of this paper as follows:

Analyse semi-automatic adaptation mechanisms

for the purpose of enhancing user experience

with respect to features and qualities of mobile applications
from the point of view of users

in the context of mobile software ecosystems.

To achieve this goal, our research focuses on the design, development, inte-
gration and evaluation of an end-to-end framework for adaptive mobile
applications based on the exploitation of explicit and implicit user
feedback. On the basis of the context described in Section 2, we define these
adaptation mechanisms to be supported by our framework as follows:

1. Adapt features and qualities of mobile applications (including client apps,
back-end and third-party services) at runtime.

2. Install and remove mobile applications to update users applications portfolio.

3. Update mobile applications to deliver customized solutions through user
segmentation.

These mechanisms shall be enacted based on users needs and preferences, as
well as additional contextual data. To this end, this framework is designed as the
integration and combination of a sub-set of stand-alone software components,
including: (1) the design and development of a conversational agent in users
smartphones to collect and process users natural language feedback; (2) the
integration of implicit feedback collection and context monitoring techniques
based on users interaction with their smartphones and their applications; and
(3) the combination of explicit and implicit feedback to learn and predict user
categories and enactment plans for the adaptation of users applications portfolio.

3.2 Design overview

We illustrate our framework proposal (Figure 2) as the software components and
data artefacts required to integrate the aforementioned adaptation mechanisms
into an end-to-end cycle as a means of achieving the main goal of this research.
The framework is depicted in the context of users and the applications portfolio
designed and developed by mobile developers as depicted in Figure 1.

User mobile device. The catalogue of applications installed in a user’s device
(— AppsPortfolio) acts as the bridge between that user’s goals and the set of
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features and qualities exposed by those applications. To assist the adaptation
mechanisms, we propose a cross-platform mobile application (— ChatbotApp) de-
signed to (1) collect text/speech natural language data as the result of a smart
conversational process (— Request-Message) through the integration of a chat
application interface, and (2) collect contextual data based on the user interac-
tion with the applications portfolio and the mobile device (— Context-Data).
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Fig. 2. The architecture of the proposed framework.

Chatbot module. We define the chatbot module as a machine learning soft-
ware system responsible for processing natural language information (— Request-
Message) to extract interpretable knowledge from explicit user feedback. The
technological core of this service (— ChatBotService) is the Natural Language
Understanding (NLU) component (—NLUEngine), which is responsible for pro-
cessing natural language data using previously-trained machine/deep learning
models. The output of this NLU is two-fold: (1) the user intentions with respect
to the applications portfolio to achieve their goals (—RM-Intent); and (2) the
concepts or entities (i.e., applications, features and qualities) these intentions
refer to, which require from these adaptations (—RM-Entity).

These intents and entities feed a response generation algorithm, which gen-
erates a response object (— Response) composed by (1) a natural language re-
sponse message (— Response-Message) which is sent back to the user mobile
device through the chat application interface, and (2) a set of intent-entity (IE)
pairs which relate specific intents with the entities they refer to (— Response-IE).

User-profiling module. We define the user-profiling module as a machine
learning software system responsible for integrating implicit (— Context-Data)
and explicit (— Response-IE) user feedback to learn and predict user configu-
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ration models (— User-Configuration), which depict a set of parameterized fea-
tures and qualities of the user applications portfolio. To compute this configura-
tion, the user-profiling service (— UserProfilingService) integrates user feedback
with additional data including historic interaction with the mobile applications
portfolio and user profile information (— User-Data), which is persisted in the
system (— UserRepository). User feedback and context data are combined to
compute a set of structured, deterministic characteristics or metrics (— User-
Characteristics). These characteristics are the input of a constantly-evolved user
classifier (— UserClassifier) which uses machine/deep learning models to apply
user categorization techniques to predict and learn about user profiles. To ad-
dress the challenge of evaluating the performance of the chatbot and the user-
profiling modules, we suggest the combination of a preliminary generalization
stage using open-source, task-oriented dialogue data-sets and a fine-tuning stage
using a supervised, domain-specific data-set related to the applications portfolio.
The user-profiling service must include a rule-based approach to determine
whether newly computed configurations need from further feedback from the
user. This feedback is mandatory to apply critical changes which require from
explicit user confirmation (e.g. installing a new application) or from missing
knowledge (e.g. uncertainties about a feature). Consequently, user configura-
tions might be sent back to the chatbot service to require this feedback, or they
might be sent to the enactment module to apply the adaptation mechanisms.

Enactment module. We define the enactment module as a traditional software
system implementing a service (— EnactmentService) responsible for transform-
ing new user configurations of features and qualities to specific adaptation mech-
anisms or enactment actions (— Enactment-Action) to be executed in the user
applications portfolio. These actions are eligible through a set of pre-defined
adaptation or action plans stored in the system (— EnactmentRepository). The
service inputs and processes the user configurations predicted by the user-profiling
module and retrieves which action plans are required to achieve this new configu-
ration. Each action plan is transformed into this set of enactment actions, which
are sent to the user device, closing the end-to-end workflow of the framework.

4 Case-study: The Mozilla Foundation

The Mozilla Foundation® is a community open source project founded in 1998.
Its market-based work, the Mozilla Corporation, is responsible for developing
a portfolio of open-source tools for web access and navigation (e.g. the Mozilla
Firefox web browser) and a set of open-source mobile applications, including:

— FirefoxDaylight. Native Android application of the Firefox web browser.

— FirefoxFocus. Private browser for anonymous web navigation.

— FirefoxNightly. Developmental channel for users to test new features and
provide feedback before publishing them to the stable releases.

3 https://foundation.mozilla.org/en /who-we-are/
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Firefox implements an Enhanced Tracking Protection (ETP) feature* which
allows enabling/disabling web trackers according to the user preferences. This
feature allows 4 different configurations: disabled, standard (blocks all track-
ers except content tracking), strict (blocks all trackers) and personalized (cus-
tomized manually by the user). By default, ETP is set to standard.

In this context, we depict three proof-of-concept scenarios to demonstrate
how the adaptation mechanisms described in Section 3.1 can be integrated into
the framework proposal depicted in Section 3.2. We identify two different users:
Alice, a new user in the Mozilla context who has recently added FirefoxDaylight
to her device; and Bob, a user with long experience with the Firefox suite.

Scenario A - Adaptation of features and qualities. The user-profiling
module detects an uncertainty regarding Alice’s security-related characteris-
tics.The chatbot module sends a message to Alice’s chatbot client app asking
her about her security and personal data sharing concerns. Alice makes explicit
her reluctance to share any personal data with unknown entities. The chatbot
module processes this information and redirects the associated IEs to the user-
profiling module, which updates Alice’s persistent data, generating a new user
configuration for Alice where the ETP feature in FirefoxDaylight is set to strict.
Consequently, an enactment action is sent to Alice’s device to apply this change.

Scenario B - Update of users applications portfolio. The user-profiling
module updates the classifier models and categorizes Alice under a profile of
security-concerned users like Bob. Unlike Alice, Bob has additional applications
from the Mozilla portfolio, including the FirefoxFocus anonymous browser. The
chatbot module generates a message to inform Alice about this application which
might be suitable for users like her. After responding with an explicit confirma-
tion, a new adaptation mechanism is triggered to send a new enactment action
to install this application in Alice’s device, and her user profile information is
updated according to this change in her applications portfolio.

Scenario C - Customization through user segmentation. Mozilla has
published a new functionality F' into the FirefoxNightly app to be evaluated by
users. After a few weeks of evaluation, the user-profiling module detects that
users like Bob have successfully integrated F' into their web navigation experi-
ence. On the other hand, users like Alice either have reported negative feedback
about I or they have not used it at all. Consequently, Mozilla launches a seg-
mented update of FirefoxDaylight including this new functionality, which will
only be available for the sub-set of users categorized under Bob’s profile.

These scenarios illustrate our framework as a holistic approach to adapt
the Mozilla applications portfolio to their users by simplifying the interaction

4 https://support.mozilla.org/en-US/kb/enhanced-tracking-protection-firefox-
android
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required from them. The approach benefits from implicit and explicit feedback to
learn about users and adapt their applications towards a better user experience.

5 Future work and conclusions

Further research should be primarily devoted to the following tasks:

— Extend the scope of the depicted adaptation mechanisms that can be inte-
grated into the proposed framework (e.g., software evolution).

— Review challenges from the chatbot domain, with emphasis on (1) analysing
sociolinguistic features to increase user engagement and acceptance, and
(2) comparing different strategies concerning the integration of a general-
purpose NLU Engine with a fine-tuning process for task-specific purposes.

— Design and execute feature extraction techniques to identify relevant user
characteristics for an accurate categorization in the context of this research.

— Design a domain-specific language to describe the mapping between user
characteristics, user configurations, action plans and enactment actions.

— Research, discuss and elaborate on data collection and data management
challenges for the development of the chatbot module and the user-profiling
module, as well as for training, testing and evaluating the framework.

Our proposal aims at assisting users to achieve their goals through advanced
feedback collection and analysis techniques. Among these, integrating a smart
conversational process into the user’s device and using machine/deep learning
model for user categorization and segmentation are fundamental to guarantee
the novelty of the solution. The scenarios of the Mozilla case-study give a glance
at the potential application of our framework to real business cases. Ultimately,
these preliminary results lay the groundwork for future research regarding state-
of-the-art analysis and initial proof-of-concept development tasks towards a bet-
ter user experience in mobile software ecosystems.
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