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Abstract. We construct the first authenticated key exchange protocols that achieve tight
security in the standard model. Previous works either relied on techniques that seem to
inherently require a random oracle, or achieved only “Multi-Bit-Guess” security, which is
not known to compose tightly, for instance, to build a secure channel.

Our constructions are generic, based on digital signatures and key encapsulation mech-
anisms (KEMs). The main technical challenges we resolve is to determine suitable KEM
security notions which on the one hand are strong enough to yield tight security, but at
the same time weak enough to be efficiently instantiable in the standard model, based on
standard techniques such as universal hash proof systems.

Digital signature schemes with tight multi-user security in presence of adaptive corruptions
are a central building block, which is used in all known constructions of tightly-secure AKE
with full forward security. We identify a subtle gap in the security proof of the only previously
known efficient standard model scheme by Bader et al. (TCC 2015). We develop a new
variant, which yields the currently most efficient signature scheme that achieves this strong
security notion without random oracles and based on standard hardness assumptions.
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1 Introduction

A tight security proof establishes a close relation between the security of a cryptosystem and its
underlying building blocks, independent of deployment parameters such as the number of users,
protocol sessions, issued signatures, etc. This enables a theoretically-sound instantiation with
optimal parameters, without the need to compensate a security loss by increasing key lengths or
group sizes.

AKE. Authenticated key exchange (AKE) protocols enable two parties to authenticate each other
and compute a shared session key. In comparison to many other cryptographic primitives, standard
security models for AKE are extremely complex. Following the approach of Bellare-Rogaway [5]
and Canetti-Krawczyk [7], a very strong active adversary is considered, which essentially “carries”
all protocol messages between parties running the protocol and thus is able to modify, replace,
replay, drop, or inject arbitrary messages. Furthermore, the adversary may adaptively corrupt
parties and reveal session keys while adaptively choosing which session(s) to “attack”.

Achieving security in such a strong and complex model gives very strong security guarantees,
but it also makes tightness particularly difficult to achieve. Indeed, most security proofs of AKE
protocols are extremely lossy, often even with a quadratic security loss in the total number of
sessions established over the entire lifetime of the protocol. Considering for instance the huge
number of TLS connections per day in practice, this loss may be too large to compensate in practice
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because the resulting increase of deployment parameters would incur an intolerable performance
overhead. Hence, such protocols could not be instantiated in a theoretically-sound way.

Therefore tight security of AKE protocols is a well-established research area, with several
known constructions [2, 22, 31, 25, 15, 13]. As recently pointed out by Jager et al. [25], some of
these constructions [2, 22, 31] consider a “Multi-Bit-Guess” (MBG) security experiment, which
is not known to compose tightly with primitives that apply the shared session key, e.g., to build
a secure channel. The standard and well established security notion in the context of multiple
challenges is “Single-Bit Guess” (SBG) security. Unfortunately, the only known constructions in
the SBG model [25, 15, 13] apply proof techniques that seem to inherently require the random
oracle model [4]. For instance, [25] is based on non-committing encryption, which is known to be
not instantiable without random oracles [35], whereas [15, 13] use a similar approach based on
adaptive reprogramming of the random oracle.

Currently, there exists no AKE protocol which achieves tight security in a standard (SBG)
AKE security model, with a security proof in the standard model, without random oracles, not
even an impractical one.

D1GITAL SIGNATURES. Digital signatures are a foundational cryptographic primitive and often
used to build AKE protocols. All known tightly-secure AKE protocols with full forward security [2,
22,15, 13, 31, 25] are based on signatures that provide tight existential unforgeability under chosen-
message attacks (EUF-CMA), but in a multi-user setting and in the presence of an adversary that
may adaptively corrupt users to obtain their secret keys (MU-EUF-CMA®™ security [2]). It is easy
to prove that MU-EUF-CMA®"" security is non-tightly implied by standard EUF-CMA security,
but with a linear security loss in the number of users.

The construction of a tightly MU-EUF-CMA™ secure signature scheme has to overcome the
following, seemingly paradoxical technical problem. On the one hand, the reduction must be able
to output user secret keys to the adversary, to respond to adaptive secret key corruption queries.
However, it cannot apply a guessing argument, as this would incur a tightness loss. Therefore it
is forced to “know” the secret keys of all users. On the other hand, it must be able to extract a
solution to a computationally hard problem from a forgery produced by an adversary. This seems
to be in conflict with the fact that the reduction has to know secret keys for all users, as knowledge
of the secret key should enable the reduction to compute a “forged” signature by itself, without
the adversary. In fact, tight multi-user security is known to be impossible for many signature
schemes, for example when the public key uniquely defines the matching secret key [3].

Several previous works have developed techniques to overcome this seeming paradox [1, 2, 22,
14]. Essentially, their approach is to build schemes where secret keys are not uniquely determined
by public parameters, along with a reduction that exploits this to evade the paradox. However,
all currently known constructions either use the random oracle model, and therefore cannot be
used to build tightly-secure AKE in the standard model, or are based on tree-based signatures [2],
which yields signatures with hundreds of group elements and thus would incur even more overhead
than compensating the security loss with larger parameters. Jumping slightly ahead, we remark
that [2] also describes a pairing-based signature scheme with short constant-size signatures, but
we identify a gap in the security proof. Hence, currently there is no practical signature scheme
which achieves tight security in the multi-user setting with adaptive corruptions.

1.1 Contributions

Summarizing the previous paragraphs, we can formulate the following natural questions related
to AKE and signatures:

Do there exist efficient AKEs and signature schemes with tight multi-user security in the
standard model?

TIGHTLY-SECURE SIGNATURES. We identify a subtle gap in the MU-EUF-CMA®°" security proof
of the scheme from [2] with constant-size signatures (namely, SIGc in [2, Section 2.3]). We did not
find a way to close this gap and therefore develop a new variant of this scheme and prove tight
MU-EUF-CMA®" security in the standard model. More precisely, SIG¢ follows the blueprint of the
Blazy-Kiltz-Pan (BKP) identity-based encryption scheme [6], and transforms an algebraic message
authentication code (MAC) scheme into a signature scheme with pairings. If the MAC is tightly-
secure in a model with adaptive corruptions, so is the signature scheme. We notice, however, that
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Fig. 1. The two-message protocol AKEsmsg using the “KEM + 2 x SIG” approach and the three-message
state

protocols AKEsmsg (including the red parts) and AKESgg (including the red and gray parts) using the
“Nonce + KEM + 2 x SIG” approach. (AKEjae additionally uses a symmetric encryption scheme SE.)

their MAC does not achieve tight security with adaptive corruptions since the corruption queries
leak too much secret information to the adversary.

To overcome this issue, we borrow recent techniques from tightly-secure hierarchical identity-
based encryption schemes [28, 29] to construct a new MAC scheme that can be proven tightly
secure under adaptive corruptions. Our construction is based on pairings and general random
self-reducible matrix Diffie-Hellman (MDDH) assumptions [18]. When instantiated based on the
Dr-MDDH assumption (e.g., k-Lin), a signature consists of 4k +1 group elements. That is 5 group
elements for kK = 1 (SXDH). This yields the first tightly MU-EUF-CM A" -secure signature in the
standard model with practical efficiency.

We remark that our new signature scheme circumvents known impossibility results for signa-
tures and MACs [3, 32], since these apply only to schemes with re-randomizable signatures or
re-randomizable secret keys [3], or deterministic schemes [32]. Our construction is probabilistic
and not efficiently re-randomizable in the sense of [3].”

TIGHTLY-SECURE AKE IN THE STANDARD MODEL. The classical “key encapsulation plus digital
signatures” (KEM + 2 x SIG) paradigm to construct AKE protocols gives rise to efficient protocols
and is the basis of many constructions, e.g., [7, 11, 22, 15, 13, 31, 25]. To establish a session
key, two parties Alice and Bob proceed as follows (cf. Figure 1). Alice generates an ephemeral
KEM key pair (pAk, sAk:) and sends the signed public key to Bob. Bob then uses this public key
to encapsulate a session key, signs the ciphertext, and sends it back to Alice. Alice then obtains
the session key K by decapsulating with the KEM secret key. For example, one can view the
classical “signed Diffie-Hellman” as a specific instantiation of this paradigm, by considering the
Diffie-Hellman protocol as the ElGamal KEM.

Our approach to construct efficient AKE protocols with tight security is based on this KEM +
2 x SIG paradigm. Given a tightly MU-EUF-CMA®'™ secure signature scheme, it remains to de-
termine suitable security notions for the underlying KEM, which finds a balance between two
properties. The security notion must be strong enough to enable a tight security proof in presence
of adaptive session key reveals and possibly even state reveals. At the same time, it must be weak
enough to be achievable in the standard model. We now sketch the construction of our three AKE
protocols along with the corresponding KEM security notions, see also Figure 2. In terms of AKE
security, we consider a generic and versatile security model which provides strong properties, such
as full forward security and key-compromise impersonation (KCI) security. “Partnering” of ora-
cles is defined based on original key partnering [30]. The model is defined in pseudocode to avoid
ambiguity.

— Our first result is a new tight security proof for the two-message protocol AKEsmsg, which
follows the KEM+2 x SIG paradigm. AKEpmsg is exactly the LLGW protocol [31] and the main
technical difficulty is to adopt the LLGW proof strategy from the “Multi-Bit-Guess” to the
standard “Single-Bit-Guess” setting. This requires significant modifications to the proof out-
line and the underlying KEM security definition. Our new proof relies on Multi-User/Challenge
one-time CCA (MUC-otCCA) security for KEMs, allowing the adversary to ask many chal-
lenge queries but only one decapsulation query per user. Even though this is a slightly weaker

7 Our signatures are only re-randomizable over all strings output by the signing algorithm. The impos-
sibility result from [3] requires uniform re-randomizability over all strings accepted by the verification
algorithm, which does not hold for our scheme.
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Fig.2. Schematic overview of our AKE constructions.

version of the standard Multi-User/Challenge CCA (MUC-CCA) security notion for KEMs
(allowing for unbounded decapsulation queries [20]), the most efficient instantiations we could
find are the MUC-CCA-secure schemes with tight security from [20, 21, 24].%

— Our second result is a three-message protocol AKEzmsg resisting replay attacks, which extends
the KEM 42 x SIG protocol AKEoms; with an additional nonce sent at the beginning of the pro-
tocol (“Nonce+KEM+2 x SIG”). For our security proof we require the KEM security notion of
Multi-User Single-Challenge one-time CCA (MUSC-otCCA) security, allowing the adversary
to ask only one challenge and one decapsulation query per user. This notion is considerably
weaker than MUC-otCCA security and it is achievable from any universal, hash proof sys-
tem [10]. (For example, based on a standard assumption such as Matrix DDH (MDDH) [18]
which yields highly efficient KEMs.)

— Our third result is a three-message protocol AKE3a: , which extends the Nonce+KEM+2x SIG
protocol AKEzmsg by encrypting the state with a symmetric encryption (SE) scheme. AKE%tnitsz
has tight security in a very strong model that even allows the adversary to obtain session states
of oracles [7]. The fact that the reduction must be able to respond to adaptive queries for session
states by an adversary makes it significantly more difficult to achieve tight security. Our key
technical contribution is a new “Multi-User SIMulatability” (e-MU-SIM) security notion for
KEMs, which we also show to be tightly achievable by universal, hash proof systems. We
stress that the reduction to the security of the symmetric encryption scheme is the only part
of the security proof which is not tight. We tolerate this, since compensating a security loss
for symmetric encryption incurs significantly less performance penalty than for public key
primitives.”

Note that our AKE3ysg and AKE;tnitseg use nonce to resist replay attacks and admit KEM security
with one challenge per user. This can also be achieved generically by assuming synchronized coun-
ters between parties, following the approach of [31]. Consequently, we can also use counter instead

of nonce in AKEsmg and AKE3Rc, and obtain two two-message counter-based AKE protocols

state

which have the same efficiency and security as AKEzmsg and AKE3

respectively.

INSTANTIATIONS. Table 1 gives example instantiations of our protocols from universaly hash proof
systems from the MDDH assumption and compares them to known protocols. The protocols
BHJKL [2] and LLGW [31] only offer tight security in the MBG model which implies security in
our standard SBG model with a loss of T, the number of test queries [25]. For more details on
our instantiations we refer to Section 7. Note that there are other works which study AKE in
the standard model (e.g., [19, 26]). However, they do not focus on tightness and have a quadratic
security loss.

TECHNICAL APPROACH TO AKE. In the following, we give a brief overview of our technical
approach to tight security under our SBG-type security definition and show how our protocols
prevent replay attacks and support state reveals.

8 We are aware of the generic constructions of bounded-CCA secure KEMs from CPA-secure KEMs [9],
but they do not seem to offer tight security in a multi-challenge setting.

% For instance, openssl speed aes shows that AES-256 is only about 1.5 times slower than AES-128
on a standard laptop computer. Given that the cost of symmetric key operations is already small in
comparison to the public key operations, we consider this as negligible.



Table 1. Comparison of standard model AKE protocols with full forward security, where T refers to the
number of test queries. Protocols AKE@t,ﬂtseg and AKEamsg refer to our protocols given in Fig. 1, instantiated
from Di-MDDH. The column Communication counts the communication complexity of the protocols
in terms of the number of group elements, exponents and nonces, where we instantiate all protocols with
our new signature scheme from Subsection 6.3. The column Security Loss lists the security loss of the

reduction in the “Single-Bit-Guess” (SBG) model, ignoring all symmetric bounds.
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To obtain an AKE protocol with a tight security reduction in the KEM+ 2 x SIG framework, we
rely on the tight MU-EUF-CMA®"™ security of the signature scheme to guarantee authentication
and deal with corruptions, and on the tight MUC-CCA security of KEM to deal with session
key reveals. To this end, recall that the SBG-style security game for MUC-CCA security allows
multiple encapsulation and decapsulation queries per user, but considers only a single challenge
bit. At the same time, observe that the reduction algorithm can always use the challenge key
(which is either the real encapsulated key or a random key) as the session key of the simulated
AKE protocol. In combination, these observations immediately lead to a tight security proof for
AKEzmsg. We remark that AKEymsg can also be proved secure under an even weaker security notion
for KEM, namely MUC-otCCA, which allows only one decapsulation query per user. This assumes
that parties choose to “close” a session once this session accepts or rejects. In this way we can
guarantee that the adversary has only a single opportunity to submit a ciphertext per pAk.

To prevent replay attacks we make use of an exchange of nonces resulting in protocol AKEzmsg.
As a byproduct of using nonces (in combination with the signature scheme), we can now guarantee
that the adversary cannot replay any message anymore. This includes pAk:, and thus we can ensure
that the simulator only needs to respond to one encapsulation query per pk in the security game.
In this way we can further weaken the security requirement that we need from the KEM to
MUSC-otCCA.

Now, to support state reveals, we use a symmetric encryption scheme SE that is used to encrypt
the ephemeral secret key sk of each session, similar to [25]. More concretely, we require that the
state is computed as st = SE.E(s, sAk), where s is the secret key of SE that is made part of the
long-term secret key. This modification yields protocol AKE;t:éZ. Having introduced such a state,
we now also consider a security model that allows the adversary to issue state reveal queries to
obtain the state st. But now the reduction to the MUSC-ot CCA security of the KEM cannot work
as before, since the reduction algorithm cannot output SE.E(s, sk) to the adversary. A natural
way to address this problem is to make use of the security of SE, and make the reduction change
the state to an encryption of some dummy random key r , i.e., st = SE.E(s,r). However, now
the SE reduction algorithm is faced with a critical decision: If the adversary asks a state reveal
query, should the reduction output st = SE.E(s, sAk) or st = SE.E(s, r)? It seems that both choices
are problematic. If the reduction responds with the encryption of KEM secret key sk, then the
reduction to the KEM will fail in case the adversary asks a test query. If on the other hand the
reduction outputs an encryption of a dummy random key, then the reduction will fail in case the
adversary queries the secret key via a corrupt query. To solve this problem, the existing approaches
rely on a non-committing symmetric encryption scheme that is proven secure in the random oracle

model [25].

To obtain a tight security supporting state reveals in the standard model, we enhance the
MUSC-0tCCA security of KEM to our new e-MU-SIM-security, so that a symmetric encryption
scheme SE with comparatively weak security guarantees suffices. The idea is to rely on a security
notion for the symmetric encryption scheme that is as weak as possible while still being able to



compensate for this via a stronger KEM. Somewhat surprisingly, our proof shows that when relying
on an e-MU-SIM-secure KEM, we only need to require IND-mRPA security (indistinguishability
against random plaintext attacks) from SE. Such a symmetric encryption scheme can be easily
instantiated using any weakly secure (deterministic) encryption scheme like as AES or even using
a weak PRF. Let us now describe e-MU-SIM-secure KEM in slightly more detail. In a nutshell,
an e-MU-SIM-secure KEM provides the reduction with access to an additional encapsulation
algorithm Encap™ that is keyed with the secret key. We have security requirements as follows:

e Computational indistinguishability between Encap and Encap®: We require that the reduction
can switch to using Encap® without the adversary noticing even given the secret key sk of
the KEM. In particular, the resulting indistinguishability notion must tightly reduce to an
underlying security assumption.

e Statistical e-uniformity: When using the alternative encapsulation mechanism Encap®, we re-
quire that the encapsulated key in the challenge ciphertext ¢* will be indistinguishable from
random with statistical distance e (even if a decapsulation of some distinct ciphertext ¢ # ¢*
of its choice is given). This is particularly useful when aiming at tight security reductions.

e Since we want to apply e-MU-SIM-secure KEMs in a protocol setting with multiple parties,
security must in general hold in a multi-user setting.

Fortunately, such a KEM can be instantiated from universaly hash proof systems (HPS). In par-
ticular, we show that the e-MU-SIM-security is implied by the hardness of subset membership
problems and the universals-property of HPS.

Our new e-MU-SIM-secure KEM now allows us to avoid the above mentioned decision when
dealing with state reveals and in this way opens a new avenue towards a tight security reduction.
To this end, we use a novel strategy in our security proof.

1. We first switch from using Encap to Encap®. By the security properties of our KEM, the
adversary cannot notice this, even given sk.

2. Next, we replace the session keys of tested sessions with random keys — one user at a time.
We apply a hybrid argument over all users. In the 7n-th hybrid (n = 1, ..., u with p being the
number of users), we replace the test session keys related to the 7-th user with random keys.
We can show that this is not recognizable by the adversary since the key K* generated by
Encap® is statistically close to uniform even if the adversary gets to see another key for a
ciphertext of its choice. We distinguish the following cases.

Case 1: The adversary corrupts the n-th user. For each session related to this user, the
adversary can either reveal the session state or test this session, but not both. If the
adversary reveals the state, we do not have to replace the session key at all, so the change
is in fact only a conceptual one. If the session is tested, the adversary does not know the
state SE.E(s, s?c) and thus we can replace the session key by exploiting the e-uniformity of
Encap®.

Case 2: The adversary does not corrupt the n-th user. In this case, we rely on the IND-mRPA
security of SE and replace sk in the encrypted state with a random dummy key for this
user. Then, we can use e-uniformity to replace all tested keys for that user with random
keys, as the state does not contain any information about sk. After that, we have to switch
back to using the original state encryption mechanism and encrypt the real secret key sk,
getting ready for the next hybrid.

After pu hybrids, we change all tested keys to random. At this point the adversary has no

advantage in the security game.

Overall, this security proof loses a factor of 2u — but only when reducing to the IND-mRPA
security of the symmetric encryption scheme. All other steps of the proof feature tight security
reductions.

2 Preliminaries

Let () denote an empty string. If x is defined by ¥ or the value of y is assigned to x, we write z := y.
For p € N, define [u] := {1,2, ..., u}. Denote by z <—s X the procedure of sampling x from set X
uniformly at random. If D is distribution, z < D means that x is sampled according to D. All
our algorithms are probabilistic unless states otherwise. We use y <—s A(x) to define the random



variable y obtained by executing algorithm A on input . We use y € A(z) to indicate that y lies
in the support of A(z). If A is deterministic we write y < A(x). We also use y + A(z;r) to make
the random coins 7 used in the probabilistic computation explicit. Denote by T(.A) the running
time of A. For two distributions X and Y, the statistical distance between them is defined by
A(X;Y) == 33 |Pr[X = 2] — Pr[Y = z]|, and conditioned on Z = z, the statistical distance
between X and Y is denoted by A(X;Y|Z = z). For 0 < e <1, X and Y are said to be e-close,
denoted by X ~. Y, if A(X;Y) <e.

Definition 1 (Collision-resistant hash functions). A family of hash functions H is collision
resistant if for any adversary A,

Adv%(A) = Pr[:z:1 7é To N\ H(l‘l) = H(l‘g)|(1‘1,1‘2) s A(H), H s 7‘[]

2.1 Digital Signature

Definition 2 (SIG). A signature (SIG) scheme SIG = (SIG.Setup, SIG.Gen, Sign, Ver) is defined
by the following four algorithms.

— SIG.Setup: The setup algorithm outputs a public parameter ppgg, which defines a message
space M, a signature space X, and verification key & signing key spaces VK x SK.

— SIG.Gen(ppsg): The key generation algorithm takes as input ppgg and outputs a pair of keys
(vk, ssk) € VK x SK.

— Sign(ssk,m): Taking as input a signing key ssk and a message m € M, the signing algorithm
outputs a signature o € X.

— Ver(vk,m,o): Taking as input a verification key vk, a message m and a signature o, the
deterministic verification algorithm outputs a bit indicating whether o is a valid signature for
m w.r.t. vk.

We require that for all ppg,c € SIG.Setup, (vk, ssk) € SIG.Gen(ppgg), we have Ver(vk, m, Sign(ssk,
m)) = 1.

Below we present the security notion of existential unforgeability with adaptive corruptions in
the multi-user setting (MU-EUF-CMA™) for SIG, which was originally defined in [2].

Definition 3 (MU-EUF-CMA®" Security for SIG). To a signature scheme SIG, the num-
ber of users p € N, and an adversary A we associate the advantage function Advgc " (A) =

mu-corr

Pr[Expgic ra = 1], where Expgig i,y is defined in Figure 3.

mu-corr
EXPSIG,M,A' Osion (i, m):
PPsig < SIG.Setup o < Sign(ssk;,m)
For i € [p]: (vki, sski) <—s SIG.Gen(ppgc); M; == M; U {m}
M;:=@ JRecord messages from signing queries Return o
S =0 //Record corruption queries
(i*,m*, 0" s AOSAGN(‘,»)vOCOIm(')(ppSIG7 VKList := {'Ukz}ie[u]) Ocone(4):
SCOYI' = SCOI’I’ U {Z}

If (iF ¢ S©") A (m* ¢ M) A (Ver(vki«,m",0") = 1): Return 1
Else: Return 0

Return ssk;

Fig. 3. The MU-EUF-CMA®" security experiment Expgic 5y for SIG.

2.2 Symmetric Encryption

Definition 4 (SE). A symmetric encryption (SE) scheme SE = (E,D) is associated with a key
space IC, a plaintext space M and a ciphertext space C. It is defined by the following two algorithms.

— E(k,m): Taking as input a symmetric key k € K and a plaintext m € M, the encryption
algorithm outputs a ciphertext c € C.

— D(k,c¢): Taking as input a symmetric key k € K and a ciphertext ¢ € C, the decryption
algorithm outputs a plaintext m € M.



We require that for all k € IC, all m € M, we have D(k,E(k, m)) = m.

Below we define the indistinguishability against multi-challenge Random Plaintext Attacks
(IND-mRPA security) for SE, which asks indistinguishability of encryptions of random plaintexts
and encryptions of dummy (random) plaintexts.

Definition 5 (IND-mRPA Security for SE). To a symmetric encryption scheme SE, the

number of users p € N, and an adversary A we associate the advantage function

AV (A) = [Pr [A({mi, el bieg) = 1] = Pr [A({mi, eV bie) = 1]

9

where k s IC, m;,r; s M, Cgo) «—s E(k,m;) and cgl) s E(k,r;) for Vi € [u].

Remark 1. We note that IND-mRPA is weaker than the traditional IND-CPA (indistinguishability
against Chosen Plaintext attacks) security notion. In particular, IND-mRPA is achievable by
deterministic SEs, while IND-CPA necessarily requires a probabilistic encryption. Consequently,

IND-mRPA secure SE admits more practical instantiations. For example, a PRF or even a weak
PRF [34] itself is an IND-mRPA secure SE.

3 Security Notions for KEMs

In the section, we present definitions of Key Encapsulation Mechanism (KEM) and its security
notions.

Definition 6 (KEM). A key encapsulation mechanism (KEM) scheme KEM = (KEM.Setup,
KEM.Gen, Encap, Decap) consists of four algorithms:

— KEM.Setup: The setup algorithm outputs public parameters ppxpm, which determine an en-
capsulation key space IC, public key & secret key spaces PK x SK, and a ciphertext space
CT.

— KEM.Gen(ppkem): Taking ppxem as input, the key generation algorithm outputs a pair of public
key and secret key (pk,sk) € PK x SK. W.lo.g., we assume that KEM.Gen first samples
sk <s SKC uniformly, and then computes pk from sk deterministically via a polynomial-time
algorithm KEM.PK, i.e., pk := KEM.PK(sk). This is reasonable since we can always take the
randomness used by KEM.Gen as the secret key.

— Encap(pk): Taking pk as input, the encapsulation algorithm outputs a pair of ciphertext ¢ € CT
and encapsulated key K € K.

— Decap(sk,c): Taking as input sk and c, the deterministic decapsulation algorithm outputs
KekuU{l}.

We require that for all ppxem € KEM.Setup, (pk, sk) € KEM.Gen(ppkem), (¢, K) € Encap(pk), it

holds that Decap(sk,c) = K.

We define two security notions for KEMs, the first one in the Multi-User/Challenge (MUC) setting,
the second one in the Multi-User and Single Challenge (MUSC) setting. Both notions only allow
for one single decapsulation query per user.

Definition 7 (MUC-0tCCA /MUSC-0otCCA Security for KEM). To KEM, the number
of users p € N, and an adversary A we associate the advantage functions Adviggmon " (A) =
| Pr[ExpRencei = 1] —3| and Advien 7°?(A) := | PrExpRen o = 1] —3|, where the experi-
ments are defined in Figure /.

Below we recall the definition of the diversity property from [31].

Definition 8 (y-Diversity of KEM). A KEM scheme KEM is called ~y-diverse if for all
pPPkem € KEM.Setup, it holds that

Pr (pk, sk) <—s KEM.Gen(ppkem);
r, 17’ s R; (¢, K) < Encap(pk;r); (¢, K') < Encap(pk;r’)

Pr (pk, sk) <—s KEM.Gen(ppkem); (D', sk’) <—s KEM.Gen(ppkem);
r <s R; (¢, K) < Encap(pk;r); (¢, K') < Encap(pk’; r)

where R is the randomness space of Encap. If v = log ||, then KEM is perfectly diverse.

:K:K'} <277,

:K—K'} <277



EXP?EKAOLCC} , Exp?;ﬁﬁﬂfﬁ . O o (0): //at most once per user %
(¢, K) <—s Encap(pk;)

EncList := EncList U {(¢,¢)}

Ko:=K; K1 s K

Return (¢, K3p)

pPPrem s KEM.Setup
For i € [u]: (pks, ski) <—s KEM.Gen(ppyem)
EncList := @ j/Records the encapsulation queries

b +s {0,1} //Single challenge bit

PKList := {pki}ic Obgecar(i,¢'): // at most once per user i
, Decapi?, € ):

b s AOF]I\'F\F(’)VOUIJ('M'('V‘)(ppKEM’ PKList) If (i,c’) ¢ EnclList:

Return K’ «+ Decap(ski,c’)

Ifb =b: t 1; Else: t
Return 1; se: Return 0 Else: Return |

Fig. 4. The MUC-otCCA security experiment Expggy 4 and the MUSC-otCCA security experiment
Exp&‘,‘z‘s,\jjztfja of KEM, where in the latter the adversary can query the encapsulation oracle only once for

each user.

We also propose a new security notion for KEMs called e-MU-SIM (e-multi-user simulatable)
security. Jumping ahead, e-MU-SIM secure KEMs will serve as the main building block in our
generic AKE construction with state reveal later. We present the formal definition of e-MU-SIM
security (Definition 9) and in Subsection 7.2, we present simple constructions of e-MU-SIM secure
KEMs from universal,-HPS.

Informally, e-MU-SIM security requires that there exists a simulated encapsulation algorithm
Encap®(sk) which returns simulated ciphertext/key pairs (c*, K*) satisfying the following two
properties. Firstly, they should be computationally indistinguishable from real ciphertext/key
pairs. Secondly, given ¢* and an arbitrary single decryption query, the simulated key K* should
be e-close to uniform.

Definition 9 (e-MU-SIM Security for KEM). We require that there exists a simulated en-
capsulation algorithm Encap®(sk) which takes the secret key sk as input, and outputs a pair of
stmulated ¢* € CT and simulated K* € K. For e-uniformity we require that for any (unbounded)
adversary A, it holds that

| Prlc<s A(pk,c*, K*) : c# c* AN A(pk,c*, K*, Decap(sk, c)) = 1] )
— Prlc s A(pk,c*,R) : c¢#c" A A(pk,c*, R, Decap(sk, c)) = 1] | <,
where the probability is over ppxem s KEM.Setup, (pk,sk) <—s KEM.Gen(ppkem), (¢*, K*) s
Encap*(sk), R <s K and the internal randomness of A.
Furthermore, to KEM, a simulated encapsulation algorithm Encap®, an adversary A, and p € N
we associate the advantage function AdVREN Encaps 1 (A) =
‘PI‘ {A({pk“ Sk‘i, C(»O), Ki(o) }ie[u]) = 1} — Pr [.A({pkz, Ski, Cgl), Kz‘(l)}ie[u]) = 1}

k3

, (2)
where ppxem s KEM.Setup, (pk;, sk;) <—s KEM.Gen(ppkem); (CEO),KZ-(O)) +s Encap(pk;), and (cz(-l)7
KZ.(l)) +s Encap™(sk;) for Vi € [u].

Note that e-MU-SIM security tightly implies MUSC-otCCA"™4c" security which is a stronger
variant of MUSC-otCCA security supporting key reveal and user corrupt queries. Reveal and
corrupt queries can be tolerated since in the security experiment (2), adversary .4 also obtains
secret keys sk, ..., sk,. By (1) one can see that one single decapsulation query is supported. In
particular, e-MU-SIM security tightly implies MUSC-otCCA security. In Section 7 we will define
universals hash proof systems and show how they imply e-MU-SIM secure KEMs.

4 Authenticated Key Exchange

4.1 Definition of Authenticated Key Exchange

Definition 10 (AKE). An authenticated key exchange (AKE) scheme AKE = (AKE.Setup,
AKE.Gen, AKE.Protocol) consists of two probabilistic algorithms and an interactive protocol.

— AKE.Setup: The setup algorithm outputs the public parameter ppae-



— AKE.Gen(ppae, P;): The generation algorithm takes as input ppaxe and a party P;, and out-
puts a key pair (pk;, sk;).

— AKE.Protocol(P;(res;) = Pj(res;)): The protocol involves two parties P; and P;, who have ac-
cess to their own resources, res; := (sk;, ppake, {Pku fucly)) and res; := (skj, ppae; {Pku buefu));
respectively. Here 1 is the total number of users. After execution, P; outputs a flag ¥; €
{0, accept,reject}, and a session key k; (k; might be the empty string 0), and P; outputs
(@, k) similarly.

Correctness of AKE. For any distinct and honest parties P; and P;, they share the same session
key after the execution of AKE.Protocol(P;(res;) = Pj(res;)), i.e., ¥; = ¥; = accept, k; = k; # (.

4.2 Security Model of AKE

We will adapt the security model formalized by [2, 30, 22], which in turn followed the model
proposed by Bellare and Rogaway [5]. We also include replay attacks [31] and multiple test queries
with respect to the same random bit [25].

First, we will define oracles and their static variables in the model. Then we describe the
security experiment and the corresponding security notions.

Oracles. Suppose there are at most p users Pp, Ps, ..., P,, and each user will involve at most ¢
instances. P; is formalized by a series of oracles, n}, 72, ..., ¥, Oracle 7 formalizes P;’s execution
of the s-th protocol instance.

Each oracle 7§ has access to P;’s resource res; := (sk;, ppake, PKList := {pky }uepy)). 7 also
has its own variables var{ := (st?, Pid}, k7, 7).

— st?: State information that has to be stored between two rounds in order to execute the
protocol.

— Pid}: The intended communication peer’s identity.

— ki € K: The session key computed by 77. Here K is the session key space. We assume that
0ek.

— ¥ € {0, accept,reject}: ¥F indicates whether 7§ has completed the protocol execution and
accepted k7.

At the beginning, (st, Pid;, kf, ¥7) are initialized to (0,0, 0, 0). We declare that k$ # () if and only
if ¥ = accept.

Security Experiment. To define the security notion of AKE, we first formalize the security
experiment Expakg , » 4 with the help of the oracles defined above. Expakg 0,4 is a game played
between an AKE challenger C and an adversary A. C will simulate the executions of the ¢ protocol
instances for each of the p users with oracles ;. We give a formal description in Figure 5.

Adversary A may copy, delay, erase, replay, and interpolate the messages transmitted in the
network. This is formalized by the query Send to oracle w;. With Send, A can send arbitrary
messages to any oracle 7. Then n; will execute the AKE protocol according to the protocol
specification for P;. The StateReveal(i, s) oracle allows A to reveal 7{’s session state.

We also allow the adversary to observe session keys of its choices. This is reflected by a
SessionKeyReveal query to oracle .

A Corrupt query allows A to corrupt a party P; and get its long-term secret key sk;. With a
RegisterCorrupt query, A can register a new party without public key certification. The public key
is then known to all other users.

We introduce a Test query to formalize the pseudorandomness of k;. Therefore, the challenger
chooses a bit b < {0,1} at the beginning of the experiment. When A issues a Test query for 77,
the oracle will return L if the session key k; is not generated yet. Otherwise, 7] will return & or
a truly random key, depending on b. The task of A is to tell whether the key is the true session
key or a random key. The adversary is allowed to make multiple test queries.

Formally, the queries by A are described as follows.

— Send(i, s, j, msg): If msg = T, it means that A asks oracle 7§ to send the first protocol message
to Pj. Otherwise, A impersonates P; to send message msg to ;. Then 7} executes the AKE
protocol with msg as P; does, computes a message msg’, and updates its own variables varf =
(stf, Pid;, k7, ¥#). The output message msg’ is returned to A.

If Send(4, s, j, msg) is the 7-th query asked by A and 77 changes U7 to accept after that, then
we say that w7 is T-accepted.

10



EXpAKE,;L,Z,A:

pPake < AKE.Setup

For i € [u]:
(Pki, ski) < AKE.Gen(ppage, Pi);
crp; := false

PKList := {pki}icpu); b s {0,1}

For (i,s) € [p] x [€]:
var; = (st], Pid§, k7, @7) := (0,0,0,0);
Aflag; := false /Whether Pid is corrupted when 7} accepts
T7 := false; kRev; := false /| Test, Key Reveal variables
stRev; := false, FirstAcc; := ()
/| State Reveal & First Acceptance variables

b* — AP0 (pp, e, PKList)

//Corruption variable

Winauth := false

Winauh := true, If 3(3, s) € [u] x [{] s.t.

(1) ¥ = accept /7 is T-accepted

(2) Aflag; = false //P; is 7-corrupted with j := Pidj and 7 > 7

(3) (3.1) v (3.2) V (3.3). Let j := Pid;

(3.1) At € [€] s.t. Partner(n; < 7!)

(3.2) 3t e[d, (5, ¢) € [u] x [€] with (4,¢) # (5,1 s.t.
Partner(r «— %) A Partner(mj + Tl']t:)

(3.3)3te[q,@,s) € [u] x [€] with (4,s) # (i, ') s.t.
Partner(w§ < 7%) A Partner(x}, < m%) /Replay attacks

Winng := false
Ifs* =0

Winjng := true; Return 1
Else: Return 0

//Checking whether Partner(n; < %)
If 7 sent the first message and &k = K(mf, 7%) # 0: Return 1

If 7§ received the first message and ki = K(}, 75) # 0: Return 1
Return 0

Partner(m; «— m}):

i (msg, j):

/i executes AKE according to the protocol specification

If Pidj = 0: Pid; :=j

If Pidj = j:
m; receives msg and uses res;,var; to generate the next
message msg’ of AKE, and updates (st{, Pid{, k§, ¥;);
If msg = T: 77 generates the first message msg’ as initiator;
If msg is the last message of AKE: msg’ := 0;
Return msg’

If Pid; # j: Return L

Oaxe(query):

If query=RegisterCorrupt(u, pk.):
If u € [u]: Return L
PKList := PKList U {pk.}
crp, = true

Return PKList

Oake(query):
If query=Send(i, s, j, msg):
If ¥; = accept: Return L
msg’ 77 (msg, j)
If ¥ = accept:
If erp; = true: Aflag] := true;
// Determine whether 7 accepts before its partner
If crp; = false A 3t € [{] s.t. Partner(m} + 7}):
If ¥} # accept:
FlirstAcci := true; Fz'rs[,Accjv := false
If ¥} = accept:
FirstAcc; := false; FirstAccl := true
Return msg’

If query=Corrupt(i):
If ¢ & [u]: Return L
For s € [(]
If FirstAcc; = false A stRev; = true:
If T7 = true: Return L;
If 3t € [€] s.t. Partner(m} « m7):
If ’I}" = true: Return 1;
crp; 1= true
Return sk;

/avoid TA6

Javoid TAT

If query=SessionKeyReveal(i, s):
If ¥ # accept: Return L
If T7 = true: Return L
Let j := Pid;
If 3t € [€] s.t. Partner(m} <> m}):
If Tf = true: Return L
kRev; := true; Return k{

Javoid TA2

Javoid TA4

If query=StateReveal(i, s)
If FirstAcc; = false A crp; = true:
If T} = true: Return L;
Let j := Pid;
If 3t € [(] s.t. Partner(r}  m7):
If T} = true: Return L;
stRev; := true; Return st

/avoid TA6

Javoid TAT

If query=Test(3, s):
If ¥ # accept V Aflag] = true V kRev; = true
V T} = true: Return L Javoid TA1, TA2, TA3
If FirstAccj = false:
If crp; = true A stRev] = true:
Return L
Let j := Pid}
If 3t € [€] s.t. Partner(mj <+ 75) :
If kRev; = trueV T]" = true:
Return L
If 3t € [¢] s.t. Partner(mj « 7}) :
If FirstAcc; = false A crp; = true
A stRevj = true: Return L Javoid TA7T
TS :=true; ko := kJ; k1 <—s K; Return ks

Javoid TA6

/avoid TA4, TA5

replay

Fig. 5. The security experiments Expakg , ¢ 4

EXpAKE,,u,Z,.A

replay, state

(both without red text) and AKE il A

Exp

(with red text). The list of trivial attacks is given in Table 2.
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— Corrupt(i): C reveals party P;’s long-term secret key sk; to A. After corruption, 7}, ..., ¢ will
stop answering any query from .A.
If Corrupt(s) is the 7-th query asked by A, we say that P; is T-corrupted.
If A has never asked Corrupt(i), we say that P; is co-corrupted.

— RegisterCorrupt (4, pk;): It means that A registers a new party P; (i > ). C distributes (P;, pk;)
to all users. In this case, we say that P; is 0-corrupted.

— StateReveal(i, s): The query means that A asks C to reveal 77’s session state. C returns st to
A.

— SessionKeyReveal(i, s): The query means that A asks C to reveal wf’s session key. If &7 #
accept, C returns L. Otherwise, C returns the session key k] of ;.

— Test(i,s): If ¥ # accept, C returns L. Otherwise, C sets kg = kf, samples ky < K, and
returns kp to A. We require that A can ask Test(, s) to each oracle #7 only once.

Informally, the pseudorandomness of k7 asks that any PPT adversary A with access to Test(i, s)
cannot distinguish %] from a uniformly random key. Yet, we have to exclude some trivial attacks.
We will define them later and first introduce partnering.

Definition 11 (Original Key [30]). For two oracles w} and %, the original key, denoted as
K(r?, 775»), is the session key computed by the two peers of the protocol under a passive adversary
2 1s the initiator.

only, where ;

Remark 2. We note that K(x?, 7r§) is determined by the identities of P; and P; and the internal
randomness.

Definition 12 (Partner [30]). Let K(-,-) denote the original key function. We say that an oracle

] s partnered to 71';, denoted as Partner(mf «+ 7T§)3, if one of the following requirements holds:

7

has sent the first message and kj = K(Wfﬂi’;) #0, or
has received the first message and ki = K(wh, w7) # 0.

We write Partner(n} <+ 7%) if Partner(r < 7%) and Partner(r} < 7).

Trivial Attacks. In order to prevent the adversary from trivial attacks, we keep track of the
following variables for each party P; and oracle ;:

— crp;: whether P; is corrupted.

— Aflag: whether the intended partner is corrupted when 77 accepts.

— T7: whether 7] was tested.

— kRev;]: whether the session key ki was revealed.

— stRev;: whether the session state st; was revealed.

— FirstAcc;: whether P; or its partner is the first to accept the key in the session.

Based on that we give a list of trivial attacks TA1-TA7 in Table 2.

Remark 3. We introduced variable FirstAcc to indicate whether the party or its partner is the
first to accept the key. This is used to determine whether the state of an oracle is allowed to be
revealed when the oracle or its partner is tested.

— In general, the session key of the party which accepts the key after its partner (i.e., FirstAcc =
false), by the correctness of AKE, must be identical to its partner’s. Thus, the session key is
fully determined by the state and long-term key of that party (as well as transcripts).

— However, the session key of the party which accepts the key before its partner (i.e., FirstAcc =
true) might involve fresh randomness beyond its state and long-term key.

Thus, it is a trivial attack to reveal the state and the long-term key of the same oracle, if the oracle
or its partner is tested and the oracle accepts the key after its partner (i.e., FirstAcc = false).
This is a minimal trivial attack regarding state reveal'®, and it is formalized as TA6 and TAT in
Table 2.

3 The arrow notion 7 7r§- means 7; (not necessarily 7r§) has computed and accepted the original key.
10 It is also possible to define the trivial attack regardless of FirstAce, but our definition of TA6 and
TAT is minimal and makes our security model stronger.
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Table 2. Trivial attacks TA1-TA7 for security experiments Expake . ¢, 45 Exp;flzlgyu o4 and Expfﬁ'éy;’fzaj,

where TA6 and TAT are only defined in Expflﬁléf'ﬁ’:?i. Note that “Aflag; = false” is implicitly contained
in TA2-TAY7 because of TA1.

Types Trivial attacks Explanation
TA2 T;? = true A kRev; = true m; is tested and its session key k; is revealed
TA3 T? = true when Test(i, s) is queried Test(i, s) is queried at least twice

5

w7 is tested, w7 and 7r§ are partnered to each other,

TA4 | T# = true A Partner(n§ <+ 7t) A kRev! = true ; .
i (m? & 75) J and 7t’s session key k% is revealed

s

wf is tested, m§ and 7% are partnered to each other
TA5 TF = true A Partner(m{ <> i) AT! = true i i I P ’
J J and 7; is tested
TAG T? = true A FirstAcc] = false w7 is tested, 7] accepts its key after its partner,
A stRev; = true A crp; = true and 77 is both corrupted and has its state st] revealed
TA7 T? = true A Partner(w} < 7«‘;) w7 is tested, w7 accepts its session key before its partner,

A F[’V‘.Sf/’l(:(f'; = false A .S’IL,H(’,'I,'; = true A\ c¢rp; = true| but its partner 7r§ is both corrupted and state revealed

The following definition also captures replay attacks. Given Partner(wf/l — 7r§»), a successful replay

attack means that A resends to 7} the messages, which were sent from 7% to 7Tf,/, and 7 is fooled
to compute a session key, i.e., Partner(w} < 7T§) Note that a stateless 2-pass AKE protocol cannot
be secure against replay attacks [31]. Therefore, we also define security without replay attacks in
Definition 15.

Furthermore, we distinguish between security with state reveals (Definition 13) and without
state reveals (Definition 14), where in the latter the adversary cannot query the session state of

an oracle.

Definition 13 (Security of AKE with Replay Attacks and State Reveal). Let u be
the number of users and £ the mazximum number of protocol executions per user. The security
replay, state

experiment Expagp il A (see Fig. 5) is played between the challenger C and the adversary A.

1. C runs AKE.Setup to get AKE public parameter ppake-

2. For each party P;, C runs AKE.Gen(ppaxg, Pi) to get the long-term key pair (pk;, sk;). Next it
chooses a random bit b <s {0,1} and provides A with the public parameter ppakg and the list
of public keys PKList := {pk;}icu-

3. A asks C Send, Corrupt, RegisterCorrupt, SessionKeyReveal, StateReveal and Test queries adap-
tively.

4. At the end of the experiment, A terminates with an output b*.

e Strong Authentication. Let Winau, denote the event that A breaks authentication in the
security experiment. Winauen happens iff 3(i, s) € [u] x [€] s.t.
(1) =¢ is T-accepted.
(2) P; is 7-corrupted with j := Pid} and 7 > 7.
(3) FEither (3.1) or (3.2) or (3.3) happens''. Let j := Pid;.
(3.1) There is no oracle 7% that 7} is partnered to.

(8.2) There exist two distinct oracles 7% and 775»1, to which m} is partnered.

(3.3) There exist two oracles 75 and 7wt with (i',8') # (i,s), such that both @} and s
are partnered to mt.
e Indistinguishability. Let Wing denote the event that A breaks indistinguishability in the

replay, state

experiment EprKEH v.a above. Let b* be A’s output. Then Winyng happens iff b* = b. Trivial
attacks are already considered during the execution of the experiment. A list of trivial attacks
s gwen in Table 2.

Note that Exp:}‘zléyy:z’ff = 1 iff Winj.g happens. Hence, the advantage of A is defined as
AdviRE 5 °(A) : = max{Pr[Winaywm], | Pr[Winin] — 1/2|}

= max{Pr[Winauen], | Pr[Exppie’, 5% = 1] — 1/2]}.

1 Given (1) A (2), (3.1) indicates a successful impersonation of Pj, (3.2) suggests one instance of P; has
multiple partners, and (3.3) corresponds to a successful replay attack.
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Definition 14 (Security of AKE with Replay Attacks and without State Reveal). The

security experiment Exp;azlé,yu’z’A (see Fig. 5) is defined like Exp;flzlg’ygxf: except that we disallow

state reveal queries. Similarly, the advantage of an adversary A in Expfﬁﬁ?’mz% is defined as
Advflzlg’yu’z(A) := max{Pr[Winaut], | Pr[ExprEf’M’e’A = 1] -1/2[}.

Definition 15 (Security of AKE without Replay Attack and State Reveal). The security
experiment EXpake. .0 4 (see Fig. 5) is defined like Exp;flzlgiij except that we disallow replay
attacks and state reveal queries. Similarly, the advantage of an adversary A in EXpakg .4 15
defined as

AdVake, e (A) := max{Pr[Winaun], | PT[EXPAKE,M,Z,A = 1] —1/2|}.

Remark 4 (Perfect Forward Security and KCI Resistance). The security model of AKE supports
(perfect) forward security (a.k.a. forward secrecy [23]).That is, if P; or its partner P; has been
corrupted at some moment, then the exchanged session keys computed before the corruption re-
main hidden from the adversary. Meanwhile, 77 may be corrupted before Test(4, s), which provides
resistance to key-compromise impersonation (KCI) attacks [27].

5 AKE Protocols

We construct AKE protocols AKEamsg, AKEsmsg and AKE:S,,tna,;eg from a signature scheme SIG and a
key encapsulation mechanism KEM. Additionally, we use a symmetric encryption scheme SE with
key space Ksg to encrypt the state in protocol AKE?:fseg. Apart from that, AKE?:]:‘% and AKE3msg
are the same. The protocols are given in Figure 6.

The setup algorithm generates the public parameter ppaxe := (PPsic, PPkem) by running
SIG.Setup and KEM.Setup. The key generation algorithm inputs the public parameter and a party
P; and generates a signature key pair (vk;, ssk;). In AKESac it also chooses a symmetric key s;
uniformly from the key space Ksg. It returns the public key vk; and the secret key (ssk;,s;).

The protocol is executed between two parties P; and P;. Each party has access to their own
resources res; and res; which contain the corresponding secret key, the public parameter and a
list PKList consisting of the public keys of all parties. Each party initializes its local variables
U,, k; and st; with the empty string. To initiate a session in AKEzmsg and AKE;ﬁEeg, the party P;
chooses a bitstring N uniformly from {0,1}* and sends it to P;. The next message and the first
message in protocol AKEaqsg is sent by P;. It generates an ephemeral key pair (pAk:, sAk) by running
KEM.Gen(ppgkenm) and computes a signature oy over the identities of P; and P;, the ephemeral
public key and the nonce (only in AKE3msg and AKE?:;Z). When using state encryption, it also
encrypts the ephemeral secret key using its symmetric key s; and stores the ciphertext in st;. It
then sends (19767 o1) to P;. P; verifies the signature using vk; and rejects if it is not valid. Otherwise,
it continues the protocol by computing (¢, K) s Encap(pAk). It computes a signature oo over the
identities as well as the previous message, ¢ and the nonce (only in AKEsmsg and AKESRS). P;
accepts the session key and sets k; to K. It sends (¢, 02) to P;. P; verifies the signature and rejects
if it is invalid. Otherwise, it retrieves the ephemeral secret key by decrypting the state, computes

the session key K from c and accepts.

Correctness. Correctness of AKEymsg, AKE3msg and AKE?;EZ follows directly from the correctness
of SIG, KEM and SE.

Theorem 1 (Security of AKE3 ¢ with Replay Attacks and State Reveals). For any ad-

versary A against AKE;t,ffg with replay attacks and state reveals, there exist an MU-EUF-CMA®""

adversary Bsig against SIG, an e-MU-SIM adversary Bxem against KEM and an IND-mRPA ad-
versary Bsg against SE such that
Advflzg%g’a;;(./l) <A VEEI_\/SIi,nEnCap*,uZ(BKEM) +2- Advsmllé_yfrr(BSIG)
+ 2 - Advrsné?:(BSE) 420l - €+ 2(ul)? - 277 4+ pul? 27

where v is the diversity parameter of KEM and X is the length of the nonce N in bits. Furthermore,
T(A) ~ T(BKEM), T(A) ~ T(Bsm) and T(A) ~ T(BSE).

We first give a proof sketch, then present the formal proof of Theorem 1.
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AKE.Setup AKE.Gen(ppage; Pi)

PPsi <5 SIG.Setup (vks, ssks) <—s SIG.Gen(ppgg)
PPrem s KEM.Setup si <s Kse
Return ppage = (PPsic; PPkem) Return (vk;, (sski, s; ))

AKE.Protocol(P; = P;)

P;(res;) P;j(res;)
res; = (sski,si, pPake, PKList = {vku }uepy)) res; = (sskj,s;, PPaxes PKList = {vku }ucly))
W= 0; kj=0; st; =0
N N s {0,1}*
Ui = 0; ki =0; sti:=0
(pk, sk) «s KEM.Gen(ppygm)
o1 s Sign(ssks, (P;, Pj,pk, N))
st; s E(Si, 876) (PAk, Ul)

If ¥; # 0 : Return L
If Ver(vki, (P;, Pj,pk,N),01) #1:
¥; := reject
ot Else: N
(¢, K) <s Encap(pk)
o9 s Sign(ssk;, (P;, P;, pk,o1,¢, N))
kj := K; ¥, := accept
(c,02) Return (%5, k;)
If ¥; # 0 : Return L D
If Ver(vk;, (Pi, Pj, pk,01,¢, N),02) # 1 :
¥; = reject
Else:
sk < D(si, st;)
K+ Decap(sAk,c)
k; := K; ¥, := accept
Return (;, k;)

Fig. 6. Generic construction of AKEamsg (without red and gray parts), AKEsmsg (with red and without
gray parts) and AKE3ae (with red and gray parts) from KEM, SIG and SE. Note that the state of P; only
consists of public parts and is therefore omitted here.

Proof Sketch. The signatures in the protocol ensure that the adversary can only forward messages
for those sessions that it wants to test. Thus the experiment can control all ephemeral public keys
pAk and ciphertexts ¢ that are used for test queries. Due to the nonce, the adversary can also not
replay a message containing a particular pAk:. Thus, each pAk: is used in at most one test query.

A party will close a session when it accepts or rejects the session. Thus, the adversary can
submit at most one ciphertext ¢’ which is different from the ciphertext used in the test query.
Using a session key reveal query, the adversary will only see at most one more key decapsulated
with sk.

To deal with state reveals, the adversary A can additionally obtain the state which is the
encrypted sk. The reduction must know sk in order to answer those queries. The simulatability
property of KEM ensures that Encap and Encap™ are indistinguishable, even given sk. So, we first
switch from Encap to Encap®. Now, we want to replace the session keys of tested sessions with
random keys. Therefore, we have to do a hybrid argument over all users. In the n-th hybrid, we
replace the test session keys for party P,. We can show that this is unnoticeable using that the key
K* generated by Encap™ is statistically close to uniform even if the adversary gets to see another
key for a ciphertext of its choice. We distinguish the following cases.

Case 1: The adversary corrupts P,. For each session, the adversary can either reveal the session
state or test this session. If the adversary reveals the state, we do not have to replace the
session key. If the session is tested, the adversary does not know the state E(s,, s?c) and thus
we can replace the session key by e-uniformity of Encap®.

Case 2: The adversary does not corrupt P,. In this case, we use that SE is IND-mRPA secure
and replace sk in the encrypted state with a random secret key for this party. Then we can
use e-uniformity to replace all tested keys for that party with random keys, as the state does
not contain any information about sk. After that, we have to switch back the state encryption
to encrypt the real secret key sk, getting ready for the next hybrid.

After these changes, the Test oracle will always output a random key, independent of the bit b.
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Overall, the proof loses a factor of 2u only in the IND-mRPA security of the symmetric en-
cryption scheme. All other parts are tight.

Proof of Theorem 1. For the proof, we will first define two further variables Sent; and Recv;
for an oracle 7f. The set Sent] will store outgoing messages of the oracle and the set Recv] will
store incoming messages, respectively. We stress that Recv] will only store valid messages, e.g.,
the signature needs to be valid.

Message Consistency. For our 3-move protocol given in Figure 6, we say that an oracle 7
is message-consistent with another oracle 7r§, denoted by MsgCon(rmf « wt), if Pid] := j and

J
Pid; := ¢ and either

(1) 7 has sent the first message, the same nonce N is contained in Sent] and Recvz- and the same
ephemeral key pk is contained in Recv] and Sent§7 or

(2) 77 has received the first message, the same nonce N and ciphertext ¢ are contained in Recv;
and Sent? and the same ephemeral key pk is contained in Sent; and Recvz-.

We write MsgCon(m} <+ 7}) if MsgCon(7} < 7%) and MsgCon(r < 77).

To prove the theorem, we now consider the sequence of games Go-Gs. In the following, we
describe the games and show that adjacent games are indistinguishable. Let Win; denote the
probability that G; returns 1.

Game Gg: Gq is the original experiment Expfﬁ?iﬁﬁ. In addition to the original game, we add
the sets Sent; and Recv; which is only a conceptual change. We have
lay, stat - .
Pr[Expf&%ﬁL?&A = 1] = Pr[Wino] .
Game G: In Gy, we define the event Repeat which happens if a nonce repeats for any two oracles
of the same party. If Repeat happens, the game aborts (see also Figure 7). Due to the difference

lemma,
|Pr[Wing] — Pr[Win;]| < Pr[Repeat] .

Using the birthday paradox and union bound over the number of parties, we have Pr[Repeat] <
wul? - 27> where X is the length of the nonce in bits.

Game Gj: In Gy, we define the event NoMsgCon which happens if there exists some (4, s) such
that 77 accepts, the intended partner j := Pid] is uncorrupted when 7§ accepts, and there does
not exist ¢ € [¢] such that 77 is message-consistent with 775—. If event NoMsgCon happens, the game
will abort (see also Figure 7). Due to the difference lemma,

[Pr[Win;] — Pr[Wing]| < Pr[NoMsgCon] .
We will prove the following lemma.

Lemma 1. There exists an adversary Bsig against SIG such that

3F_r)[(l) A (2) A (3.1)] < Pr[NoMsgCon] < Advgig ;> (Bsic)-

Proof. If there exists an oracle 7} such that 77 is message-consistent with 7%, then due to correctness
of KEM, 7} is also partnered to 7. It follows that Pr3; o [(1) A (2) A (3.1)] < Pr[NoMsgCon].

To prove that Pr[NoMsgCon] < Advgic" (Bsic), we construct adversary Bsic against MU-
EUF-CMA®™ security of SIG. Bsic inputs the public parameter ppg and a list of verification
keys {vk;}ic[,) and has access to a signing oracle Osiex(-,-) and a corrupt oracle Ocorr(-). Bsic
then runs ppkgy <—s KEM.Setup and sets ppake = (PPsig, PPkem) and PKList := {vk;}icp,). It
chooses symmetric keys s; for each user ¢ € [u], initializes all variables and then runs A on ppakg
and PKList. If A queries Oakg, Bsig responds as follows.

— Send(i, s, j,msg = N): In order to get o1, Bsig queries its signing oracle Osex (4, (P, Pj,pAk, N)).
— Send(3, s, j, msg = (pk, 01)): In order to get o2, Bsic queries its signing oracle Ogion (4, (P}, Pi, pk,
01,C, N))
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— Corrupt(i): Bsig queries its own oracle Ocorr(?) and receives the signing key ssk;. It returns
(sski,s;) to A.
— Queries Send(i, s, 4, T), Send(3, s, 4, (¢, 02)), RegisterCorrupt, StateReveal, SessionKeyReveal and

. . .. . | tat
Test can be simulated as in the original experiment Exp;f,zéylfea e

During the simulation, Bs)g checks if NoMsgCon happens. If this is the case, there exists an oracle
7§ such that 7§ has accepted and j := Pid; is uncorrupted at that point in time.

Now we show that then there is a valid message-signature pair (m*,c*) in Sent] and Recv;
such that Ver(vk;, m*,0*) = 1 and m* is different from any message m signed by % for all ¢ € [(].
Since 7} is accepted, Sent] # @ and Recv] # @.

Case 1: m} sent the first message. Let Sent; = {N,(c,02)} and Recv; = {(pk,o1)}. We have
Ver(vk;, (Pj, P;,pk, N),01) = 1, since Recv; # @. For any oracle 7} with Recvé ={N’,-} and
Sentz- = {(pk', o)} # &, NoMsgCon implies that (pk,N) # (pk’, N'). In this case, Bsig sets
(m*,a*) = ((Pj7Pi7pk7N)7o'1)' “

Case 2: 7] received the first message. Let Recv; = {N,(c,02)} and Sent] = {(pk,o1)}. We
have Ver(vk;, (P;, P;,pk,01,¢,N),02) = 1, since (¢,02) € Recv]. For any oracle 7r§ with
ReAcvz- = {(pk',0})} # @ and Sent§- = {N',(¢,0%)} # &, NoMsgCon implies that (pk,c, N) #
(pk',¢’, N'). In this case, Bsig sets (m*,c*) := ((P;, Pj,pk,01,¢,N), 02).

As soon as event NoMsgCon happens, Bsig retrieves the message-signature (m*,o*) pair as just
described and outputs (j, m*,0*). As P; is uncorrupted, Bsig has not queried Ocorr(j) and m* is
different from all signing queries for j, which concludes the proof of Lemma 1. O

Before moving to Gs, let us bound (1) A (2) A (3.2) and (1) A (2) A (3.3).

Multiple Partners. Event (1) A(2) A(3.2) happens if there exists any oracle 7{ that has accepted

with Aflag] = false and has more than one partner oracle. We can show that
Pr()A@)AB] < ()27

The session key only depends on the ephemeral public key pAk and the ciphertext c. In the following,

we assume that there are two oracles 7} and 71';/, such that 77 is partnered to both 7% and 7r§l, We
distinguish two cases:

Case 1: 7] sent the first message. Let pAk: and pi@” be the public keys determined by the internal
randomness of 7T§- and 7r§/,, respectively. Let r be the internal randomness of 7r; which is used by
Encap. The original keys are derived from (¢, K) < Encap(pk;r) and (¢/, K') < Encap(pk’;r).
As 77 is partnered to both oracles, kf = K = K’. Due to y-diversity of KEM, this will happen
only with probability at most 277.

Case 2: 7 received the first message. Let pAk be the ephemeral public key determined by the
internal randomness of 7¢. Let (¢, K) + Encap(pk;r) and (¢/, K') + Encap(pk; '), where r, 1/
is the internal randomness of 7T§ and 7r§l, , respectively. As w7 is partnered to both oracles, this
implies that ki = Decap(sk,c) = Decap(sk, ¢’). By the correctness and y-diversity of KEM, we

have kf = K = K’ which will happen with probability at most 277.
As there are pf oracles, we can upper bound the probability for event (1)A(2)A(3.2) by (uf)?-277.

Replay Attacks. Event (1) A (2) A (3.3) covers replay attacks and happens if there exists any
oracle 7§ that has accepted with Aflag] = false, is partnered to an oracle 7T§»7 and there exists
another oracle Wf// such that this oracle is also partnered to 7r§. We will show

ngs)[(l) A (2) A (3.3)] < Pr[Repeat] + Pr[NoMsgCon] + 3(I:rs)[(l) A(2) A (3.2)]

< Advau(;—’f"(BSK;) + (,uZ)2 227 4 M@Q 27N

We bound (1) A (2) A (3.3) by using previous observations. Assume that NoMsgCon and (1) A

(2) A (3.2) do not occur. Then for each oracle 7§ there exists a unique oracle 7r§ such that 7 is
partnered to and message-consistent with 7r; Now assume there exists another oracle 7rf,/ that is
also partnered to and message-consistent with 7r§-. Message-consistency implies that ¢ = i’. Now

let s # §'.
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Case 1: 7 sent the first message. Then, the three sets Recv;, Recvf//, Sentz- all contain the same

ephemeral public key pk and no other oracle than 7! has output pk. Let Sentf = {N, (¢, 02)},
then Sentf,/ = {N, (¢, 04)} shares the same nonce N. However, this will only happen if Repeat
happens.

Case 2: 7§ received the first message. Then, the three sets Sent, Sent}, Recv§- all contain the

same ephemeral public key pAk: and the sets Recv;, Recvf,/, Sent§ contain the same nonce N

and ciphertext ¢. This means that 7} is partnered to both 77 and Wf// and thus contradicts to

the fact that each oracle has a unique partner.

At this point note that

PrlWinaua] = P [(1) A (2) A ((31) v (3.2) v (33)]

< 3%?i”rs)[(l) AR)ABD])+ 352)[(1) A(2) A (3.2)] + 352)[(1) A (2) A (3.3)]

< 2 AdvE S (Bsig) + 2(ul)? - 277 + pl? 27

The analysis of Winay, will be helpful for the next game hop. The following games G3-G5 are also
given in Figure 7.

Game Gj: In Gy, we check the partnership Partner(w} < 7%) by message-consistency MsgCon(; <
7t) if U7 = accept and Aflag] = false. We claim that

[Pr{Wing] — PrWing]| < _Pr [(1) A (2) A (3:2)] < (u6)? -2 .

Recall that if NoMsgCon does not happen, we know that each oracle «; that has accepted with
Aflag; = false is partnered to and message-consistent with an oracle 7r§. If any such oracle 7] has a
unique partner, then Gy is identical to G3. On the other hand, the probability that there exists an
oracle 7§ that has accepted with Aflag; = false and has multiple partners is Pr(; 4[(1)A(2)A(3.2)],
which is bounded by (1¢)? - 277. Thus, the claims follows by the difference lemma.

Game G4: In G4, we use the Encap™ algorithm (instead of Encap) whenever A issues a Send query
(1,s,7,msg) with a second protocol message msg = (pk,o1) and the intended partner P; is not
corrupted. We construct adversary Bxem against indistinguishability of Encap and Encap™.

Bkewm inputs the public parameter ppggy and {pk,, skn, ¢n, Kn }rnefug, where (c,, Ky, ) are either
computed by Encap(pk,) or by Encap®(sk;). Bkem generates the public parameter for SIG and
signature key pairs (vk;, ssk;) for i € [u], as well as symmetric keys s;. It sets PKList := {vk; }ic[,,
initializes all variables, chooses b <—s {0, 1} and runs A. If A makes a query to Oake, Bkem simulates
the response as follows:

— Send(i, s, j,msg = N): Bkem uses the key pair with index (i — 1)u + s as ephemeral key pair,

i.e. (pk,sk) == (Pk(i—1)u+s> SK(i—1)uts)-
— Send(i, s, j, msg = (pk,o1)): If P; is uncorrupted, then due to the fact that event NoMsgCon

does not happen, there exists a unique oracle 7T§ such that pAk was output by 71'; Furthermore,

n = (j — 1)p +t is the index of that public key. Then Bkem uses (c,, K,,) as ciphertext and
key. If P; is corrupted, Bkem runs Encap(pk) itself to compute (c, K).
— Queries Send(i,s,7, T), Send(i, s, 7, (¢,02)), Corrupt, RegisterCorrupt, Test, StateReveal and

SessionKeyReveal can be simulated as in Gz and Gy, except for the partnership check Partner(m?
< 7). Recall that Bkewm needs to compute Partner(rf < 7) in Send(i,s,j, msg) to set

FirstAcc, in Test(i, s) and StateReveal(i, s) to detect TA7, and compute Partner(m} <+ 75) in
Test(4, s) and SessionKeyReveal(i, s) to detect TA4 and TAS5.
e For the set of FirstAcc in Send(i, s, j, msg) and for the detection of TAT7 in Test(i,s)

and StateReveal(i, s), Bxem simulates Partner(rf « %) with MsgCon(m} < %). This

simulation is perfect since Partner(r$ < %) is involved only when Aflag; = false.
o For the detection of TA4 and TAS5 in Test(¢, s) and SessionKeyReveal(s, ), Bcem simulates

Partner(nj <+ %) as follows. Bxem first checks Partner(n < 7%) with MsgCon(nj < 7).
(Again, since Partner(n} <+ 7%) is involved only when Aflag; = false, Partner(r} « %) =

MsgCon(r < m%).) If Partner(7f < 7%) = 0, Bkem outputs 0 directly for Partner(r$ «» %).

Otherwise, 7 is partner to and message-consistent with 7%, hence &k must be equal to the

J
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ppyem s KEM.Setup
For i € [p]:
(vki, sskq) s SIG.Gen(ppgc);
si +s Kse
crp; := false
PKList := {vki}icpu; b s {0,1}
For (i,s) € [u] x [{]:
var; := (stf, Pidi, k7, %) == (0,0,0,0)
(Sent;, Recvi) := (2, @)
Aflag; := false; FirstAcci :=0
T; := false; kRev; := false; stRev; := false
Repeat := false; NoMsgCon := false
b* « A% (pp,e, PKLIst)

// During the execution the game checks if one of the following
// flags is set to true and if so, it aborts immediately:
Repeat := true, If 3,5, € [u] x [(]>, N € {0,1}* s.t.
N € Senti AN € Sent:’
NoMsgCon := true, If 3i,s € [u] x [{] s.t. (1) A (2) A (3).
Let j := Pid;.
(1") ¥ = accept
(2") Aflag} = false
(3") Bt € [€] s.t. 7} is message-consistent with 7"

Winj,g := false
If b* = b: Winj,q = true; Return 1
Else: Return 0

OAKE(query):
If query=Test(, s):
If &7 # accept V Aflag; = true V kRev] = true V T} = true:
Return L
If FirstAcc] = false:
If crp; = true A stRev; = true: Return L
Let j := Pid?
If 3t € [¢] s.t. Partner(m} > m}) :
If kRev} = true V T} = true: Return L
If 3t € [¢] s.t. Partner(m} « m})
If FirstAcc; = false A crp; = true A stRev} = true:

Return L
T7 = true
ko :=k;
If FirstAcc] = false: If FirstAcc; = false:
k«sK ifi<n k«sK ifi<n
ko := e ko =< | e
kj ifi>n ki ifi>n

If FirstAcc] = true:
Let Trj be the partner of ;]
k«sK ifj<n
ko := o
ki iftj>n

If FirstAcc] = true:

ifj<n

ks K
ko := .
kj ifj>n

Let 7! be the partner of «}

k1 <s KC; Return ky

Oake(query):
If query=Send(i, s, j, msg):
If ¥y = accept: Return L
If msg =T:
Pid; :

//session is initiated

j; N s {0,1}*

msg’ := N
If msg = N: //first message
Pid; = j

(pk, sk) <s KEM.Gen .
o1 s Sign(ssk;, (Pi, Pj, pk, N))
st; <s E(si, sk)

Ifi=n
ski = sk
r s SK; stf <s E(s;,7)

msg’ := (pk, o)
If msg = (pk,o1):
Choose N € Sent}
If Pid§ # j or Ver(vk;, (P;, Pi,pk,N),01) # 1:
¥? .= reject; Return L
(¢, K) +s Encap(pk)
It crp; = false:

: ¢ t
Then 3 unique t s.t. pk output by 7;

//second message

Choose the corresponding sk
(¢, K) s Encap™(sk)

oo s Sign(ssks, (P;, Pi, pk,o1,¢, N))

ki := K; ¥ := accept

msg’ := (¢, 02)

If msg = (¢, 02):

Choose N € Recv§ and (pk,o1) € Sent?

If Pid§ # j or Ver(vk;, (Pi,}%,pk,al,c, N),o2) #1:
¥? = reject; Return L

sk < D(si, st})

//third message

K < Decap(sk, c)
stf :=0; kf := K; ¥ := accept
msg’ := 0
Recv; := Recv] U {msg}; Sent; := Sent; U {msg'}
If ¥ = accept:
If erp; = true: Aflag; := true
If crp; = false: 3t € [(] s.t. Partner(m < m}):
If ¥} # accept:
FirstAcc; := true; FirstAcc§ := false
If ¥} = accept:
FirstAcc = false; FirstAcc; := true
Return msg’

Partner(w} < 7})
If 7 = accept A Aflag; = false: /message-consistency check
Return MsgCon(r < mf)
Else:
If 7§ sent the first message
and kj = K(77, 7}) # 0: Return 1
If 7§ received the first message
and k = K(7}, ) # 0: Return 1
Return 0

/original partnership check

Fig. 7. Games G3-Gs for the proof of Theorem 1. Queries to Oake where query€ {Corrupt, RegisterCorrupt,
SessionKeyReveal, StateReveal} are defined as in the original game in Figure 5.
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original key between 7] and 7r§, so Bkem can further check Partner(nf — 7T§) by simply
testing whether k‘; = k7. This simulation is perfect as well.

Finally, A outputs b*. If b = b*, Bkem outputs 1. Otherwise, it outputs 0.

We want to elaborate in more detail on why a tuple (pky,, skn, cn, Kp,) is used at most once.
As NoMsgCon does not happen, there exists a partner for each oracle that has accepted when
the intended partner was not corrupted. Thus, for each query Send(i, s, 7, (pAk,Ul)), where P; is
uncorrupted, there exists a partner oracle 7r§- that has sent (pAk, -). Finally, as Repeat does not

happen, A cannot replay (pAk:7 01) to another oracle ﬂfl because o includes the identities and the
nonce N.

If Bkem’s input (¢, K,) is computed using the original Encap algorithm, then Bkgm perfectly
simulates Gz. Otherwise, if (¢, K,,) is computed using the Encap” algorithm, then Bxgm perfectly
simulates G4. Hence,

| Pr[Wing] — Pr[Winy]| < AdviRgi Eacaps e (Biem) -

Game Gy 0, n € {1,..., 0+ 1}: From Gy 1,0 to Gy 41,0, we will use hybrid arguments to replace
the test keys ko with random keys for all oracles 77. Here, we have to take into account whether
the oracle sent the first message or whether it received the first message. We will consider one user
after another and in each step, we will replace the session key in test queries where that user’s
oracle has received the first message. At the same time, we replace the session keys in test queries
where that user’s oracle is a partner oracle that has received the first message. In particular, in
game Gy , o, when A queries Test(7, s), instead of setting ko to the real session key k7, we choose
a random key if

(1) 77 has received the first message and i < 1), or

(2) w7 has sent the first message, 7r§» is the partner oracle and j < 7.

Clearly, G4,1,0 is identical to G4 and Gy ;41,0 is identical to Gs.

Lemma 2. Let Encap” be the additional algorithm associated to a KEM and let the key encapsu-
lated by Encap™ be e-uniform. Then for n € {1,...,u},

|Pr[Win4,,7,0] — Pr[Win4,,H_1,0]\ < 2- Adv?é?;(BSE) + 20 -€ .

Proof. We will consider two cases: (1) The adversary corrupts P, and (2) the adversary does not
corrupt F,,. We have

‘PI‘[Win4m7o] - PI‘[Win4,n+1,o]| S \Pr[Win4,n,0 A CTpn] - PI‘[Win4,n+1,o A CTan
+ |Pr[Win477,’0 A _|C’I“pn] — Pr[Win47,7+170 N _\CTan .

First, we consider the case that P, is corrupted. Let 7, be any oracle of . If A does not issue a test
query on any m, directly or where 7, is the partner, then Pr[Winy ,, o Acrp,] = Pr[Wing ,11,0Acrpy].
Otherwise, we have to consider the following two cases.

Case 1: A asks Test(i,s) for i = n and 7, received the first message (FirstAcc; = false). We
know that the partner oracle 7r§ received the ephemeral public key pk output by 7, and has
sent a ciphertext ¢ computed by Encap®. Then, as P, is corrupted and A queries Test(n), s), A
is disallowed to ask StateReveal(n, s) (TA6). So the information of the ephemeral secret key sk
leaked to A is limited in pAk. By the e-uniformity of Encap®, we can replace the corresponding
session key in Test(n, s) with a random key. Note that in this case, the 7r§- is message-consistent
with 7} (i.e., Partner(m; <> 7%)) and A can neither test nor reveal the key of 7% (TA4, TAS5).

Case 2: A asks Test(4, s), where 7{ sent the first message (FirstAcci = true) and is partnered

to 7rf7. We know that the ephemeral public key pAk received by 77 was sent by 7rf7 as P, has
to be uncorrupted when 7§ accepts. The ciphertext ¢ sent by 7§ was computed by Encap®.
As we consider that P, is corrupted later and A queries Test(i,s), A is disallowed to ask
StateReveal(n, t) (TAT).
However, P; may be corrupted and A can create a new ciphertext ¢’ # ¢, sent it to 7rf7. In
this case 7l is not message-consistent with 5. If A reveals the session key of Ff], it will get
Decap(sk,c’). Overall, the information of the ephemeral secret key sk leaked to A is limited
in pk and Decap(sk, ¢’). By e-uniformity of Encap®, we can still replace the session key of 7%
with a random key.
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As one party has at most £ sessions, union bound yields
| Pr(Winy ;0 A crpy| — Pr[Wing 41,0 A crpy]| < £- €.

Now we will look at the case that P, is not corrupted and we introduce two further intermediate
games Gy, 1 and Gy 2.

Game Gy 1, 7 € {1,...,u}: On a query Send(s, s, j, N), where i = 1, we do not encrypt the
ephemeral secret key sk in the state, but a random secret key r s SK. We store the real secret
key in an additional variable skf, such that we can later access it for decapsulation. The rest
remains unchanged.

We now construct an IND-mRPA adversary Bsg ; against the symmetric encryption scheme SE
with message space SK. Bse . inputs £ message-ciphertext pairs {(skn, ¢n) }nejg for £ random mes-
sages sky, <s SK, where ¢, is either an encryption of sky, or that of a random message 1, <s SK.
Bsk,;, generates the public parameter and signature key pairs (vk;, ssk;) for i € [u]. For all ¢ # n,
it also generates symmetric keys s;. It sets PKList := {vk;};c[,), initializes all variables, chooses
b s {0,1} and then runs A. If A queries Oake, Bse,, responds as follows:

— Send(i, s, j,msg = N): If i =1, Bsg ; computes pk = KEM.PK(sAkS) from the s-th message. It
sets skf] = sk and the state variable sté = Cs.

— Send(i, 5, j, msg = (c,09)): If i =0, Bsg,, chooses sk from sk, instead of decrypting the state.

— Corrupt(4): If i =0, Bsg,, aborts.

— Queries Send(i, s, j, T), Send(s, s, 7, (p?c, o1)), RegisterCorrupt, StateReveal, SessionKeyReveal
and Test can be simulated as in Gy,j,0-

Finally, A outputs b*. If b = b* and Bsg, does not abort, Bsg ,, outputs 1. Otherwise, it outputs
0. If the input ciphertexts are encryptions of the messages 5791, e sk and Bsg,, does not abort,
it perfectly simulates G4 5,0 A —crpy. If the input ciphertexts are encryptions of random messages
and Bsg, does not abort, it perfectly simulates G4,,,,1 A —~crp,. Thus,

| Pr[Winy ;.0 A =crpy] — Pr[Wing 1 A =erpy]| < Advge’y (Bse ) -

Game Gy 2, 7 € {1, ..., u}: In game Gy 5, 2, we switch all session keys output by Test where oracle
m, received the first message to random. Also, we switch all session keys output by Test where
oracle 7, is the partner that has sent the first message to random. In particular, when A queries
Test(4, ), instead of setting ko to the real session key k7, we choose a random key if

(1)
(2)
Similar to the case where P, is corrupted, we will argue that the difference between the two games

is bounded by the e-uniformity of Encap®. Again, we consider the two cases where we deviate from
the previous game.

77 has received the first message and ¢ < n, or
™

7 has sent the first message, 7r§» is the partner oracle and j < 7.

Case 1: A asks Test(i,s) for i = n and 7, received the first message (F'irstAcc; = false). We

know that the partner oracle 7r§- received the ephemeral public key pk output by m; and has
sent a ciphertext ¢ computed by Encap®. A may query StateReveal(n, s), but will receive only
an encryption of a random secret key. So the information of the ephemeral secret key sk leaked
to A is limited in pk. If A queries Test(n, s), A can neither test nor reveal the key of 7r§ as 7rJ
is also partnered to 7,. Due to e-uniformity of Encap®, we can replace the session key of L
with a random key.
Case 2: A asks Test(i, s), where 77 sent the first message (FirstAccS = true) and is partnered to
ﬁ, We know that the ephemeral public key pk received by 77 was sent by the partner oracle
7rf7 as P, is uncorrupted. The ciphertext c sent by =] was computed by Encap®. A may reveal
the state of 7rt but will receive only an encryptlon of a random secret key. A4 may corrupt P;,
create a new mphertext ¢ # ¢ and sent it to 7r77 In this case, if 7r77 is not message-consistent
with 77, A can reveal the session key of 7}, and receives Decap(sk; '). Overall, the information
of the ephemeral secret key sk leaked to A is limited in pk and Decap(sk, ). Thus, we can

still replace the session key of 7§ with a random key due to e-uniformity of Encap™.
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As there are at most £ test sessions for one party, we have
| Pr[Wing ;1 A —erpy,] — Pr[Wing o A —erpy]| < £- €.

Now, we can switch back the encryption of a random ephemeral secret key to the real ephemeral
key. Note that this is Gq+1,0. We can construct an IND-mRPA adversary Bgg ,, against SE such
that

| PrWing , o A —erpy| — Pr[Wing ;11,0 A —erpy]| < /—\dvngr'f’ga (B,SE,n) ,

where BéE,n deviates from Bsg,, only in the simulation of the Test oracle as introduced in game
Ga,n2-

Lemma 2 now follows from collecting the probabilities and folding adversaries Bsg , and Bgg ,,
into a single adversary Bsg.

Game Gs: Finally, game G5 is identical to G4 ;41,0. In this game, the Test oracle always outputs
a random key, independent of the bit b. Hence,

1
PI‘[WinE,} = 57

which concludes the proof of Theorem 1. O

Theorem 2 (Security of AKEsn,; with Replay Attacks and without State Reveals).
For any adversary A against AKEzmsg with replay attacks and without state reveals, there exist
an MU-EUF-CMA®™ adversary Bsic against SIG and an MUSC-0tCCA adversary Bxem against
KEM such that

AdViRE, , o(A) < 2 AdVRES 5 (Brem) + 2 - AdvE " (Bsic)
+2(pul)? - 277 b 27

where 7y is the diversity parameter of KEM and X is the length of the nonce N in bits. Furthermore,
T(A) ~ T(Bkem) and T(A) ~ T(Bsig).

We first give a proof sketch, then present the formal proof of Theorem 2.

Proof Sketch. This proof is very similar to the proof of Theorem 1. The signatures and nonce in
the protocol ensure that the adversary can only forward messages for test sessions and cannot
replay a particular ephemeral public key pk.

As we do not consider state reveals, the reduction does not have to know the corresponding
secret key sk. Instead, we can use a weaker security notion for KEM, which allows for one challenge
query and one decapsulation query for each pAk. Also, there is no need for a hybrid argument and
we can output a random key for sessions which will be tested as well as for sessions that will be
revealed, using MUSC-otCCA security of KEM.

Proof of Theorem 2. The proof is very similar to that of Theorem 1. We consider a sequence of

games Gg-Gz, which are the same as in the proof of Theorem 1, only that we start with Gy as the

EXP:&ELSE 4.0, A €xperiment. Note that the game changes from Gg-Gg in Theorem 1 do not involve

state reveals. Thus by a similar analysis, we establish
|Pr[Expf|2|E3ymsgvﬂ7gﬁA = 1] — Pr[Wing]| < Advgi&s" (Bsig) + (ul)® - 277 + pl? - 272
and
Pr[Winaun] < 2 Advig S (Bsig) + 2(ul)? - 277 + pul® - 27 .

Recall that in Gg, the game defines partnering using message-consistency for all oracles 7} that
have accepted with Aflag; = false. In order to bound Pr[Wins], we construct an adversary Bkem
against MUSC-otCCA security of KEM (see Figure 8). We will show that

|Pr[Win3] — %’ S 2- AdV?E,S\;IZtZCCB (BKEM) .

The idea is that we do not only replace the session key of an oracle when it is tested, but we
replace the session keys of all oracles that are possibly tested. In particular, these are sessions
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where the intended partner is uncorrupted when the oracle accepts. These oracles can then either
be tested or revealed. However, as we do not consider state reveals, the adversary will never see
the ephemeral secret key and thus we can also output a random key for a SessionKeyReveal query.

Let 8 be the random bit of Bkem’s challenger. Bkem inputs the public parameter ppygy and
{Pkn}neiug- Brem generates the public parameter for SIG and signature key pairs (vk;, ssk;) for
i € [p] and sets PKList := {vk;};cy,. It initializes all variables, chooses a random challenge bit
b +s {0,1} and runs A. If A makes a query to Oaxe, Bkem simulates the response as follows:

— Send(i, s, j,msg = N): Bkem uses the public key with index (i — 1)u + s as ephemeral public
key, i.e. pk := pk(i—1)p+s-

— Send(i, s, j, msg = (pk,o1)): If P; is uncorrupted then due to the fact that Nol\/lsgCon does
not happen, there exists a unique oracle 7r] such that pk: was output by 7T . Furthermore,

n = (j — 1) + t is the index of that public key. Then Bykem queries (’)ENCAP(n),Arecelves a
ciphertext and key (¢, Kg) and sets kj := Kg. If P; is corrupted, Bkem runs Encap(pk) itself to
compute (¢, K). It also computes a signature o as the protocol specifies and outputs (¢, o2).

— Send(i, s, j,msg = (c,0)): Let n = (i — 1)y + s. Then, 7% sent pk,. If there exists an oracle
7! that has received pky and has sent ¢, then Byem sets kf = k%. Otherwise, Bxem queries
Opgcar(n, ¢), receives K and sets kf := K.

— Test(i, s): After ruling out trivial attacks TA1, TA2 and TA3, Bkem checks for trivial attacks
TA4 and TAS5 using message-consistency check MsgCon(w} < 7T§) and tests if k; =k If it
does not output L, Bem sets ko = k and k1 <—s K and outputs k.

— SessionKeyReveal(i, s): After ruling out trivial attack TA2, Bgem checks for trivial attack TA4
by Checklng if there exists an oracle 7r] such that 7r is tested and MsgCon(w « m?). If further
k:t 5 Bkem returns L. Otherwise, it outputs ks

— Queries Send(i, s, 4, T), Corrupt and RegisterCorrupt can be simulated as in Gs.

Finally, A outputs b* and Bggm outputs 8* := 0 if b* = b and * := 1 otherwise.

As events NoMsgCon and Repeat do not happen, Bxgm queries OEN( .»p O0ly once for each pAk,
equivalently to the proof of Theorem 1. Also, Opgcap is queried at most once, as each ephemeral
public key is only output by one oracle which accepts the session key after calling Opgcap. In
the following, we will argue that Bkem perfectly simulates G if 8 = 0, and that A’s view is
independent of b if § = 1.

Case 8 = 0: For each query to O%..,,, Bxem receives the real key. When A queries Test(i, s),
Bkem needs to check partnering to avoid TA4 and TA5. We know that Aflag] = false because
otherwise Bxem would have returned L. Thus, Bxem checks MsgCon(7f 7r§) as in Gz, but
instead of checking Partner( + 7f), it checks whether kt =k;. As 8 =0, kf is the real session
key and original key between 7 and 7r§ Thus, Partner(w < m¢) can be efficiently checked by
testing if kt = k}. Bkem 51mu1ates Test queries as in Gs. When .A queries Session KeyReveaI(z s),
Bkem also needs to check partnering to avoid TA4. Therefore, for each oracle 7T that is tested
and thus Aflagé = false, Bkgm checks if 71'; is partnered to 7 by MsgCon(ﬂ;f- — 7f) as in Gg.
Instead of checking Partner(7$ < 77), it checks whether ki = ki. We know that k! is the
real session key, thus Bkgm simulates SessionKeyReveal queries as in Gs. Consequently, Bykem
simulates Gs perfectly for A in this case, and Pr[f* = 3 | 8 = 0] = Pr[Wins].

Case 8 = 1: For each query to Ok ..., Bkem receives a random key. When A queries Test(i, s),
Byem checks MsgCon(7f <— %) and if kf = kf. As 8 = 1, ko = k} and k; are both random
keys. Thus, Bkem’s output is independent of b. When A queries SessionKeyReveal(i, s), Bkem
checks for each oracle 7t that is tested and thus Aflag§ = false, if 7T§- is partnered to m; by

¢

MsgCon(r} < 7). If k; # ki, Brem outputs k. As kt is a random key, A learns nothing

about the bit b. We have Pr[b* = b] = 5 in this case and further Pr[* =g =1]=1

It follows that

A musc-otcca

1
VKEM, 1l (Bkem) =

[Pr —3
:{% [ —ﬁ|6—0]+%~ [B*zﬂlﬂzllfél
:{% Pr[Wins] + 7,%7%’ %|P [Wing] —
Collecting the probabilities yields the bound in Theorem 2. O
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Fig. 8. Adversary Bkem against MUSC-otCCA security of KEM for the proof of Theorem 2. Queries to
Onke where query€ {Corrupt, RegisterCorrupt} are defined as in the original game Exp
5.

OF oan ():Obrcsr ()
Bygm” " (PPkem> PK1, -y DEpe)

ppsic s SIG.Setup
For i € [u]:

(vki, ssk;) s SIG.Gen(ppgc);

crp; = false
PKList := {vki}icpu; b s {0,1}
For (i,s) € [u] x [€]:

var§ := (Pid{, k{, &7) := (0,0, 0)

(Sent§, Recvy) := (2, @)

Aflag; := false; T} := false; kRev; := false
Repeat := false; NoMsgCon := false
b+ A0 (pp, e, PKList)

If b* = b: Return 8" :=0
Else: Return % :=1

// During the execution Bkem checks if one of the following

// flags is set to true and if so, it aborts immediately:

Repeat := true, If 3i,s,s" € [u] x [(]*, N € {0,1}* s.t.

N € Sent] A N € Sent}

NoMsgCon := true, If Ji,s € [u] x [{] s.t. (1') A (2") A (3).

Let j = Pid:.
(1") 7 = accept

(2") Aflag; = false

(3") Bt € [€] s.t. MsgCon(n] « m})

Onke(query):

If query=Test(i, s):
If U7 # accept V Aflag] = true V kRev; = true
VvV T = true:
Return L
Let j := Pid;
If 3¢ € [{] s.t. MsgCon(m} « m§) A k% = k;:
If kRev; = true Vv Tf = true: Return L
T := true
ko = kf; ki1 +s K
Return ks

If query=SessionKeyReveal(i, s):
If &7 # accept: Return L
If T = true: Return L
Let j := Pid;
If 3t € [{] s.t. T} = true:
If MsgCon(m} « m7) A k! = ki: Return L
kRev; := true; Return k;

OAKE(query):
If query=Send(%, s, j, msg):
If ¥j = accept: Return L

Ifmsg=T: //session is initiated
Pid; :=j
N «s {0, 1}*
msg’ = N

If msg = N: //first message
Pid; := j

Let n:= (i —1)p+s; pk := pkn
o1 s Sign(ssks, (Pi, Pj, pk, N))
e = (o, 01
If msg = (pk,o1):
Choose N € Sent;
If Pid; # j or Ver(vk;, (P;, Pi,pk,N),01) # 1:
U7 .= reject; Return L
If crp; = false:
Then 3 unique ¢ s.t. pk output by =*
Letn:=(j—1)p+t
(¢, K3) = Ofyenn(n); k5 = K
Else:
(¢, K) <s Encap(pk); k¢ := K
o2 +s Sign(ssks, (Pj,Pi,p?f,Ul,C, N))
¥ := accept
msg’ := (¢, 02)
If msg = (¢, 02): //third message
Choose N € Recvi and (pAk,ol) € Sent?
If Pid # j or Ver(vk;, (P;, Pj, pk,o1,¢,N),02) # 1:
U7 .= reject; Return L
Let n:= (i — 1)+ s and j := Pid;
If 3t s. t. Recv’ = {(pk,-)} A Sent} = {N, (¢,-)}:
ki ==k}
Else:
K < Obpgear(n, ¢); ki == K
¥ := accept
msg’ := ()
Recvi := Recvi U {msg}; Sent; := Sent; U {msg'}
If &7 = accept:
If crp; = true: Aflag] := true
Return msg’

//second message
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Theorem 3 (Security of AKE;ms; without State Reveals and Replay Attacks). For any
adversary A against AKExysg without state reveals and replay attacks, there exist an MU-EUF-
CMA®"™ adversary Bsig against SIG and an MUC-0tCCA adversary Bkem against KEM such that

AdVAKE 11, (A) < 2 - AdVREE ™ (Biem) + Advaie s (Bsic) + (ul)? - 277,

where 7y is the diversity parameter of KEM. Furthermore, T(A) = T (Bkem) and T(A) ~ T(Bsig).

Proof Sketch. In the two-message protocol, the signatures ensure that the adversary can only
forward messages for test sessions. However, the adversary may also replay a message containing
a particular ephemeral public key pAk in another session. Thus, we require multi-challenge security
of the KEM. We still only need one decapsulation query as the session is closed after it receives
the last message and has accepted or rejected the session key.

As we do not consider state reveals and the adversary will not see any ephemeral secret key
sAk, we can follow the strategy of the proof of Theorem 2. Thus, we do not only replace the session
keys of test sessions, but also of those that will be revealed, using MUC-otCCA security of KEM.
The full proof is given in Appendix A.

6 Signatures with Tight Adaptive Corruptions

6.1 Pairing Groups and MDDH Assumptions

Let GGen be a pairing group generation algorithm that returns a description PG := (Gy, Go, Gr, g,
P1, Pa, €) of asymmetric pairing groups where G1, Ga, G are cyclic groups of order ¢ for a A-bit
prime ¢, P; and P, are generators of Gy and G, respectively, and e : G; x Go is an efficient
computable (non-degenerated) bilinear map. Pr := e(Py, P2) is a generator in Gr. In this paper,
we only consider Type III pairings, where G; # Gg and there is no efficient homomorphism
between them. All constructions in this paper can be easily instantiated with Type I pairings by
setting G; = G5 and defining the dimension k to be greater than 1.

We use the implicit representation of group elements as in [17]. For s € {1,2,T} and a € Z,
define [a]; = aPs € G, as the implicit representation of a in G,. Similarly, for a matrix A = (a;;) €
Zy*™ we define [A]s as the implicit representation of A in G,. Span(A) := {Ar |r € Z'} C Zg
denotes the linear span of A, and similarly Span([A];) := {[Ar]s | r € Z;'} C G}. Note that it
is efficient to compute [AB]; given ([A]s,B) or (A, [B]s) with matching dimensions. We define
[A]1 o [B]2 := e([A]1, [B]2) = [AB]r, which can be efficiently computed given [A]; and [B]s.

We recall the definition of the Matrix Decisional Diffie-Hellman (MDDH) and related assump-
tions from [17].

Definition 16 (Matrix distribution). Let k,¢ € N with £ > k. We call Dy, a matriz distri-
bution if it outputs matrices in Zng of full rank k in polynomial time. Let Dy := Djy1 .

For positive integers k,n,n € NT and a matrix A € Z((IIH")XR, we denote the k rows of A by

Ac Z’;X” and the lower n rows of A by A € Z7*". Without loss of generality, we assume A for
A s Dy, form an invertible square matrix in Z’;Xk. The Dy ;,-MDDH problem is to distinguish
the two distributions ([A],[Aw]) and ([A], [u]) where A < Dy, W < Z% and u ¢—s Z..

Definition 17 (D, ;,-MDDH assumption). Let Dy, be a matriz distribution and s € {1,2,T}.
We say that the Dy ,-MDDH assumption holds relative to GGen in group G if for all adversaries
A, it holds that

AdVEGen D, , . (A) = [PrLA(PG, [Al,, [AW],) = 1] — Pr[A(PG, [Al,, [u],) = 1]]

14

is negligible where the probability is taken over PG <s GGen(1}), A s Dy, W s Z’; andu <—s Z,.

Definition 18 (Uniform distribution). Let k,¢ € Nt with ¢ > k. We call Uy a uniform
distribution if it outputs uniformly random matrices in Zng of rank k in polynomial time. Let
Z/fk = uk+1,k-
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Lemma 3 (D, ;-MDDH = U;-MDDH [17]). Let ¢,k € Ny with £ > k and let Dy, be a matriz
distribution. A U,-MDDH instance is at least as hard as an Dy, instance. More precisely, for each
adversary A there exists an adversary B with

Advggentt, 6, (A) < Advgen D, . ¢, (B)
and T(A) = T(B).

The Kernel-Diffie-Hellman assumption (D,-KMDH) [33] is a (weaker) computational analogue
of the D-MDDH Assumption.

Definition 19 (Dy-KMDH). Let Dy, be a matriz distribution. We say that the Dy-Kernel Diffie-
Hellman (Dy-KMDH) assumption holds relative to a prime order group G for s € {1,2} if for all
PPT adversaries A,

AdvEeen b, 6. (A) i =PrlcTA =0Ac#0| [c]s_s +s A(PG, [A],)],

where the probabilities are taken over PG <s GGen(1%) and A <s Dj,.

6.2 Previous Schemes with Tight Adaptive Corruptions

We will construct a signature scheme with tight MU-EUF-CMA“" security and only small con-
stant number of elements in signatures. Such a scheme has been proposed in [2, Section 2.3] (called
SIGc), but we identify a gap in their proof. We now present the gap in their security proof and
why we think it will be hard to close it.

The construction of SIG¢ follows the BKP IBE schemes [6], namely, it tightly transforms an
affine MAC [6] into a signature in the multi-user setting. In order to have a tightly MU-EUF-CMA "
secure signature scheme, the underlying MAC needs to be tightly secure against adaptive corrup-
tion of its secret keys in the multi-user setting. We will now point to potential problems in formally
proving it.

We abstract the underlying MAC of SIGc as MACgpkL: For message space {0, 1}‘, it chooses
A’ s D, and random vectors x; j < Z’; (for 1 <i</and j=0,1). Then it defines B := A’ €
Zk*% and publishes system parameters pp := ([Bl1, ([B"x;]1)1<i<¢,j=0,1). For each user n, it
chooses its MAC secret key as [2],]1 <= G1, and its MAC tag consist of ([t]1, [u]), where

t:BSEZZ for s(—s;Zf;

u=a! +t" Zl Xim; € Lqg. (3)
——

=:x(m)

In their security proof, they argue that [u]; in the MAC tagging queries is pseudo-random, given
pp and some of the secret keys [2/,]; (via the adaptive corruption queries) to an adversary.'? In
achieving this, they define a sequence of hybrids H; for 1 < j < ¢. In each Hj, they replace /, for
each user n with RF, j(m;), where RF,, ; : {0,1} — Z, is a random function and m is the first
tagging query to user n, and generate the MAC tag of m’ as

u = RF, ;(m';) + t ' x(m’) (4)

with t as in Equation (3).

In their final step (between H, and GAME 4), they argue that the distribution of u =
RF, ¢(m’) + t x(m’) is uniformly random (as in GAME 4) even for an unbounded adversary,
given pp and adaptive corruptions. Then they conclude that H, (where u = RF,, ¢(m’) +t"x(m’))
and GAME 4 (where u is chosen uniformly at random) are identical and Pr[x4] = Pr[H, = 1]
(according to their notation). However, this is not the case: B € Z’;Xk is full-rank and thus, given
[BTxiﬁj]l in pp, X;; € ZZ is uniquely defined. (For concreteness, imagine a simple example where
an (unbounded) adversary A only queries one MAG tag for message m for user n and then asks for
the secret key [2,]1 := RF,, o(m) of user n. Then, A sees that u = RF,, ,(m) +t"x(m) is uniquely
defined by [x]]1,[t]1 and pp in Hy, while w is uniformly at random in GAME 4.) We suppose this
gap is inherent, since the terms BTXZ'_’]' completely leak the information about x; ;. This is also

2 This is different to the BKP IBE where [B' x; ;]1 and [2},]1 are not available to an adversary.
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the same reason why the BKP MAC cannot be used to construct a tightly secure hierarchical IBE
(HIBE) (cf. [28] for more discussion).

To resolve this, we follow the tightly secure HIBE approach in [28] and choose B <s ng Xk,
Now, there is a non-zero kernel matrix B+ € ng“k for B (with overwhelming probability), and
the mapping x; ; € ng — BTxi,j € Z’; is lossy. In particular, the information about x; ; in the
orthogonal space of B is perfectly hidden from (unbounded) adversaries, given B'x; ;.

6.3 Our Construction

Let H : {0,1}* — {0,1}* be a function chosen from a collision-resistant hash function family #.
Our signature scheme SIGuppy := (SIG.Setup, SIG.Gen, Sign, Ver) is defined in Figure 9. Correct-

SIG.Setup: Sign(ssk, m):

PG «s GGen s <s ZF; t:=Bs ez

A s Dy; B s Usp i hm := H(vk, m)

For1<i<Xandj=0,1: =2 +s "B x(hm) € Z,
Xij s Z3¥; Y5 s L3P vi=y +s'BTY(hm) € Z)**
Zij = (Yi, || xi,5) - A € Z3>F Return o := ([t]1, [u]1, [v]1)

P, =BT (Y, | xi;) € Zlgx(k-ﬂ)
pp := (PG, [Alz, Bl1, ([Zi,;]2, [Pij]1)1<i<rj=0.1) | Ver(vk,m, o := ([t]1, [u]1, [v]1)):

Return pp hm := H(vk, m)

If [v,uli 0 [A]l2 = [1]1 0 [Z]2 + [tT]l o [Z(hm)]a:
SIG.Gen(pp) Return 1
¥ s Ly y s Zy*F Else: Return 0

ssk = ([z']1,[y'])
vk = [2] == [(y' || #')A]> € GI**
Return (vk, ssk)

Fig. 9. Our signature scheme with tight adaptive corruptions, where for hm € {0,1}* we define the func-
tions x(hm) := S| Xipm;, Y (hm) := 30 Yihms, Z(hm) := 30 | Zipm,, and P(hm) := 30 Py,

ness can be verified as
[v,uli o [Als = [(y',2") - A+t - (Y(hm) | x(hm)) - A]7
for ([t]1, [u]1, [v]1) <s Sign(ssk, m).

Theorem 4 (Security of SIGyppn). For any adversary A against the

MU-EUF-CMA®" security of SIGmppn, there are adversaries B against the collision resistance of
H, Bi against the Usy, ,.-MDDH assumption over Gy and Bz against the Di-KMDH assumption
over Go with

Pr(Expdie o = 1] <AV (B) + (8kA + 2k)AdVEGen thyy .61 (B1)

AN+ 2k +2
+ Advioen b, 6, (B2) + ~ T

)

where T(B) =~ T(A) = T(B1) =~ T(B2).

Proof. We prove the tight MU-EUF-CMA®" security of SIGyppn with a sequence of games given
in Figure 10. Let A be an adversary against the MU-EUF-CMA®" security of SIGympph, and let
Win; denote the probability that G; returns 1.

Game G: Gy is the original experiment Expgic 4y (cf. Definition 3). ITn addition to the original
game, we add a rejection rule if there is a collision between the forgery and a signing query, namely,
H (vkix,m*) = H(vk;,m) where (i, m) is one of the signing queries. By the collision resistance of
H, we have

|Pr[Exp§]t’;’$’S4 = 1] — Pr[Wing]| < Advg; (B).

For better readability, we assume all the signing queries are distinct for the following games. If
the same (i, m) is asked multiple times, we can take the first response ([t]1, [u]1, [v]1) and answer
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-
: Ogien (i, m):

s <s ZF; t .= Bs € 23"

hm := H(vk;, m)

w:=1z}+s B x(hm) € Z,
vi=y;+s' B'Y(hm) € Z)*F

,,,,, d
Pg s GGen; A s 'Dk; B s Z/{3k,k
For1<i<Xand j=0,1:
Xi,j <8 ng; Yi,] <—$ ngXk
Zij = (Yi; | xi,5) - A € Z5F

S (k T ~\—
Puy =BT (Yuy | xi) € 25" vis (@ -+t Z(hm) —u-A) - (R)
Zuy s M= MU ]
di;:=B'x;, €zt Return o := ([t]1, [u]1, [V]1)

— (B7Z. - o At kexk
B Ty A e Ocon(i):
7 v .7 Scorr = Scorr ] {Z}
pp := (PG, [Al2, [Bl1, ([Zi,;]2, [Pij]1)1<i<A,j=0,1) Return ssk;
For1<¢< e
T s Lq; yi s LK
z; = (yi | =) A € Zg"*
z; s LNy = (2 — 2f - A)(A) T
sski = ([zi]1, [yil)
vk; = [zf]2
(i, m", ") s AOsen () Oconl) (pp {uk}i<icy)
If (i € S©M) Vv (m* € M=)V (Ver(vki=,m",0") = 0):
Return 0
hm™ := H(vki+, m")
If31 <i<puAmeM,: H(vkij,m) = hm*
Return 0

Return 1

Fig. 10. Games used to prove Theorem 4.

the repeated queries with the re-randomization ([t']1, [u/]1, [v/]1) as t' := t + Bs' (for s’ <—s ZF),
v :=u+s'T(BTx(hm)) and v/ := v +s'T(B"x(hm)) and hm := H(vk;,m). Note that this will
not change the view of A.

Game Gj: For verifying the forgery, in addition to using Ver, we use the secret [z}.]; and
([xj0]1)1<j<x to check if ([t*]1, [u*]1) in the forgery satisfies the following equation:

[y = [2}.]1 + [6°]] - x(hm"). (5)
We note that
Ver(vk;,m*,0%) =1
!

S| u)-A=(yh || 2h)A+t*" - (Y(hm) || x(hm)) - A.

i*

Thus, if Equation (5) does not hold, then the vector [(v || u)]; — ([y% || -] 4 [t* T ]1 - x(hm*)) €

G}X(kﬂ) is non-zero and orthogonal to [A]z. Therefore, we bound the difference between Gy and
G; with the Dp-KMDH assumption as

| Pr[Wing] — Pr[Winy]| < Advieenp, ., (B)-

Game Gy: We do not use the values Y;; (for 1 < j < Aand b=0,1) and y; (for 1 <i < pu) to
simulate Go. We make this change by substituting all Y;; and y} using the formulas

Y= (Zjy — x5 - A)(A)™" and yi = (2 — 27 - A)(A)7Y, (6)

respectively. More precisely, the public parameters pp are computed by picking Z;; and x;; at
random and then defining Y ;; using Equation (6). The verification keys vk; for user ¢ (1 < ¢ < p)
are computed by picking z; and z} at random. For Og;cx(i, m), we now compute

v:i=y, +t'Y(hm) € ZéXk
= (z; — ;- A)(A)"" +t7(Z(hm) — x(hm) - A)(A) "
= (2} +t"Z(hm) — (2} +t " x(hm))-A)(A)~".
N—————

=u
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The secret verification of the forgery can be done by knowing z}. and x; ;.
The changes in Gy are only conceptual, since Equations (6) are equivalent to Z;;, = (Y, ||
x;p)A and z; = (y; || ;) A. Thus, we have

Pr[Winl] = PI‘[Wing].

In order to bound Pr[Wing], consider a “message authentication code” MAC which is defined
as follows.

— The public parameters consist of ppyac = (PG, [Bl1, ([dij]1)1<i<r,j=0,1), where d;; =
BTXZ‘,]‘ € ZZ for Xi,j <8 ng and B s Z/{Sk,k-

— The secret key is [2'];.

— The MAC tag on hm is ([t], [u]1), where t := Bs and u := 2’ + t " x(hm), for s s Z}.

Note that strictly speaking MAC is not a MAC since verification cannot only be done efficiently
by knowing the values x; ;.
The following lemma states MU-EUF-CMA" security of MAC.

Lemma 4 (Core Lemma). For every adversaries A interacting with UF-CMA®" | there exists
an adversary B against the Usy, ;,-MDDH assumption in G, with

r AN+ 2k +2
Pr{UF-CMAR" = 1] < (8kA + 2k) - AdVEgon ity o.c: (B1) + T

)

and T(B) ~ T(A), where Q. is the number of A’s queries to Opjac-

UF-CMAS": Owac (i, hm):

=0 Q:=QuU{(i,hm)}

PG s GGen s <s ZF; t :=Bs € Z3*
B s Us,k w:=x; +t x(hm) € Z,
For1<i<Aandj=0,1 Return o := ([t]1, [u]1)

Xi,j <8 ng
pPwac := (PG, [Bl1, (BT xi il )1<i<a=01) | Oven(i”,hm*, ([t]1, [u"]1)): Jat most once

For 1 <7< pu: If (", hm*) € QV (i* € L):
x; s ZLq Return 0
ACxe():0vm (- 00w () (ppyya ) If [u)y = [ah] + [t* )1 - x(hm*):
Return 8 B:=1
Return 1

Else: Return 0

Ol(?uxx(i)
L:=LuU{i}

Return [z}]1

Fig.11. Game UF-CMA®" for Lemma 4.

The proof is postponed to Appendix B.
Finally, we bound the probability that the adversary wins in Gy using our Core Lemma
(Lemma 4) by constructing an adversary Byac as in Figure 12.
Pr[Wing] = Pr[UF-CMAZ" = 1].

Bumac

In order to analyze Pr[Winy] we argue as follows. The simulated pp and (vk;)1<i<, are distributed
as in Gy. Further, queries to Oggy and Ocorg from ssk; can be perfectly simulated using Opjac
and Ofo .y, respectively. The additional group elements [v]; from o and [y}]; can be simulated as
in Gg. Finally, using a valid forgery (i*, m*,c*) output by A, Bvac wins its own game by calling
Over(#*, hm™, ([t*]1, [u*]1), where ([t*]1, [u*]1) is a valid MAC tag on hm* for user i*. O

7 Concrete Instantiation of Our AKE Protocols

In this section, we present concrete instantiation of our AKE protocols. We first provide a generic
construction of e-MU-SIM KEM from Universal, Hash Proof System (HPS) in Subsection 7.2,

29



BS)\\ICW(')’OVW(.)’OCOWH(PPMAC): M
Parse ppyac =: (PG, Bl1, ([di j]1)1<ir,j=0,1) hm := H(vk;, m)
A s Dy ([t]1, [u]1) <= Ortac(hm)
For1<i<Xandj=0,1: vi=(z}+t Z(hm) —u-A)- (A)~*
Z;; +s ngXk M == M; U {m}
Ei; = (B Z;—di,;- A)A ' € zt** Return o := ([t], [u]1, [v]1)
Pij = (BEi; | dij) ‘
pp := (PG, [Alz, [Bl1, ([Zi j]2, [Pi,j]1)1<i<,j=0,1) Oconn i):
For 1 S i S ll/: Scorr = SCOTV u {i}
z, s Z}]Xk [32]1 — OEORR(i) o
vk; = [z}]2 //ssk; is undefined yi=(z; —z}- A)(A)™!
(i, m*, 0*) s ACsex(:):Ccom®) (pp Lok }1<i<p) Return ssk; := ([z]1, [yi]1)
If (i € S©M) VvV (m* € M;=) V (Ver(vki=,m*,c") = 0):
Return 0
hm* := H(vki+, m")
If31 <i<pAme M, : H(vki,m)=hm*
Return 0
Parse o™ := ([t"]1, [u”]1, [V']1)
Over (17, hm*, [t*]lv [U*]l)
Return 1

Fig. 12. Reduction Buac to bound the winning probability in Ga. Bmac receives ppyac and gets oracle
access to Onac and Oy, and Oy as in Figure 11.

then give an instantiation of HPS from MDDH (and a function H) in Subsection 7.3. This yields
concrete e-MU-SIM KEM schemes based on the MDDH assumptions.

For AKE3msg, We use our new signature scheme SIGuppn (Figure 9) and the e-MU-SIM KEM
constructed from the MDDH-based hash proof system. For AKE;t,f,tSZ, the symmetric encryption
scheme to protect against state reveals can be instantiated using any weakly secure (deterministic)
encryption scheme such as AES or even a weak PRF (cf. Remark 1).

In practice, we can consider the function H used in the HPS instantiation in Subsection 7.3 as
a collision-resistant hash function and thus choose parameter ¢ = 1 (see Remark 7 and Remark 8).
Then, the resulting KEM public key consists of 2k group elements and the ciphertext of k£ + 1
group elements. A signature consists of 4k + 1 group elements, cf. Figure 9. Therefore, the first
message is a bitstring of length A, the second message consists of 6k + 1 group elements and the
third message consists of 5k + 2 group elements. For k = 1, we get an efficient SXDH-based scheme
with 15 elements in total.

We instantiate protocol AKEomsg using our signature scheme from Figure 9 and the MUC-0t CCA
secure KEM from Han et al. [24]. y-diversity of the KEM is proven in [31, Appendix D.2]. We
analyze the communication complexity of AKEpmsg as follows. The KEM public key consists of
k2 + 3k group elements and the ciphertext of 2k + 3 group elements. A signature consists of 4k + 1
group elements. Therefore, the first message consists of k2 + 7k + 1 group elements and the second
message consists of 6k 44 group elements. For k = 1, we get an efficient SXDH-based scheme with
9 4+ 10 = 19 group elements in total.

For an overview we refer to Table 1 of the introduction.

7.1 Definitions of HPS
We give the formal definition of Hash Proof System (HPS) according to [10].

Definition 20 (HPS). A hash proof system HPS = (HPS.Setup, Pub, Priv) consists of a tuple
of PPT algorithms:

— pp s HPS.Setup: The setup algorithm outputs a public parameter pp, which implicitly defines
(L, X, SK,PK, I, Ay, ), where L C X is an NP-language with universe X, SK is the hashing
key space, PK is the projection key space, II is the hash value space, Ay : X — II is a family
of efficiently computable hash functions indexed by a hashing key sk € SKC, and o : SK — PK
s an efficiently computable projection function.

We assume that there are PPT algorithms for sampling x <—s L uniformly together with
a witness w, sampling x <s X \ L uniformly, sampling x <s X wuniformly, and sampling
sk <—s SK uniformly. We require pp to be an implicit input of other algorithms.
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— m < Pub(pk,z,w): The deterministic public evaluation algorithm outputs the hash value m =
Asi(z) € IT of x € L, with help of a projection key pk = a(sk) and a witness w for x € L.

— 7 < Priv(sk,x): The deterministic private evaluation algorithm outputs the hash value m =
Asi(z) € I of x € X with help of the hashing key sk.

We require that for all pp € HPS.Setup, all hashing keys sk € SIC with the corresponding projection
key pk := «a(sk), all x € L with all possible witnesses w, it holds that Pub(pk,z,w) = Ag(z) =
Priv(sk, z).

HPS is associated with a subset membership problem (SMP). Any SMP can be extended to
multi-fold SMP with a security loss of the number of folds.

Definition 21 (SMP). Let A be an adversary against the subset membership problem (SMP) of
HPS. The advantage of A is defined as

Adviie (A) == [Pr[A(pp,z) = 1] — Pr[A(pp,2’) = 1],
where pp s HPS.Setup, = <—s L, and 2’ <—s X \ L.

Definition 22 (Multi-fold SMP). Let A be an adversary against the multi-fold subset mem-
bership problem (SMP) of HPS. The advantage of A is defined as

Adviips?, (A) == |Pr [A(pp, {2 }jep) = 1] — Pr [Alpp, {2} }jepu) = 1] |
where pp s HPS.Setup, @1, -+ ,z, s L and o, , 2}, +s X'\ L.

For some random-self reducible problems like MDDH, the hardness of multi-fold SMP can
be tightly reduced to that of SMP, i.e., Advje” (A) ~ Adviips(B). See Subsection 6.1 for more
details. Our instantiations of HPS from MDDH is shown in Subsection 7.3.

Definition 23 (e-Universal, of HPS). A hash proof system HPS is e-universaly, if for all
pp € HPS.Setup, for all pk € PK, all x,x* € X with x* ¢ LU{z}, and all 7,7* € II, it holds that

Pr[Ask(a™) = 7% | a(sk) = pk, Ask(z) = 7] <,
where the probability is over sk +s SK. If e = 1/|I1|, then HPS is perfectly universals.

Below we define an extracting notion, which is adapted from [16].

Definition 24 (vy-Extracting of HPS). A hash proof system HPS is y-extracting, if it is ~y-
extracting, and ~y-extractings.

(1) v-Extracting, : For all pp € HPS.Setup, allx € L and allw € II, it holds that A PrS]C[ASk(:r) =
Sk <8

7w <277;
(2) v-Extracting,: For all pp € HPS.Setup, all z,z* € L with x* # x, and all 7,7* € II, it holds
that . PrSK[ASk(x*) =7* | Agi(z) = 7] <277,
SK <%

If v =log ||, then HPS is perfectly extracting.

7.2 eMU-SIM Secure KEM from Universal,-HPS

Let HPS = (HPS.Setup, Pub, Priv) be a universal,-HPS associated with a hard multi-fold subset
membership problem (SMP) and enjoying an extracting property. We present a simple construction
KEMpps = (KEM.Setup, KEM.Gen, Encap, Decap, Encap®) from HPS as follows.

— KEM.Setup: pp <s HPS.Setup, where pp = (£, X, SKC,PK, I1, A(.y, ). Return ppggy = pp-
Here the encapsulation key space K := I, the ciphertext space CT := X and the public key
& secret key spaces are PK x SK.

KEM.Gen(ppkem): Choose sk s SK and return (pk := a(sk), sk).

— Encap(pk): Sample z <—s £ with witness w and return (¢ := z, K := Pub(pk, z, w) = Ask(x)).
Decap(sk, c): Compute and return K’ := Priv(sk, c).

— Encap®(sk): Sample x <—s X \ £ and return (¢ := z, K := Priv(sk, z) = Ag(2)).
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The correctness of KEMyps follows from the correctness of HPS. Now we prove the strong e-MU-SIM
security of KEMyps.

Lemma 5 (e-MU-SIM Security of KEMyps). Let € be a real number and II the hash value
space of HPS. If HPS is an € -universaly HPS associated with a hard multi-fold SMP, then KEMyps
is e-MU-SIM secure with uniformity parameter ¢ = |II|*- (¢ — 1/|]|).
Concretely, for any polynomial pu, any adversary A, there exists an adversary B, such that
T(B) =~ T(A) and _
AdV?EI_\jII,rEncap*,u(A) S Advmls;g,py(B) (7>

Remark 5. If HPS is perfectly universaly (i.e., ¢ = 1/|II]), then KEMpps has 0-uniformity for the
key encapsulated by Encap™ (i.e, € = 0).

Proof of Lemma 5. To prove (7), we build an adversary B solving the multi-fold SMP by invoking
A. Given a challenge (pp, {; }ic[,)), B wants to determine whether z; <—s £ or z; +—s X'\ L. B
sets ppkem = PP, samples (pk;, sk;) <—s KEM.Gen(ppkem), and computes (¢;, K;) 1= (x4, Ask; (x;)).
Then B invokes A({pki, ski, ci, Ki}ie[u]), and returns the output of A to its challenger. If 2; < L,
(ci, K;) = (mi, Asg, (z;)) has the same distribution as the output of Encap(pk;); if a; s X \ L,
(ci, K;) = (wi, Ask, (%;)) has the same distribution as the output of Encap®(sk;). Consequently, B
solves the multi-fold SMP as long as A distinguishes Encap and Encap®, and (7) holds.

We now proceed to prove e-Uniformity of Encap™ as defined in (1). Firstly, ¢’-universals of HPS

means
Pr[Agk(c*) = 7% | a(sk) = pk, Agp(c) = 7] < €,

for all pp <—s HPS.Setup, all pk € PK, all ¢,c* € X with ¢* ¢ LU {c}, and all =, 7* € II, where
the probability is over sk +—s SK. By an averaging argument over (c, c*, pk), € -universaly implies
that for any (unbounded) adversary B, it holds that

| Prlc s B(pk,c*) : c# c* AB(pk,c*, K*, Decap(sk, c)) = 1]
— Prle <s B(pk,c*) : ¢# c* NB(pk,c*, R, Decap(sk,c)) = 1] ‘ (8)
< |- (¢ = 1/[]),

where the probability is over ppyxgy < KEM.Setup, (pk, sk) s KEM.Gen(ppkem), (¢, K*) s
Encap*(sk), R <—s K and the internal randomness of B. The averaging argument essentially uses
the law of total probability over (c, c*, pk). We note that here ¢ is not allowed to depend on K*
or R, but e-Uniformity allows ¢ arbitrarily dependent on K* or R. This gap can be filled by a
leveraging argument, as shown below.

Suppose towards a contradiction that there exists an (unbounded) adversary A, so that

| Prlc s A(pk,c*, K*) : c# c* A A(pk,c*, K*, Decap(sk, c)) = 1]

9
— Prle s A(pk,c*,R) : ¢ # c" N A(pk,c*, R, Decap(sk, c)) = 1] | > €. ©)

Then we can construct an (unbounded) adversary B to contradict with (8). B is constructed by
the following leveraging argument.

e Given (pk,c*), B samples a T" s IT uniformly, invokes ¢ +s A(pk,c*,T") and outputs c.

e Then Breceives (pk, c*, T, Decap(sk, c)), where T'= K* or T' = R, and invokes b +—s A(pk, c*, T,
Decap(sk, c)).

e If T =T, B outputs the bit b output by A ; otherwise, B outputs 0.

If T/ = T, which happens with probability 1/|II|, B perfectly simulates the experiment defined
in (9) for A, thus B distinguishes T'= K* from T = R as long as A does; if T" # T, B always
outputs 0 no matter T'= K* or T'= R. Overall,

B’s distinguishing advantage in the experiment defined in (8)
= A’s distinguishing advantage in the experiment defined in (9) /|II|
> /|| = |- (¢ = 1/|1]),

which contradicts with (8). This completes the proof of e-Uniformity. O

Moreover, we show the diversity of KEMyps as long as HPS is extracting.
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Lemma 6 (y-Diversity of KEMyps). Let v/ be a real number, IT the hash value space of
HPS and L the language space. If HPS is ~'-extracting, then KEMpps has y-diversity with v =
29" +log | L] — log(| 1] - |£] + 227").

Remark 6. If HPS is perfectly extracting (i.e., v/ = log|II|), then KEMyps is y-diverse with v =
log |II]+1og |£]| —log(|1I]|+|L£]). For our concrete instantiation HPSymppn shown in Subsection 7.3,
which is perfectly extracting and has |IT| = q and |£] = ¢* — 1, the resulting KEMyps,,.,,, is
y-diverse with v = log ¢ + log(¢¥ — 1) — log(q + ¢* — 1) > log(q/3).

Proof of Lemma 6. By construction, we have

(1) Pr (pk, sk) <—s KEM.Gen(ppkem);
r, 7’ s R;(c, K) + Encap(pk;r); (¢, K') < Encap(pk;r’)

=Pr [sk +s SK;z,2" < L : Agp(x) = Agi(a')]
= Z i <P_’fﬁrﬁ[a: =a]- Z Pr [z'=d]- Pr . [Ask(a) = Ag(a')]

:K:K/}

ier a’eLZ/ s L sk <8 S
1 1 ) 1
:Zm Z m.Zskgrsn[/ls’“(a):/l‘gk(a):ﬂ]+m.1
acl a’eL\{a} mell

1 1 , 1
=2 (L2 2 Bac U@ = ey (@) = rlau(0) =+

a€cl a’eL\{a} well

< 2= by ~’-extracting; < 2= by +’-extractings of HPS
o
<2772+ 1/12],

2) Pr (pk, sk) < KEM.Gen(ppkem); (pK, sk’) +—s KEM.Gen(ppkem)
r +s R;(c, K) < Encap(pk;r); (¢, K') < Encap(pk’;7)

= Pr [sk, sk’ <= SK;z s L : Agp(z) = Ag (2)]
= Pr [z=ad]- Z Pr [sk, sk’ s SK : Agp(a) = Agr (a) = 7]

K =K'

z s L
acl rell
1
) IZ| 2 o br g [si(a) = 7] o Pr o A (@) = 7]
a€L rell
= 2= by 7'-extracting of HPS < 2= by ~/-extracting; of HPS
<|m|- (27
Thus, KEMyps his 7-diversity with 5 = 2y/ + log | £] — log(|1] - |£] +227) 0

7.3 Universal, Hash Proof System from MDDH

In this subsection, we construct an MDDH-based universals hash proof system HPSyppn which is
also extracting. Then together with the transformation in Subsection 7.2, we immediately obtain
an MDDH-based e-MU-SIM secure KEM which also enjoys 7-diversity.

Our HPSyppy extends the DDH-based hash proof system proposed by Cramer and Shoup in
[10] to MDDH assumptions. Let G = (G, ¢, P) be a description of cyclic group G of prime order
g and with generator P. Let Dy be a matrix distribution, ¢ € N, and H = {H : GH1 Zfl} a

family of hash functions from G**! to ZZ.

— HPS.Setup picks A +s Dy, H <—s H, and outputs public parameter pp := ([A], H). pp implicitly
defines (£, X', SKC,PK,II, Ay, o) as follows.
o X :=G"1'\{[0]} and the language £ := La := {[c] = [Aw] € G*"' : w € Z}'\ {0}} C X.
The value w is a witness of [c] € L.
e SK = Z((Itﬂ)x(kﬂ), PK = G(Hl)Xk, and hash value space IT := G.
e For sk = K € SK, define pk = a(sk) := [KA] € PK.
e For [c] € X and sk = K € SK, define Ay ([c]) := (1,77)-K-[c] € G with 7 := H([c]) € Z.

— Pub(pk = [KA], [c] € £, w € ZF): Compute 7 := H([c]) € Z!, and return [r] := (1,77)-[KA]-
w e G.

— Priv(sk = K, [c] € X): Compute 7 := H([c]) € Z{, and return [r] := (1,77) - K- [c] € G.
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It is straightforward to check the correctness of HPSyppy. The associated SMP is exactly the Dy-
MDDH (cf. Definition 17), and the associated multi-fold SMP is exactly multi-fold D-MDDH.
By the random self-reducibility of Dp-MDDH (cf. Lemma 10), we have the following corollary.

Corollary 1 (Multi-fold SMP). For any p € N and any A there exists an adversary B with

-MDDH MDDH
AdVEE’QCDDH,u(A) - Adngen,Dk,G(A) < AdVGGen,p,, 6 (B) + ﬁ.

Below we show the perfect universaly and extracting properties, respectively.

Lemma 7 (Perfectly Universal, of HPSyppn). (1) If H = Hinj = {H : GH - Zg} is a
family of injective functions (in this case t > k4 1), then HPSyppn is perfectly universaly. (2) If
H=He={H:G"" = Zt} is a family of collision-resistant hash functions (in this case t = 1),
then HPSyppn s perfectly universaly assuming that there are no collisions.

Proof of Lemma 7. For sk = K «s Z((]Hl)x(kﬂ), for any [c] € X, any [c*] € X\ (LU{[c]}), any
pk € PK and any [r] € G, we consider the distribution of A ([c*]) = (1,7* ") K- [c*] conditioned
on pk = a(sk) = [KA] and [7] = Ag([c]) = (1,7")-K-[c], where 7 := H([¢*]), T := H([c]) € ZL.

Firstly, we prove (1). Since [¢*] # [c] and H is injective, we have 7% # 7. Let a+ € Z}™!
be an arbitrary non-zero vector in the kernel space of A such that (at)TA = 0 holds. It is
clear that (at)" - [c*] # [0] since [c*] ¢ span([A]). Let b € Z!™' be an arbitrary non-zero
vector such that (1,77)-b = 0 but (1,7*7) - b = 1. We can always find such b since (1,7")
and (1,7*T) are linearly independent (due to 7* # 7). Equivalently, sk can be sampled via
sk=K:=K+u-bah)T ¢ thﬂ)x(k“), where K s thﬂ)x(kﬂ) and p <—s Zg. In this case,
we have pk = a(sk) = [KA] = [KA], [r] = Ax([c]) = (1,77) - K -[c] = (1,7") - K - [c], which
may leak K, but the value of u is completely hidden. Moreover,

Ag([e]) = (L7 T) K- [e] = (1,7T) - K- [e] +p- (1,77) - b- (@) - [e].
=1 (0]

Thanks to the uniformity of p, As([c*]) is uniformly distributed over G conditioned on pk = a(sk)
and [7] = Ak ([c]). This shows that HPSmppn is perfectly universals.

For (2), we also have 7* # 7 as long as no collision happens. Then the analysis of perfectly
universaly is similar to (1). O

Remark 7. Instantiating HPSmppn using Her is more efficient than using Hisj since ¢ can be as
small as 1. Taking into account the collision resistance of Hc, HPSmppn using H, is perfectly
universaly only in a computational sense, and the KEMyps,,.,, derived from such HPSpppn (cf.
Subsection 7.2) has only computational e-uniformity. Nevertheless, this does not affect the tight
security reduction from AKE3ae to KEMpps,op, in Theorem 1 and AKEzmeg to KEMups,np, in
Theorem 2, since we can always add an extra game (e.g., between Gy and G;) to deal with
collisions in the security proofs. In this extra game, the challenger aborts immediately when
collision happens. Then in subsequent games, the adversary wins only if no collision happens,
and in such scenarios, HPSmppn using Hc is perfect universal, and the KEMpyps,,y,, derived
from HPSmppn (cf. Subsection 7.2) has e-uniformity. On the other hand, we note that it is easy
to construct hash functions H. whose collision resistance can be tightly reduced to the discrete
logarithm assumption [12, 8], so this extra game does not affect the tightness of our AKE protocols.

Lemma 8 (Perfect Extracting of HPSyppn). HPSwmppn is perfectly extracting,. Moreover,
(1) If H = Hipy = {H : GF™ — Zt} is a family of injective functions (in this case t > k + 1),
then HPSwppw is perfectly extractings. (2) If H = Her = {H : GFT! — Z,} is a family of collision-
resistant hash functions (in this case t = 1), then HPSwmppn is perfectly extractings assuming that
there are no collisions.

Proof of Lemma 8. Firstly, we prove the perfect extracting;. For sk = K < th+1)x(k+1),

for any [c] € £ = span[A] \ {[0]}, we consider the distribution of Ag([c]) = (1,77) K - [c],
where 7 := H([c]) € Z. Since [c] # [0] and K < th+1)x(k+1), it follows that K - [c] is uniformly
distributed over G'**. Moreover, (1,7 ") is non-zero, thus Ag([c]) = (1,7 ") - K - [¢] is uniformly
distributed over G. This shows the perfect extracting; of HPSyppn-

Next, we prove the perfect extractings. For sk = K s thJrl)X(kH), for any [c] € L, any
[c*] € £\ {[c]}, and any [7] € G, we consider the distribution of A ([c*]) = (1,7*7) - K - [c*]
conditioned on [r] = A ([c]) = (1,77) - K - [¢], where 7% := H([c*]), T := H([c]) € Z!.
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— For (1), since H is injective, we have 7* # 7. Let b € Zfl‘“l be an arbitrary non-zero vector
such that (1,77)-b = 0 but (1,7*7) - b = 1. We can always find such b since (1,77)
and (1,7*T) are linearly independent (due to 7% # 7). Equivalently, sk can be sampled via

sk=K:=K+b-r' ¢ Z((fﬂ)x(kﬂ), where K s Z((fﬂ)x(kﬂ) and r <s Z’;‘H. In this case,
we have [1] = Ag([c]) = (1,7") - K -[c] = (1,7 ") - K - [¢], which may leak K, but the value
of r is completely hidden. Moreover,

Age([e*]) = (1,7 T) - K- [c*] = (1,7T) K- ]+ (1, 7*")-br’ - [c*].

Thanks to the uniformity of r and the fact that [c*] # [0], rT - [c*] is uniformly distributed
over G, and this implies that uniformity of A ([c*]) conditioned on [7] = Asx([c]). Hence the
perfectly extractings of HPSyppy follows.

— For (2), we also have 7* # 7 as long as no collision happens. Then the analysis of perfect
extractings is similar to (1). O

Remark 8. As in Remark 7, HPSyppn using H,, is perfectly extractings only in a computational
sense, and the KEMpps, o, derived from such HPSyppn (cf. Subsection 7.2) has only computa-
tional diversity. Nevertheless, this does not affect the tight security reduction from AKE;trf,tseg to
KEMHPsypon i Theorem 1 and AKEzmsg to KEMyps,,p, in Theorem 2, since we can always add

an extra game to deal with collisions in the security proofs.
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A Proof of Theorem 3
Let us first define message-consistency for the 2-move protocol AKEymsg in Figure 6.

Message Consistency. We say that an oracle 7} is message-consistent with another oracle 7r§,
denoted by MsgCon(r < n%), if Pid} := j and Pid; := 1 and either

(1) ¢ has sent the first message, the same ephemeral public key pAk is contained in Sent] and
Recv’ and the same ciphertext c is contained in Recv? and Sent;, or

(2) 7¢ has received the first message and the same ephemeral public key pk is contained in Recv;
and Sent.

We write MsgCon(mj <+ 7}) if MsgCon(7f < 7%) and MsgCon(r < 77).

We now define a sequence of games Gg-Go. Let Win; denote the probability that G; returns 1.

Game Go: Go is the original experiment Expag,,., u.¢,4- I addition to the original game, we add
the sets Sent; and Recv; which is only a conceptual change. We have

Pr[EXpAKEzmsg,lt,e,A = 1} = Pr[W|n0} .

Game Gp: In Gy, we define the event NoMsgCon which happens for (i, s) if 77 accepts, the intended
partner j := Pid] is uncorrupted when 77 accepts and there does not exist ¢ € [¢] such that =7 is
message-consistent with 7r§. If event NoMsgCon happens, the game will abort. Due to the difference

lemma,
|[Pr[Wing] — Pr[Win;]| < Pr[NoMsgCon] .

We will prove the following lemma.

Lemma 9. There exists an adversary Bsig against SIG such that

3%?1‘)[(1) A (2) A (3.1)] < Pr[NoMsgCon] < Advgic S (Bsic).-

Proof. If there exists an oracle 7r§ such that 7§ is message-consistent with 7% and Pid; = 1, then

due to correctness of KEM, 7 is also partnered to 7}. Tt follows that Prag; 4[(1) A (2) A (3.1)] <
Pr[NoMsgCon].

To prove that Pr[NoMsgCon] < Advglc’;'jf"(lgsm), we construct adversary Bsig against MU-
EUF-CMA®"™ security of SIG. Bgig inputs the public parameter ppg; and a list of verification
keys {vk;}ic[) and has access to a signing oracle Ogsiax(+, ) and a corrupt oracle Ocorr(+). Bsic
then runs ppkgy <—s KEM.Setup and sets ppake ‘= (PPsig, PPkem) and PKList := {vk;}icp,)- It
initializes all variables and then runs A4 on ppaxg and PKList. If A queries Oake, Bsic responds as
follows.

— Send(i, s, j,msg = T): In order to get o1, Bsig queries its signing oracle Oge (i, (F;, Pj,pAk))A.

— Send(3, s, j, msg = (pk, 01)): In order to get o2, Bsig queries its signing oracle Ogion (4, (P}, P, pk,
01,¢C)).

— Corrupt(i): Bsig queries its own oracle Ocorg (i) to obtain the signing key ssk; and returns ssk;

to A.
— Queries Send(4, s, 4, (¢, 02)), RegisterCorrupt, SessionKeyReveal and Test can be simulated as in
Go.
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During the simulation, Bgig checks if NoMsgCon happens. If this is the case, there exists an oracle
m$ such that 7§ has accepted and j := Pid; is uncorrupted at that point in time.

Now we show that then there is a valid message-signature pair (m*,o*) in Sent] and Recv;
such that Ver(vk;, m*,0*) = 1 and m* is different from any message m signed by % for all ¢ € [(].
Since 7 is accepted, Sent] # @ and Recv] # @.

Case 1: 7 sent the first message. Let Sent! = {(pk,o1)} and Recvi = {(c,02)}. We have
Ver(vk],(R,P],pk 01,¢),09) = 1, since (c 03) € Recv;. For any oracle 7} with Recvé =
{(pk',0})} # @ and Sent ={(c/,03)} # @, NoMsgCon implies that (pk,c) # (pk’, ). In this
case, Bsig sets (m*, o ): ((R,Pj,pk o1,¢ ) 09).

Case 2: 7} received the first message. Let Recv! = {(pk,01)} and Sent? = {(c, 02)}. We have
Ver(vkjj,( , P, pk),01) = 1, since Recv; # @. For any oracle 7r] with Sent ={( pk! o))} # @,

NoMsgCon 1mphes that pk 7é pk!. In thls case, Bsig sets (m*,0*) = ((F;, P ,pk),01).

As soon as event NoMsgCon happens, Bsig retrieves the message-signature (m*,o*) pair as just
described and outputs (j, m*,0*). As P; is uncorrupted, Bsig has not queried Ocorr(j) and m* is
different from all signing queries for j, which concludes the proof of Lemma 9. O

Before moving to Ga, let us bound (1) A (2) A (3.2).

Multiple Partners. Event (1) A(2)A(3.2) happens if there exists any oracle 7§ that has accepted
with Aflag] = false and has more than one partner oracle. We can show that

MA@ AB2)] < (u)?- 277

The session key only depends on the ephemeral public key pAk and the ciphertext c. In the following,
we assume that there are two oracles 7} and 7r§, such that 7} is partnered to both 7r§- and 7r§/. We
distinguish two cases:

Case 1: 7 sent the first message. Let pAk be the ephemeral public key de‘Eermined by the internal
randomness of 7. Let (c K) + Encap(pAk r) and (¢, K') < Encap(pk;r’), where r, r’ is the
internal randomness of 77] and ! s, respectively. As w7 is partnered to both oracles, this implies
that k¥ = Decap(sk,c) = Decap(sk c’). By the correctness and ~-diversity of KEM, we have
k} = K K’ which will happen with probability at most 277.

Case 2: 7} received the first message. Let pAk and pk’ be the public keys determined by the internal
randomness of 7T§- and 7r§/,, respectively. Let r be the internal randomness of 77 which is used by
Encap. The original keys are derived from (¢, K') < Encap(pk;r) and (¢/, K') < Encap(pk’;r).
As 77 is partnered to both oracles, kf = K = K'. Due to vy-diversity of KEM, this will happen
only with probability at most 277.

As there are pf oracles, we can upper bound the probability for event (1) A(2)A(3.2) by (uf)2-277
At this point note that

Pr{Winaun] = _Pr [(1) A (2) A ((3.1) V (3.2))]

3(,s)

< Pr()AQ)ABD]+ Pr (1) (2)A(32)]

< Advgig " (Bsig) + (ue)*-277 .

Game Gy: In Gy, we check the partnership Partner(n} < 7%) by message-consistency MsgCon(} <
7t) if U7 = accept and Aflag] = false. We claim that

|Pr[Win;] — Pr[Winy]| < Pr [(1) A (2) A (3.2)] < (u)? -

3(i,9)

Recall that if NoMsgCon does not happen, we know that each oracle 7] that has accepted with
Aflag’ = false is partnered to and message-consistent with an oracle 7r§. If any such oracle 7 has a
unique partner, then G; is identical to Gy. On the other hand, the probability that there exists an

oracle 7{ that has accepted with Aflag; = false and has multiple partners is Pr3(; 5 [(1)A(2)A(3.2)],
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OF oan ():Obrcar ()
Byem ’ (PPkem> PR, --oy DRpe) Oake(query):
PPsi <8 SIG.Setup If query=Send(i, s, j, msg):
For i € [u]: If ¥ = accept: Return L
(vki, sski) < SIG.Gen(ppsic) Ifmsg=T: //session is initiated
Crp; = false Pid$ :,]
PKLi-‘ft = {vkitie); b < {0,1} Let n:= (i —1)p+s; pk := pkn
For (i,5) € ] x 6: o s San(sshe. (P B i)
varj := (Pidi, k7, %7) == (0,0,0) msg’ = (pAk,al)
(Sent;, Recvy) := (2,9) If msg = (pk, 01): //first message
Aflag; := false; T} := false; kRev; := false Pids := j
NoMsgCon := false If Ver(vk;, (P;, Pi,pk), o1) # 1:

b* < A9MED) (pp e, PKList)
If b* = b: Return 8* :=0
Else: Return 8* :=1

¥ := reject; Return L

If erp; = false:
Then 3 unique ¢ s.t. pk output by =
Let n:=(j—1)p+t

// Duri.ng the execution Z,;KEM clhccks if t‘hc follf)wing (C, K[j) i OEN(,‘AP(”); kzs = K[;'
// flag is set to true and if so, it aborts immediately: Else:
NoMsgCon := true, If Ji,s € [u] x [€] s.t. (1") A (2") A (3). (¢, K) <s Encap(pk); kI := K

Let j := Pid?. 02 s Sign(sski, (P;, Pi, pk, o1, ¢))

(1") o7 = accept ¥$ := accept

(2') Aflag{ = false msg’ = (c, 02)

(3") t € [£] s.t. MsgCon(n} + 75) If msg = (¢, 02): //second message

Choose (pk,o1) € Sents

Onke(query): If Pid # j or Ver(vk;, (P;, Pj, pk,o1,c¢),02) # 1:
If query=Test(3, s): ¥? .= reject; Return L

If ¥ # accept V Aflag; = true V kRev] = true Let n:= (i — 1)+ s and j := Pid;

Vv T = true: If 3t s.t. Recvt = {(pk,-)} A Sentt = {(c,)}:
Return L ki ==k}
Let j := Pidj Else:
If 3t € [€] s.t. MsgCon(m} «+ %) Ak} = kj: K + Opgosr(n, c); ki == K
If kRev} = true v T} = true: Return L U; := accept

T¢ := true msg’ := ()

ko :=kj; k1 +s K Recv§ := Recvi U {msg}; Sent{ := Sent; U {msg’}

Return ky If 7 = accept:

If erp; = true: Aflag] := true

If query=SessionKeyReveal(i, s): Return msg’

If ¥ # accept: Return L
If T; = true: Return L
Let j := Pidj
If 3t € [¢] s.t. T} = true:
If MsgCon(m}  m}) A k! = ki: Return L
kRev; := true; Return kj

Fig. 13. Adversary Bkem against MUC-otCCA security of KEM for the proof of Theorem 3. Queries to
Onaxe where querye {Corrupt, RegisterCorrupt} are defined as in the original game Exppxe , 4 in Figure
5.
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which is bounded by (1¢)? - 277. Thus, the claims follows by the difference lemma.

In order to bound Pr[Winy|, we construct an adversary Bkem against MUC-otCCA security of
KEM (see Figure 13). We will show that

|Pr[Wing] — | < 2- Advitein i (Bkem) -

As in the proof of Theorem 2, we make use of the fact that we can not only replace the session key
of an oracle when it is tested but of all oracles that are possibly tested. The difference to AKE3msg
is that now the adversary can replay the ephemeral public key pk to other oracles, which is why
we need multiple (’)ENC Ap Queries.

Let 8 be the random bit of Bkem’s challenger. Bkem inputs the public parameter ppyxgy and
{Pkn}neiug- Brem generates the public parameter for SIG and signature key pairs (vk;, ssk;) for
i € [p] and sets PKList := {vk;};c(,. It initializes all variables, chooses a random challenge bit
b s {0,1} and runs A. If A makes a query to Oaxe, Bkem simulates the response as follows:

— Send(i, s, j,msg = T): Bkem uses the public key with index (i — 1)u + s as ephemeral public
key, i.e. pk := pk(i—llu+5'
— Send(3, s, j, msg = (pk,o1)): If P; is uncorrupted then due to the fact that NoMsgCon does

not happen, there exists a unique oracle 7r] such that pk was output by 7r . Furthermore,

n = (j — 1)p + t is the index of that public key. Then Bykgm queries OENCAP( n), receives a
ciphertext and key (¢, Kg) and sets kj := Kg. If P; is corrupted, Bkem runs Encap(pk) itself to
compute (¢, K). It also computes a signature os as the protocol specifies and outputs (¢, o2).

— Send(i, s, j,msg = (c,02)): Let n = (i — 1)u + s. Then, 7] sent pky,. If there exists an oracle
7t that has received pk, and has sent ¢, then Bkem sets k7 := k%. Otherwise, Bxem queries
Opgcar(n, ¢), receives K and sets kf := K.

— Test(7, s): After ruling out trivial attacks TA1, TA2 and TA3, Bkem checks for trivial attacks
TA4 and TAS5 using message-consistency check MsgCon(wf < 7r§) and tests if k; =kJ. Ifit
does not output L, Bkem sets ko = kj and k; <—s K and outputs ky.

— SessionKeyReveal(i, s): After ruling out trivial attack TA2, Bgem checks for trivial attack TA4
by Checkmg if there exists an oracle 7r] such that 7rj is tested and MsgCon(w « m?). If further
k:t ?, Bkem returns L. Otherwise, it outputs k.

— Queries Corrupt and RegisterCorrupt and can be simulated as in Gs.

Finally, A outputs b* and Bgxgm outputs g* := 0 if b* = b and §* := 1 otherwise.

Bkem may query (’)ENC ,p Multiple times on the same ephemeral public key pAk as we cannot
prevent replay attacks. However, each query to Send(i, s, j, msg = T) chooses a different ephemeral
public key. When the oracle receives a ciphertext, it accepts and thus Opgcap is called at most
once. In the following, we will argue that Bxgm perfectly simulates Gy if 8 = 0, and that A’s view
is independent of b if 8 = 1. The analysis is the same as in the proof of Theorem 2. We have

AdvRenois® (Brem) = |Pr[* = B8] —
=[3-P ﬁ—ﬁIB—O] 3 Prif =p18=1-3
:% r[Wing] + %-%—f’ %|PI‘WIH2] 2| .
Collecting the probabilities yields the bound in Theorem 3. U

B Proof of Lemma 4

We recall random self-reducibility of the MDDH assumption.

For Q € N, W < Z’;XQ, U s Zf;XQ, we consider the Q-fold Dy -MDDH problem which is
to distinguish the distributions ([A],[AW]) and ([A], [U]). Essentially, the Q-fold D, ;-MDDH
problem contains @ independent instances of the D, ,-MDDH problem (with the same A but
different w;). The following lemma gives a tight reduction.

Lemma 10 (Random self-reducibility [17]). For{ > k and any matriz distribution Dy, the
Dy ,x-MDDH assumption is random self-reducible. In particular, for any @ > 1 and any adversary
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A there exists an adversary B with
Adv@eanp o (B) :=Pr [B(PG,[A],, [AW],) = 1] — Pr[B (PG, [A],, [U],) = 1]

1
<(—k) AdVI(\;/[G]?e]r?,%@,k,GS (A) + 1

where PG s GGen, A s Dy, W s ZE*Q, U s Z{V*9 | and T(B) ~ T(A).

Proof (Lemma 4). We prove Lemma 4 by the sequence of games defined in Figure 14. Let A be
an adversary against the security game UF-CMA®", and let Win; denote the probability that H;
returns 1.

T
I
-

-
Ho.! Hi. [Hac ] Onisc (i, hm):

Lo —— = M Q:: QU{(thm)} ,,,,,,
ig:H GGen s «s Zg; t == Bs € Z"; s zi" j
B s Usp wi=zi+t'x(hm ez,
For1<i<Xandj=0,1: wi= ol + tT(BLRFC(hm‘C) + x(hm))

Xi,j < Z;k

PPmac = (PG, [B1, (B xi]1)1<i<x,5=0,1) U s Zg

For 1 <4 < p Return o := ([t]1, [u]1)
T s Zq
AO“““'(')‘O"“”("')’Oé“’“"(’)(ppMAC) Over (2", hm™, ([t*]1, [u*]1)): /at most once
Return 3 If (i*,hm*) € QV (i" € L):
Return 0
Oora(t) h :=x(hm™)
L:=LuU{i}

h := B*RF.(hm*|, hm*
Return [z}]: (hm”) +x(hm’)

b := BLRF, (hm* ) + x(hm")|
If [u*]s = [zhe]1 + [t*"]1 - e
Bi=1
Return 1
FElse: Return 0

Fig. 14. Games Ho, H1,Hz ¢, Hs, Ha for proving Lemma 4 where 0 < ¢ < X and RF, : {0,1}¢ — ng is a
random function.

Game Hg: This is the same game as UF-CMA®". Thus,
Pr[UF-CMAS™ = 1] = Pr[Wino].

Game Hj: In Hy, we switch t in Oypa¢ from Span(B) to random over ng. By using the Q.-fold
Us,,--MDDH assumption and Lemma 10, we have
1
| Pr[Wino] — Pr[Winy]| < 2kAdveanits, .G, (B) + —
Usk,k, q—
Game Hs . (0 < ¢ < A): In Hy ., we use a random function RF. : {0,1}° — ng to randomize
Onac and Oygr queries.

Before we justify the difference, we recall some useful linear algebra facts for the following
proofs. For a random matrix B € Zg’”k, there is a non-zero kernel matrix B+ € Zg’”% such that
BB+ = 0. It is efficient to generate random By, B1, Bf, B} € Z3*** such that: (B || Bo || By) is
a basis for Z3*: (B || B}) is a basis for Span(B*); and B Bj = B{ B = 0. Figure 15 visualizes
these properties.

We show that Hy and Hj o are identical by viewing x; , as x15 + BLRFy(¢) (for both b=0,1)
where RFg(¢) is a fixed random value. Thus,

Pr[Win;] = Pr[Wing o).

To bound the difference between Hs . and Hg 41 (for 0 < ¢ < A — 1), we define a sequence of
games in Figure 16.
Game Hy . 1: In Hy . 1, instead of generating a random t in Oy, we choose t from Span(B || By)
(if hmj11 = 0) or Span(B || By) (if hmjyq = 1). This is the same step as Lemma 17 of [29]. By

41



basis for Span(B+) B} B;

basis for ng B By B,

Fig. 15. Solid lines mean orthogonal: BTB§ = B/ B} = 0 =B "B} = B{Bj} ¢ Z’;Xk.

L T
Ha,c,i Hac.1, | H2e2 |, [Ha,e.3 ‘, |H2,c,4| : Omac(%, hm):
Tt el Q:=QU{(i,hm)}
p= cc t s ng
ggkrz[gk :n : Ifhmeyr =0 j:
ettt B 1 t:=(B| Bo):s i
'B,Bo,B1,[ Bi, Bi | s Usix VIf hmeyy = 1 !
i with the constrains: Lot= (B[ B1)-s |

|
|
|
!~ (B || Bo || B1) is a basis for Z3* i 5 := B RF.(hm),)
|
|

I
'— (B || B}) is a basis for Span(B* " "
R N
L e e e e e — - -
For 1 <i<andj=0,1: 0 = ByZFci1(hmics1) + BiOFe(hmy)

Xij s 23" 8 = ByZFos1(hmpors) + BiOFo 4 (h

: c le+1 1 ct1 m\c+1)
PPuac = (PG, [Bl1, (BT xi]1)1<ix,5=0,1) T |
For1 <i< =i+t (9+x(hm))
2 s Z_q Return o := ([t]1, [u]1)

Oniac (), Over (), 0 opn ()
A ¢ (PPmaC) Over (i, hm*, ([t*]1, [u*]1)): //at most once
Return 8

If (*,hm*) € QV (i* € L):
. Return 0

O/
ey (i} 6 = B*RF.(hm" )

8" := B{ZF.(hm™|.) + BiOF.(hm"|.)
0= BSZF<:+1(hm*\c+l) + BTOFC(hm*\C)
0" := B§ZFey1(hm™ o) + BTOFC+1(hm*|c+1)I
h:= 6" 4+ x(hm™)
If ']y = [@he]s + 7)1 - e

pi=1

Return 1
Else: Return 0

Return [z}]1

Fig. 16. Games for bounding the difference between Ha . and Hzc41 (1 <c < A —1).

using the Q.-fold Usy, ,-MDDH assumption in G twice (one with [Bg]; and the other with [B1];)
and Lemma 10, we have

2

| Pr(Wing o] — Pr(Wing 1] < 4kAdVeGon ity ., (B) + =1

Game Hsy .o Let ZF.,OF, : {0,1}¢ — Z’; be random functions. In Hy 2, we decompose the terms

BLRF.(hm|.) in Oy as B§ZF.(hm).) + BOF.(hm.). Similarly, we also decompose the terms

BLRF.(hm"|.) in Oygg as B{ZF.(hm*|.)+B;OF.(hm*|.). Since (B || B}) is a basis for Span(B+),

these changes will not modify the distribution, and Hy . ; and Hg .2 are identical. Thus, we have

PI’[Wingycﬁl] = PI‘[WinQ,c,Z]‘
Game Hj . 3: We define

ZF.(hm).) (if hmegyq = 0)

, 10
ZF.(hm|.) + ZF o(hmy.)  (if hmepq = 1) (10)

ZFc+1(hm\c+1) = {
where ZF'. : {0,1}¢ — Z’; is another independent random function. Note that ZF.,; : {0,1}¢F1 —

Z’; is a random function.
In Ha ¢ 3, we use this new random function ZF.y; to simulate our security game. We observe
that:

— In a Onac(i, hm) query, if hm.1; = 1, then t € Span(B || B;), and the answer to the query is
distributed identically in both Ha . 3 and Ha ¢ 2; if hm.y1 = 0, then ZF .11 (hmcyq) = ZF.(hm).)
and its answer is distributed identically in both games.
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— In a Oyur(i*,hm*) query, if hm?,; = 0, then the answer is distributed identically in both
games. If hm? | = 1, we can view X.111 as Xcq1,1 + B{w for w s Z’;. Since B'B} = 0,
w is perfectly hidden from the term [BTXC+1’1]1. Moreover, in a Oyac(i, hm) query, Xo11,1
appears if hm.,; = 1. But, since B{ - B} = 0, w has never been leaked from Oy, queries.
By viewing w as ZF.1(hm*c;1) (for hm?,; = 1), we have the one-time Oy (7%, hm™) query
is distributed the same as in both games.

As a result of the above arguments, we have
PI‘[Wing’c’g] = PT[Wing,c’g].
Game Hg;4: We define

OFc(hm|;) + OF'c(hm|.) (if hmcy 1 = 0)

OF.(hm|.) (if hmeyy =1) (11)

OFct1(hmicyy) = {

where OF', : {0,1}¢ — Z’; is another independent random function. Note again that OF.;; :
{0,1}¢*! — ZF is a random function.
By a similar argument as in Hg . 3 (but in a symmetric manner), we can show that

Pr[Win27c73] = Pr[Win27c74] .

To bound the difference between Hs ;4 and Hy 41, we will do the same argument as in Ha .1
and Hy .o but in a reverse order. Namely, we first compose B{ZF 1 (hmjcyq) +BiOF. 1 (hmjcy)
to BLRFHl(hm‘CH) for both Oppac and Oy (which is only information-theoretic), and switch t
in Oppac back to random (which is bounded by using the MDDH assumption). Then we have

. 1 2
| PrWing 4] — Pr{Wing,c41]| < 4kAdvientt ., (B) + 1

Thus, the difference between Hy . and Hs .41 is bounded by

| Pr[Wing o] — Pr{Wing e 1] < 8kAdVEGon ity .1 (B) + q%‘
Game Hj: Compared to Hs 5, the only change Hs is to choose u uniformly at random from Z,.
We show that, even with adaptive corruption O, queries, this change does not affect the view
of adversary A, and Hs » is identical to Hs.
Our argument is as follows: For a O (4, hm) query in Hj 5, t is chosen uniformly in ng and
thus t "BLRF,(hm) is a random value in Z, with overwhelming probability (1 —2k/q), even if an
(unbounded) adversary corrupts the corresponding x;. Thus, we have

2k
| Pr[Wing ] — Pr[Wins]| < —.
q

Moreover, in Hg, the information about . is perfectly hidden from A, and thus A can compute
a ([t*]1, [u*]1) such that [u*]; = [#}.]; + [t*T]; - h with probability 1/q, and we have

PI‘[Wing] <

Q| =

This completes the proof. O
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