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Preface

The 26th European Symposium on Research in Computer Security (ESORICS 2021)
was held together with the affiliated workshops during the week of October 4-8, 2021.
Due to the COVID-19 pandemic the conference and the workshops took place digi-
tally, hosted by the Fraunhofer Institute for Secure Information Technology (Fraun-
hofer SIT), within the National Research Center for Applied Cybersecurity ATHENE,
Germany.

This year’s ESORICS introduced for the first time in the ESORICS conference
series two review cycles: a winter cycle and a spring cycle. This follows the general
trends for conferences of providing multiple submission deadlines and is not only more
convenient for the authors but also allows revision and resubmission for papers. In the
case of ESORICS, papers submitted in the winter cycle could be recommended for
revision and resubmission to the spring cycle.

In response to the call for papers 351 papers were submitted to the conference.
These papers were peer reviewed and subsequently discussed based on their novelty,
quality, and contribution by the members of the Program Committee. The submissions
were single blind, and all the members of the Program Committee had access to all the
submissions and their reviews at all times to facilitate discussions among the members.
The submission of the papers and the review process were carried out using the
Easychair platform. Based on the reviews and the discussion 71 papers were selected
for presentation at the conference. As a result ESORICS had an interesting program
covering timely and interesting security and privacy topics in theory, systems, net-
works, and applications.

The papers that were selected for presentation at ESORICS 2021 were published in
a two volume set of proceedings: LNCS 12972 and LNCS 12973.

ESORICS is a flagship European security conference. The aim of ESORICS is to
advance the research in computer security and privacy by establishing a European
forum, bringing together researchers in these areas, and promoting the exchange of
ideas with the developers, standardization bodies, and policy makers and by encour-
aging links with researchers in related fields.

We were honoured to have four keynote speakers: Shafi Goldwasser, Christof Paar,
Nicolas Papernot, and Yuval Yarom. Their talks provided interesting insights and
research directions in important research areas. The program was complemented by six
tutorials given by Anna Cinzia Squicciarini, Yossi Oren, Michael Schwarz, Avishai
Wool, and Daphne Yao. For tutorials, ESORICS introduced a novel organization, in
that tutorials were given in advance with respect to the conference dates, with the first
tutorial given on June 30, 2021, and the last one on September 8, 2021. Tutorial
presentations were recorded and are available online. This arrangement takes advantage
of today’s availability of content dissemination platforms and allows researchers to
access the tutorial contents at their own pace.



vi Preface

The Program Committee consisted of 185 members across 31 countries. There were
submissions from a total of 1150 authors across 41 countries, with 25 countries rep-
resented among the accepted papers. We would like to thank the members of the
Program Committee and the external referees for their hard work in supporting the
review process as well as everyone who supported the organization of ESORICS. We
are grateful to the workshops chairs, Adrian Perrig and David Hay, and all of the
workshop co-chairs, the poster chair, Simone Fischer-Hiibner, and the ESORICS
Steering Committee. We are also grateful to Huawei and IBM Research — Haifa, Israel,
for supporting the organization of ESORICS 2021. Finally, we would like to thank the
authors for submitting their papers to ESORICS 2021. We hope that the proceedings
will promote the research and facilitate future work in the field of security.

September 2021 Elisa Bertino
Haya Shulman
Michael Waidner
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Keynotes



Algorithms and the Law

Shafi Goldwasser

Massachusetts Institute of Technology (MIT),
Weizmann Institute of Science (WIS)

Abstract. Today, algorithms are proposed to replace several key processes
governed by laws, regulations and policies. This requires mathematical defini-

tions of regulations and proofs of algorithmic adherence. We will discuss several
such developments.



The Politics and Technology of (Hardware)
Trojans

Christof Paar

Ruhr University

Abstract. Over the last decade or so, hardware Trojans have drawn increased
attention by the scientific community. They have been mainly considered a
technical problem that arises in the context of the globalized semiconductor
supply chain. However, low-level Trojans and other forms of backdoors have
also a fascinating societal and political component. In this keynote we will
present some interesting technical issues of hardware Trojans, especially if they
are designed to avoid detection. We will also summarize some of the reported
cases of cryptographic backdoors and put them in a political context.



Increasing Trust in ML Through Governance

Nicolas Papernot

University of Toronto

Abstract. The attack surface of machine learning is large: training data can be
poisoned, predictions manipulated using adversarial examples, models exploited
to reveal sensitive information contained in training data, etc. This is in large
parts due to the absence of security and privacy considerations in the design of
ML algorithms. Designing secure ML requires that we have a solid under-
standing as to what we expect legitimate model behavior to look like. We
illustrate these directions with recent work on adversarial examples, model
stealing, privacy-preserving ML, machine unlearning, and proof of learning.



The Science of Computer Science: An Offensive
Research Perspective

Yuval Yarom

School of Computer Science at the University of Adelaide

Abstract. Is computer science a real science? Is offensive security research a
scientific activity? To answer these questions, in this talk we explore the state
of the art in hardware security research. We discuss anecdotes, directions, and
methods and draw parallels to established sciences. Finally, we reach somewhat
non-surprising conclusions.
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