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Abstract. The correct management of information systems security is often over-
looked in technological measures and management efforts, and although there
are now many tools to address security threats, the human aspect has been ne-
glected. This paper discusses the human factors that could potentially lead to in-
trusions with social engineering. Social engineering is a method used by hackers
to obtain access to systems by manipulating flaws in behavior known as mental
preconceptions. Social engineering is a risk to security information and must be
considered just as important as in technological areas. In this paper we also ap-
proach social engineering, taking an introductory brief in its history, what is psy-
chological manipulation and human weaknesses, what are the social engineering
attacks, how they use authority and fear establishment, it is also approached how
a social engineering attack is executed, providing value monetizing the scam, and
identity exploration.

Keywords: social engineering attacks, psychological manipulation, human
weaknesses, identity exploration.

1 Introduction

The internet is the largest means of communication available to us today, it is through
the internet that we communicate in most diverse ways, using different means of com-
munication. Social networks have become one of the privileged ways for us to get in
touch with other people, whether on a personal or professional level. Organizations
increasingly expect their employees to be connected to the company, either by devices
that the company provides or by their own devices [1]. Decentralized access to online
data and services has brought about a paradigm shift in information sharing and an
increase in platforms for doing so. People post all kinds of information on social media
without realizing that what they are sharing could be used by someone who might want
to compromise the security of systems of the company they work for. Although systems
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are constantly being updated in terms of security, they end up being not very effective
when employees are manipulated through social engineering [2]. The expression
"knowledge worker" was introduced by Peter Drucker about 50 years ago and still ap-
plies to employees where their main characteristic is knowledge. [3].

One of the most powerful tools a hacker has to access privileged information is So-
cial Engineering, where people are manipulated into giving out information they
shouldn't. It is a technique superior to most other hacking techniques because it allows
them to breach the most secure systems, since users are the most vulnerable part of any
system. Social engineering does not require great technical skills and can be performed
on a large scale. Social engineering is widely exploited on social networks and sharing
platforms, allowing large companies worldwide to fall target to advanced attacks on
their computer structures [2].

One can refer to the attack on Google's system in 2011 [4], where it was compro-
mised, the attack on Facebook in 2013 [5], or the attack on the New York Times in the
same year where hackers allegedly connected to the Chinese government attacked the
computer systems, taking over some passwords [6].

Regarding security and privacy of systems there has been a strengthening of these is-
sues due to the high number of attacks that have been reported in the media, with main
focus on attacks by email, which is the main method of communication used for this
type of attack by hackers and social engineers, however this awareness in services on
the cloud and social networks is still relatively small [7].

The contributions of this paper aim to make an introduction to the history of Social
Engineering, what is psychological manipulation and human weaknesses, Social Engi-
neering attacks, how to perform a Social Engineering attack, how to obtain value and
how can the attacker benefit from identity exploitation. This article aims to alert com-
panies, employees, public and private entities to the different types of attacks perpetu-
ated through Social Engineering, showing how they are executed, so that the reader can
be enlightened and consequently prevent these same attacks that cost companies mil-
lions. It is also intended to help other authors in the study and research of this subject.

2 Social Engineering Human Manipulation

Human manipulation in social engineering, in information technology, is the manipu-
lation of the behavior of people to have certain behaviors that could endanger computer
systems, whether personal or corporate. Human personality is prone to be manipulated
to carry out social engineering attacks [8]. These attacks are mainly aimed at getting an
individual to perform certain actions unconsciously, as explained by [9].

2.1  Psychological Manipulation

The goal of psychological manipulation is to get a person to perform a certain action or
to reveal confidential information without realizing that they are doing so. people are
considered to be the most vulnerable link in an information system, which is why they
are also the preferred targets of hackers [10].



in computer infrastructures there are firewalls that cost companies a lot of money, in-
formation systems have implemented access controls with very tight rules about who
has access to what and also have antiviruses that block malicious code from entering
servers and other devices on the network, but despite the existence of all these security
mechanisms we have the human vulnerability, the people who are inside the network
and have access to information. this paradox leads us to Social Engineering, where all
these security systems can be compromised by a person in the company who has access
to confidential information and advanced permissions [11].

2.2 Human Weaknesses

One of the most exploited human weaknesses in Social Engineering is greed, offering
something that the person wants or needs. It is common to use emails offering cash
prizes by email as a form of phishing, of course then more information will be requested
from the user that will allow other types of attacks. Another weakness is fear, where
the attacker scares the user and convincingly threatens him to the point of providing
privileged information. Curiosity is another form of weakness, people are curious by
nature and this curiosity can lead to problems. Facebook is an example of how click-
jacking scam schemes can be realized where a video appears with a text that arouses
the user's curiosity and when the user clicks on the video, he loses control over his
computer [12].

3 Social engineering Attacks

Social Engineering is the art of making someone to compromise computer structures
and infrastructure. The Social Engineering life cycle, as referenced in Figure 1, shows
us that attackers first identify potential victims by searching for relevant information
and selecting the best attacks, then they try to gain the victim's trust through social
engineering schemes, using that information to execute attacks and gain control over
the systems, and finally they remove the traces of their interaction so that they cannot
be incriminated or related to the attack [2].



Preparing the ground for the attack:
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- Gathering background information.
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- Executing the attack.

- Disrupting business or/and siphoning data

Figure 1 - Social Engineering Attack Lifecycle

3.1  Reverse Social Engineering

Hackers target people with privileged access to systems and try to contact potential
victims indirectly by posing as a credible entity. The goal is to get victims to make
contact and ask the attacker for assistance. This approach is called "reverse social en-
gineering" [13] and consists of damage, assistance, and publicity [14]. The first ap-
proach consists of sabotaging the organization's computer system, it can range from
disconnecting users from the network to manipulating software installed on the victim's
computer. hackers may later contact the company saying they can fix the problem.
When the hacker is asked for help, the hacker will ask for the victim's password to solve
the problem or ask the victim to install a certain program [15].

3.2 The Technical approach

The Internet is one of the main means used for cyber-attacks. Granger [16] tells us that
the web is very attractive for hackers to get passwords, since people frequently use the
same (mostly very simple) passwords for the various systems they have online. Users
are unaware that they are giving out critical information. Hackers use search browsers
to get private information from potential targets. Some tools are available that allow
attackers to collect information from other resources on the web. one such tool is
Maltego [17]. social networks are a valuable source of information for these types of
individuals.



3.3  Office communication

The new online communication platforms have dramatically changed the way teams
communicate with each other in companies, making it possible to share information at
a great speed. Although these platforms are protected with security devices and soft-
ware, social engineering attacks are still not properly addressed in security plans. In
enterprises face-to-face communication has largely been substituted by email and chat
applications, creating a new opportunity for hacker attacks. Social engineering attacks
initiated from inside accounts or known emails are easier to succeed with a prospective
victim. Parsons et al. [18] performed an experiment with 117 participants where they
were tested on their ability to distinguish between phishing emails and authentic emails.
They found that people with a high level of awareness were capable to detect substan-
tially more phishing emails has shown in Figure 2, private information obtained across
social engineering had direct effects, such as gaining access to bank accounts or indirect
consequences such as identity theft [19].
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Figure 2 - Phishing attacks on employees by department

3.4 Authority and Fear Establishment

In this kind of attack the hacker uses fear trying to convince the victim that his computer
may have a virus, pretending to be a credible entity, like Microsoft, making the victim
believe he's being contacted because he's using a Windows operating system and that
Microsoft knows what's going on with his computer, establishing authority in this case.
As most users have little experience with computers, they become afraid, and that's
when the attacker tries to convince the victim that the best solution will be to remotely
access his computer to solve the problem. What the hacker really wants is to create



authenticity regarding the serious problem that may be on the victim's computer [17].
After gaining control of the victim's computer the blackmailing for value begins.

3.5  ldentity Exploration

For identity exploitation there are several tools available on the Internet, some paid and
some free, and they are widely used by hackers to obtain information about potential
victims. There is a tool called pipl that is a people search engine and allows you to
search various sites for data a person has online. It is one of the most powerful tools to
find personal and corporate information, emails, phone numbers, files, and posts. In a
short time, a hacker can gather enough information to carry out a successful attack. [2]

3.6  Personal Contact

In these types of attacks hackers personally contact the victim, interacting with the vic-
tim, to get information that will allow them to perform an attack on the victim or the
company where the victim works. This type of information may vary depending on
what the hacker wants, usually it will be information related to the target. another way
to get information will be to rummage through garbage bins looking for papers that may
have been thrown in the trash and may contain relevant information about the company,
often employees throw papers away when they should shred them so they cannot be
read. these papers may have information about employees, reports about the company
and in some cases even information about computer access such as users and pass-
words. One of the practices of some less informed employees can lead them to write
their passwords on papers so that they don't forget them and throw them in the trash
absentmindedly. Other types of personal attacks involve stealing or extorting people to
get data [20].

3.7 Tailgating

The common characteristic in this type of attack is that the attacker creates a character
and invents a false story around the character trying to exploit the victim's basic emo-
tions, sympathy, greed and fear [21]. The technique, basically, consists of following a
person with authorized entry into a restricted access location. Less enlightened employ-
ees may be easily misled. Employees in less senior positions may fear that they will be
denied access by senior managers and the potential (undue) reprisals that will ensue.
The social engineer may use a variety of techniques to gain access to the site, such as
access, such as using conversation and sympathy to gain the victim's trust in order to
provide access, convincing access, convincing them that he has forgotten or lost his
card, pretending to be a new colleague at work, using a fake card and excusing himself
with a possible malfunction, or pretending to be someone in authority [22].



3.8  Socially Engineered Attacks

One of the most common ways of carrying out social engineering attacks are social
approaches. By socially approaching victims, hackers use social-psychological meth-
ods to persuade victims. An example of this is the use of authority, or curiosity em-
ployed in spear-phishing and baiting attacks. These types of attacks are only successful
if the hacker can establish some sort of trust relationship with the victim. Most of these
attacks are carried out by phone calls [15].

The majority of attacks in 2018 were aimed at direct financial profit or obtaining
sensitive information. However, attacks aimed at data theft often have financial impli-
cations: data can be used for stealing money, blackmailing, and can even be sold on the
dark web. The graph in Figure 3 shows us the most common reasons for hackers to
carry out attacks.
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Figure 3 - Most common attacker motives

3.9  Attacks on Social Networks

Although you can get information in traditional ways as mentioned in the previous
topic, not all hackers are predisposed to this type of attacks, nowadays; through social
networks, you can easily access information about almost everyone. This information
can be a starting point to initiate attacks. This kind of information allows you to get
phone numbers, emails, places often visited by victims, family members and work-
places [23]. LinkedlIn is one such social network, where people post on their profile
where they work, in which department and often even the computer equipment the
company uses. An employee who posts his or her email address on their profile may be
opening the door to a spam or phishing attack that could compromise the company they
work for. Phishing is a widely used attack on the Internet, this type of attack can direct
victims to fake websites where hackers can try to collect passwords to access the real



sites or bank card information. Many of these phishing attacks are very successful be-
cause the hacker pretends to be a friend of the victims, which increases his credibility
[24].

3.10 Most commonly used Attacks in enterprises

Data provided by PORDATA (2012), indicates the rate of Internet use by companies
with 10 or more employees was 98%. Among the various activities carried out through
the internet, email processing (sending and receiving) and information search are the
most used activities, and in contact with public bodies and financial institutions the
internet is the preferred medium. With the growing importance of the use of this me-
dium, attacks have been aimed at exploiting its vulnerabilities. In the use of various
services - email, online contacts with financial institutions and public bodies, chat ser-
vices, downloads, among others - companies are vulnerable to various types of attack -
malware, spying, phishing, interesting software, hoaxing, pop-ups, etc [25].

For example, when using email services, institutions are vulnerable to attacks, espe-
cially malware. A virus infection can result in the installation of backdoors in order to
guarantee to malicious third parties’ access and control of the infected machines, with
potential disclosure of information and also the execution of attacks on other systems
from the former. On another note, it is universally recognized that companies, in order
to reduce costs with the storage of information, are turning to storage services and file
sharing in the cloud. In their use, institutions hand over the management of their infor-
mation to third parties, losing control over the processes that are running or where data
is stored. Before subscribing to these services, customers, in order to reduce the risks
associated with their use, should certify that the supplier guarantees the integrity, avail-
ability, confidentiality, authenticity and non-repudiation of the information [17].

According to the study developed by ISACA, which included more than 1500 com-

panies from more than 50 countries in Europe, Middle East and Africa, one in five
companies that are cloud computing clients do not value the risks of using the technol-
ogy. Nearly two-thirds were willing to assume a certain level of risk, (12%) of IT man-
agers said they were willing to take the risk to maximize business return.
In the analysis of the services that are used over the phone, it appears that this is the
preferred means of contact with partners (98%), with this channel being associated with
the possibility of various types of attacks - impersonation/pretexting, smishing, vishing,
among others. By including the use of smartphones in the analysis, one should add the
attacks associated with the use of the internet, since this type of equipment allows ac-
cess to the service [25]. The graph in Figure 4 shows us which sectors have the most
business attacks.
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4 State of Future Attacks in enterprises

According to Kevin Haley, Security Response Specialist at Symantec, the attack risks
will tend toward: cyber conflicts; emergence of Ransomware [26]; emergence of mal-
ware for mobile devices - madware [27]; scams linked to social networks and attacks
on mobile platforms and cloud services.

Regarding cyber-attacks, Kevin states that conflicts between nations, organizations
and individuals will tend to be developed in the virtual world. The application of espi-
onage technique, in the virtual world, may be successful.

New malware [28] will emerge, including Ramsomware and Madware. Ramsomware
is a type of attack consisting of malicious software that locks the computer and demands
a ransom fee to unlock it.

Mobile devices are increasingly used both inside and outside corporate networks,
containing sensitive data and information increase the information security risks and
arouse interest in the development of attacks. Madware is a type of malware developed
for mobile devices, which aims to collect information. This type of threat installs itself
on devices through app downloads. This type of attack has increased significantly in
the last months. A significant part of these attacks is carried out by social engineering
[29].
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5 Conclusions

In this paper, we described common attack scenarios for modern social engineering
attacks on victims. Policies and distributed collaboration as well as communication over
third-party channels offers a variety of new attack vectors for advanced social engineer-
ing attacks. We believe that a detailed understanding of the attack vectors is required
to develop efficient countermeasures and protect knowledge workers from social engi-
neering attacks. Situations were presented that happen on a daily basis, regarding ad-
vanced attacks used in organizations, in communications on online platforms and social
networks. Social engineering attacks are attacks that exploit individuals' social and psy-
chological vulnerabilities, attacking weaknesses such as vanity, loneliness, self-cen-
teredness, and others, taking advantage of these weaknesses to target companies
through their weakest link, which is the human being. It is extremely important that
companies invest in the training and dissemination of this type of attack so that em-
ployees can be more alert. We hope this article can contribute to alert organizations and
employees to the importance of these attacks, which are increasingly frequent and cost
companies millions.
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