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Abstract. We propose a novel conflict resolution framework for IoT ser-
vices in multi-resident smart homes. The proposed framework employs a
preference extraction model based on a temporal proximity strategy. We
design a preference aggregation model using a matrix factorization-based
approach (i.e., singular value decomposition). The concepts of current
resident item matrix and ideal resident item matrix are introduced as
key criteria to cater to the conflict resolution framework. Finally, a set
of experiments on real-world datasets are conducted to show the effec-
tiveness of the proposed approach.
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1 Introduction

Internet of Things (IoT) is the umbrella term covering everyday objects (a.k.a.
things) that are connected to the Internet. These are usually equipped with ubig-
uitous intelligence . IoT technologies are the key enablers of many cutting-
edge applications such as smart cities, smart campuses, smart grids, and intelli-
gent transport systems. A particular application domain of IoT is smart homes.
A smart home is defined as a home that is fitted with IoT devices. These IoT de-
vices are attached to everyday “things” to monitor usage patterns. The purpose
of a smart home is to provide its residents with convenience and efficiency .

The concept of IoT is congruent with the service paradigm . Each “thing”
has a set of functional and non-functional (a.k.a. quality of service) properties.
In this regard, we leverage the service paradigm as a framework to define the
functional and non-functional properties of smart home devices as IoT services
. For instance, a light bulb in a smart home is regarded as a light service. The
functional property of the light service is to provide illumination. Examples of
non-functional properties include luminous intensity, color, connectivity.

In a multi-occupant smart home, different residents may have different ser-
vice requirements, leading to IoT service conflicts . For example, a resident
may prefer the light to be “on” while watching TV, and another resident may
prefer the light to be “off”. Therefore, an IoT service conflict occurs since the
light service cannot satisfy multiple residents’ requirements at the same time
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and location. In this context, detecting and resolving conflicts is paramount to
provide residents with a higher level of convenience and satisfaction.

Residents usually communicate face-to-face when co-located in a home. They
can exchange their opinion and decide the appropriate state of shared services
through this face-to-face communication. For example, family members may de-
cide to watch a television channel by discussing with each other. Although this
communication enables them to discuss their interest in television shows, it is
cumbersome to find a show that would be agreeable to all in a world of thou-
sands of available channels. This negotiation may lead to tension and stress [24].
In addition to the ability of humans to resolve conflict, technologies may enable
them to resolve conflict automatically [25]. Some works focus on conflict resolu-
tion considering preference aggregation strategies, and they estimate preferences
from previous service usage history [2[5L/9]. They did not take into account the
rationality of interactions and the fairness of the residents. Hence, these aggre-
gation strategies, which are unlikely to find out the best resolution that most
residents can accept, may lead to unsatisfying service provision.

We propose a novel conflict resolution approach that integrates current ser-
vice requirements (i.e., interactions) with preferences from previous service us-
ages. Integrating interactions with preference is challenging due to the dynamic
nature of the residents’ desires and requirements. For example, residents may
have different requirements at different times on different days. This is why we
design a preference extraction model using the concept of temporal proximity.
We further design a preference aggregation model using a matrix factorization-
based approach, namely, Singular Value Decomposition (SVD). When the resi-
dents’ preferences conflict heavily, we smooth their preferences by low-rank ma-
trix factorization to ensure fairness. The concept of current resident item matriz
and ideal resident item matriz are introduced to cater to the conflict resolution
framework. The contribution of this paper is threefold:

— A novel preference extraction model using the temporal proximity concept
that estimates preference scores based on previous service usage records.

— A novel preference aggregation model using SVD technique, current resident
item matrix, ideal resident item matrix that integrates current requirements
and previous preferences to find out the best item for conflict resolution.

— Experimental evaluation is conducted on real-world datasets to exhibit the
effectiveness of the proposed framework.

2 Motivation Scenario

We consider the following motivating scenario to demonstrate the significance of
our work. Suppose three residents (R1, R2, R3) want to watch TV between 20:00
and 20:30 in the living room. However, they have different channel requirements.
R1, R2, R3 want to watch channels Ch3, Ch2, and Chb, respectively (Fig. . A
conflict occurs since the TV cannot telecast more than one channel simultane-
ously (assuming the TV does not have multi-screen/split-screen features). Note
that, channel is a functional property of a TV service. In this case, action may
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be taken to eliminate the conflict. The system may: (i) select a channel based
on priorities (i.e., residents’ can be prioritized based on age and/or role in a
family) [|19], (ii) adopt the use first strategy (i.e., whoever wants to use the TV
first, only his/her preferred channel will be telecast) [15], (iii) randomly pick a
channel, (iv) inform users that they should explicitly resolve the conflict. How-
ever, the best choice according to these selections may still leave some residents
feeling dissatisfied and slighted. Moreover, unresolved or inadequately resolved
conflicts tend to result in tension, which may trigger or intensify posterior con-
flicts. The objective of conflict resolution is to offer a smoother and more pleasant
user experience. In this regard, there is a need to have a methodology that in-
corporates residents’ intentions (i.e., current requirements) and preferences (i.e.,
prior interactions). We aim to maximize residents’ satisfaction by providing ser-
vices that may be preferred by the majority of them. Prior interactions uncover
information such as hidden patterns, correlations, habits, and preferences.

R1’s Service Residents’ Preference Scores [ ]
o RIS A
Records
R1 19.44 1448 15.20 11.04 11.04 R1
R2 20.00 17.20 14.52 15.12 20.00 Y
R2’s Service ch2
16.08 14.12 14.40 12.68 20.00
Usage
Records R
R3’s Service Conflict . -
i TV Service
Usage [ | Resolution Chs
Framework [«
Records p— i — R3
Living Room (Between 20:00 and 20:30)

Fig. 1. Residents’ current requirements and preferences from previous usage.

Let us assume, we know the preference scores of each channel of the residents
(table in Fig. . The preference scores are calculated based on the residents’ prior
service interactions. The procedures of computing preference scores are showed in
the proposed framework (section 4.2.1). Preference aggregation methods such as
average (AVG), least-misery (LM), and most-pleasure (MP) can be used to select
the preferred channel |2,/9]. However, these methods cannot always generate a
fair solution for each member in a group, leading to low satisfaction.

Table 1. Results of preference aggregation methods

Methods|Chl|Ch2|Ch3|Ch4|Ch5
AVG |18.51(15.27|14.71]12.95|17.01
LM 16.08(14.12|15.20({11.04|11.04
MP 20.00(17.20{15.20(15.12{20.00

We apply these methods to the preference table mentioned in Fig. [I]and get
the results (Table [1)). The AVG method selects the channels with the highest
average ratings, Chl and Ch5 (if we consider the top two items). LM method
selects Chl and Ch3 whereas MP method selects Chl and Chb5. We observe that
both AVG and MP selects Chb. Though R2 and R3 have a high preference for
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Chb5, R1 has a relatively low preference score. Chb is an unfair recommendation
for R1. Note that, all the methods select Chl which is not a suitable selection,
because none of the residents requests this channel in the current situation.

Hence, conflict resolution is situation-specific and dynamic. There is a need
for a conflict resolution framework that integrates current requirements with pre-
vious usage patterns to extract preferences. The objective of conflict resolution
is to enhance the residents’ overall satisfaction when a conflict occurs.

3 Preliminaries and Problem Formulation

We represent the notion of IoT service, IoT service event and IoT service request
to explain the concept of IoT service conflict. The definitions of IoT service, IoT
service event and IoT service request have been adopted from |[6].

An IoT Service (S), is a tuple of <Sid, Sname, F, Q> where:

— S;q represents the unique service identifier (ID).
— Shame 18 the name of the service.
— Fisasetof {fl,fg,...,fn} where each f; is a functional attribute of a service.

The purpose of having a service is considered as the function of a service.

— (@ isaset of {ql,qQ,...,qm} where ¢; is a non-functional attribute of a service.

An ToT Service Event (SE) records the service state along with its user,
execution time and location during the service manifestation (i.e., turn on, turn
off, increase, decrease, open, close). An IoT Service Event Sequences (SES) is a
set of {SEl, SEy, SE3,....... SEk} where each SE; is a service event. Occupants
usually interact with IoT services for various household chores and the previous
interactions are recorded as IoT service event sequences. An IoT service event is
a tuple of (SEiq, {Si4, F,Q},T,L,U) where:

— SFE;4 is the unique service event 1D.
— S;q is a unique ID of the enacted service. F' is a set of functional attributes.

Q is a set of non-functional attributes.

— T is the time interval of the service consumption. 7' is a tuple of <SETS, SET6>
where SET; and SET, represent the start time and end time of the service.
— L is the service event location and U is user who consumed the service.

An JoT Service Request (SR), is an instantiation of a service and it rep-
resents a resident’s current service requirement. An IoT Service Request Se-
quences (SRS) is a set of {SRl, SRy, SRs,....... SRH} where each SR; is an
IoT service request. Residents’ current service requirements are recorded as IoT
service request sequences. An IoT Service Request (SR) is a tuple of <SRid,
{Sia, F,Q}, {SRT,, SRT.},L,U) where:

— SR,;q is the unique service request ID.
— S;q is a unique ID of the requested service. F' is a functional attribute and

Q is a non-functional attribute of the requested service.

— {SRT,,SRT,} represent the requested service’s start time and end time.
— L is the location of the service and U is the user of the service.
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3.1 Formal Problem Statement

An ToT service (5) is associated with a set of functional and non-functional
properties. An IoT service event (SE) illustrates a resident’s previous service
usage, in conjunction with time and location. IoT service event sequences (SES)
record all the history of service events and preferences can be estimated from
these previous events. An IoT service request (SR) captures a resident’s current
service usage requirement. Multiple residents’ requirements are stored in service
request sequences (SRS). A conflict may emerge since different residents may
have different service requirements. Consequently, a conflict resolution (Res)
technique is required to maximize the satisfaction of the residents. Given this
information, the paper aims to identify a function F'(S, SRS, SES), where Res ~
F(S,SRS,SES). In other words, our goal is to resolve conflict using service-
related, current requirement-related and previous usage-related data.

4 Conflict Resolution Framework

The proposed conflict resolution framework has 4 modules: (i) service event se-

quences (a.k.a., service usage history), (ii) service request sequences, (iii) conflict

detection, and (iv) conflict resolution (Fig. . Service usage history and service

request sequences modules are described in Section 3. In this section, we thor-

oughly describe conflict detection and conflict resolution modules.
Y

N Conflict Resolution
Service Preference Extraction
Usage ‘L
History o
__ Weight
Value Finding 3 .
~— Stabilization and Overlapping Calcllation SR
o —> ) —> applying —> Preference
(1 Statistical Services based Tl Score
Binning on Time Interval Proximity
Service T

Request I

SeqUEnces £—{ Singular Value Decomposition |<—J
l l l Conflict

Current Resident Ideal Resident Compute R Resolution by
¥, Iltem Matrix Iltem Matrix Similarity Recommending
Services

Conflict —1>
Detection

Preference Aggregation

Fig. 2. IoT service conflict resolution framework.

4.1 Conflict Detection

Conflict detection is the pre-requisite of conflict resolution. An IoT service con-
flict occurs when a service cannot satisfy the requirements of multiple users at
the same time and location. Conflicts are defined considering the current require-
ments of occupants, and these requirements are generated from the IoT service
requests. Given two service requests (SR;, SR;), the following conditions have
to be satisfied to be considered as a conflict situation.
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— Ls, ~ Lg;, meaning, two services (S;, S;) are executed at the same location.
— (SRT,, SRT.,) N (SRT,, SRT,,)) # (), denoting that two service requests
(SR;, SR;) are invoked at the same time and there is a temporal overlap.
Us, # Us,, meaning, these two requests are invoked by two different users.
= 3Qr € S.Q : S5;.Qr # 5;.Qk; there exist at least one property which is

different between S;.Q) and 5;.Q.

We adopt the conflict detection algorithm proposed in [6]. This component is
not the core of our contributions; however, it produces the input for the conflict
resolution module, which holds the present work’s core contributions.

4.2 Conflict Resolution

Conflict resolution is conducted in two phases: (i) preference extraction and
(ii) preference aggregation. Phase 1 mines previous service usage records and
extracts occupants’ preferences. Phase 2 aggregates all the occupants’ preferences
and selects the service that may give relatively high satisfaction to them.

4.2.1 Preference Extraction: In this phase, we estimate users’ preferences
for a service based on previous usage records. Conflict detection module outputs
the name of the conflicting services and the overlapping time-period where a
conflict occurs. These are the inputs of this phase along with previous service
usage history. It extracts residents’ service usage patterns from the previous
history. Then it computes the preference score of frequently used services.

Value stabilization and statistical binning. Some service event (SF) data
need to go through some pre-processing steps such as wvalue stabilization and
statistical binning [17]. Several values are advertised within a short period of
time for some service attributes, where only the final value is relevant. For ex-
ample, browsing through TV channels before settling down at a final channel.
In this work, we only consider the final settled down value while measuring the
service usage preference of the residents. We compute the preference score of
each attribute based on categorical values. However, there are some attributes
that have numerical values. Therefore, we apply a statistical method called data
binning. It takes the continuous numerical values and puts them into multiple
categories. We use a dynamic programming approach to get the optimal bin [17].

Finding overlapping service events. This step scans the previous history
to find out all the overlapping service events (algorithm 1). The input of this
algorithm is the previous service usage dataset (DB) and the conflicting time-
period. All the previous events that have overlap with the given conflicting time
interval are the output of this algorithm. For example, a conflict related to a
TV service occurs in the living room between 20:00 and 20:30. This component
searches all the TV service events which previously occurred, either partially or
fully, between 20:00 and 20:30 in the living room; stores them into a list (OSE).
This list contains the overlapping service events along with their timestamps.
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Algorithm 1 Overlapping Service Events

Input: DB, [s,e] // conflicting time-period [s, €]
Output: OSE // overlapping service events along with time interval
1: TM =0,08E =10
// Finding overlapping service events

2: for each se; in DB do

3 for each s; in se; do

4 if s;.L == se;.L then

5: if s;.SET, or s;.SET, falls between [s, ¢] then
6 TM < addTimelInterval(s;.SETs,s;.SET.)
7 OSE <« insert(s;, TM)

8

: end if
9: end if
10: end for
11: end for

12: return OSE

Weight calculation applying temporal proximity technique. We use
temporal proximity strategy to find out weight of the relevant events. Temporal
proximity technique for evaluating the distance between time-interval data is
adopted from [23]. For each service event, SE;, we use a function f; with respect
to t to map the temporal aspect of SE;. Event start time and end time are
represented with SE;,, and SE;,,, respectively. f; is formalized in Equation .

f6) = {1, t € [SE;,,.SE;,,]

st

) (1)
0, otherwise

We generate a set of functions f1, fa, ... f, corresponding to the service event
instances (SE). Equation calculates the temporal proximity (temppro,) for

all the overlapping events. ,
S i fi)dt

(tgn — t1).n (2)

Here, t; and ts,, are the first and last time information of overlapped events
from OSE, and n is the number of instances. Consider the following two events
of watching TV from a resident, R1. One Sunday, they watched TV between
20:00 and 21:00; another Sunday, they watched TV between 20:45 and 21:45.
Using Equation [2] the temporal proximity of these two events can be calcu-
lated as ((20:45-20:00)4(21:00-20:45)*2+(21:45-21:00))/((21:45-20:00)*2=0.57.
Consider another scenario where a resident, R2, watched TV between 18:00 and
19:00. Another day, they watched TV between 18:10 and 19:10. The tempo-
ral proximity of these two events can be calculated as ((18:10-18:00)+(19:00-
18:10)*2+(19:00-19:10))/((19:10-18:00)*2)=0.86. Thus the latter case has more
weight while calculating the preference score of watching TV service.

tempproz =

Estimate preference score. We mine out the frequent service usage records
and calculate the preference score for each resident. For example, if a resident
watched Discovery 6 times and Fox 4 times between 20:00 and 20:30 (fractional
overlapping time is also considered while calculating frequency) on the last 10
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days, then, the frequency of each channel for this resident would be <{F0$, 4},
{Discovery, 6}). Frequency (F) is formally defined in Equation and [20].

S = (51,82 0y Sn) 1 S, €A (3)
F@=3ls=ad 0

where the sequence S contains elements of the set A. The frequency value
F(a) for an element a is defined as the number of its occurrences in the se-
quence S. Then, we compute the preference score (PS) for each element (a) by
multiplying the frequency value and temporal proximity as follows:

PS = (tempyrox(a) x F(a)) (5)
i=1

Let us consider the motivation scenario again. A conflict related to a TV
service occurs between 20:00 and 20:30. We calculate the preference score of
each resident for each TV channel from the previous usage record. Suppose in
the last 100 days, Resident, R1, watched channel, Ch1, 19 times (frequency = 19)
at the same time period between 20:00 and 20:30 (i.e., temporal proximity = 1).
One time (frequency = 1), they watched Chl at the time period which partially
overlaps with the current conflicting period (assume, temporal proximity = 0.44).

Then, R1’s preference score for Chl becomes (19%1)+(1*0.44)=19.44.

4.2.2 Preference Aggregation: In this phase, we use the example from the
motivation scenario 1 to illustrate preference aggregation methodology. We first
create a Historical Resident Item Matrix (H) considering the highest preference
score of each resident in a group. Then, we do Singular Value Decomposition
(SVD) on the H matrix and construct a Current Resident Item Matrix (CRIM).
CRIM deduces the features of the ideal item in latent factor space by incorporat-
ing the current requests (current requests are also represented in a matrix) [10].
After that, we define an Ideal Resident Item Matrix (IRIM) based on CRIM and
represent the ideal item of the conflicting group in preference space. Finally, we
can resolve conflicts by offering the ideal items (in this case, TV channels) that
are more likely to be accepted by the residents.

Current Resident Item Matrix. At first, we introduce the notion of the
item set of each group into latent space, and then we represent the current
resident item matrix. Given a group of residents G = (R1, Ry, ..., R|g), their
item set(1.S) would be I.S = (I, I, ..., I;15) = Ullill U‘j]i‘l Here, IS represents
the group’s item set and each item belongs to at least one of the resident’s item
sets. For example, if we pick 3 items with the highest preference scores from Chl
to Chb (see motivation scenario) for each resident, then, group’s item set would
be, IS = (I Uy U I3) = {Chl,Ch2,Ch3,Ch5} where I; = (Chl,Ch3,Ch2),
I, = (Chl,Chb5,Ch2), I3 = (Chb,Chl,Ch2). The union operation on Iy, Is, I3
gives {Chl,Ch2,Ch3,Ch5}. We create the H matrix using 1.5 as follows:

H = (PS(i,]))a|x|15] (6)
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where (PS(i,7))|a|x|1s) is the preference score of resident R; to the j — th
item. For the example of the motivation scenario 1, using Equation [0 we get:

19.44 14.48 15.20 11.04
H = ]20.00 17.20 14.52 20.00
16.08 14.12 14.40 20.00

Preference scores of Chl, Ch2, Ch3, and Chb are represented in the 1st, 2nd,
3rd and 4th columns, respectively. Ch4 is not considered since it does not belong
to any resident’s top-3 item list. We apply singular value decomposition (SVD)
to the H matrix to produce a set of vectors corresponding to features in the
matrix. We compute SVD of matrix H as follows:

Higyx|15] = Ajcix|61 Dic1x|15| Vls|x|1s] (7)

where A is the resident-feature matrix, D is the diagonal weight matrix,

and V is the item-feature matrix. Additionally, dimentionality reduction can be
achieved by low-rank matrix approximation as follows:

H = AiG)x}w| Djw| VI T3] ¢ ]

_ ADVT (8)
where w = min W|M > a ¢, w denotes the significant features’
sy D(k,k)

number. Parameter « controls the degree of denoising or smoothness. When « is
smaller, the smoothness becomes heavier. This process is required when there is
a significant variance in the residents’ preferences. We apply Equation [7] to our
running example and get the singular value decomposition of H = ADV " as:

—0.5278 —0.8206 0.2194
A= {-0.6320 0.2068 —0.7469
—0.5675 0.5328 0.6277
57.1127 0 0 0
D= 0 6.8771 0 0
0 0 1.8235 0
—0.5607 —0.4724 —0.3176 0.6013
V= —0.4644 —0.1166 —0.4422 —0.7584
—0.4442 —0.2614 0.8385 —0.1767
—0.5221 0.8336 0.0211 0.1792

where A(i, k) measures the preference of resident R; to feature Fy, Dy g
denotes the feature’s importance, and the preference of item I; to feature F}, is
measured by Vj . For the running example, we set o = 0.97 in Equation |8 to
denoise D to D(1:2,1:2), and we get:

—0.5607 —0.4724
57.1127 0 ] V= —0.4644 —0.1166
0 68771 —0.4442 —0.2614
—0.5221 0.8336
Integrating the residents’ preferences in the decomposed latent space with
current service requests (SR) is defined as the current resident item matrix
(CRIM). We formally define CRIM for each group as:

A=1-0.6320 0.2068

—0.5278 —0.8206 R
|
—0.5675  0.5328
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|G| |1S]
ORIM = = Z > SRIV(ISi,1:w) (9)
=1 j=1
where [ Sl is the position of R;’s preferred item SZ in item set 1.S. Applying
Equation |§| to the running exampleﬂ we get current resldent item matrix as:

CRIM = ((1.00,0.00,0.00).V([3,2,4],1 : 2) + (1.00,0.00,0.00).V([2,3,4],1 : 2)
+ (1.00,0.00, 0.00).V([4,2,3],1: 2))/3
= ((—0.4442, —0.2614) + ( 0.4644, —0.1166) + (—0.5221,0.8336))/3
= (—0.48,0.15)

Ideal Resident Item Matrix. Given CRIM, if we want to resolve conflict (i.e.,
provide group-oriented optimal services), we have to figure out the most similar
items to CRIM. To find similar items, we project CRIM to the first matrix H by
matrix multiplication. Thus, we define ideal resident item matrix (IRIM) as:
IRIM = Ax D x CRIM™ (10)
IRIM is the prototype of aggregated preferences in preference space and
can be considered as ideal items. When a decision is made considering conflict-
ing requirements, each element in TRIM implies to what degree this resident’s
preference can be considered or expressed in a particular conflicting situation.
Consequently, we tend to select candidate items whose preference scores are very
close to the given group’s IRIM scores for group-oriented service. We compute
the ideal resident item distance (IRID) to measure the similarity between the
currently requested item (RI;) and IRIM. We define IRID(RI;, IRIM) as:
IRID(RI;,IRIM) = ||H(1 : |G|, RI;) — IRIM]||, (11)
We can then choose the most preferred items with the lowest ITRID values
as the final selections for conflict resolution considering residents are more likely
to agree on the items similar to the aggregated unitary preference. Applying
Equation[I0]to the running example, we get ideal resident item matrix as follows:
—0.5278 —0.8206
IRIM = Ax D x CRIM™ = | -0.6320 0.2068 [57(')11 6%8} x {_001458}
—0.5675 0.5328 ' '

= (13.623,17.539,16.107)7
IRIM is the ideal item of unitary preference in preference space for this
conflicting group. The estimated items from three residents, which are more
similar to TRIM’s corresponding elements, are better. By using Equation
we get TRID as:

IRID(RI,,IRIM) = ||H(1: |G|, RI;) — IRIM]||,

= |/(19.44, 20.00, 16.08) — (13.62,17.53,16.10)||2 = 6.32
IRID(RI,, IRIM) = 2.19 IRID(RI3, IRIM) = 3.81
IRID(RI,, IRIM) = 4.93 IRID(RIs, IRIM) = 5.28

'R1 requests Ch3, R2 requests Ch2, R3 requests Ch5. In the V matrix, rowl, row?2,
row3, and row4 represent Chl, Ch2, Ch3, and Ch5, respectively.
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IRID(RI3, IRIM) and IRID(RI3, IRIM) are the lowest, which means Ch2
and Ch3 are similar to the ideal resident item matrix. In other words, Ch2, Ch3
are closer to the best choice of residents. If we pick Ch2 and Ch3 as conflict
resolutions, it’s more likely that each resident has a relatively high satisfaction.

5 Experimental Results and Discussion

5.1 Experimental Data

We use a dataset collected from the Center for Advanced Studies in Adaptive
Systems (CASAS) to evaluate the proposed conflict resolution framework [7]. We
use four individual residents’ service interaction records (labels HH102, HH104,
HH105, HH106) and merge them to mimic the environment of multi-resident
smart homes. We select these labels as they contain activities of a similar pe-
riod (between June 15, 2011, and August 14, 2011). Descriptions of dataset
attributes are displayed in Table [2| The dataset has “Watch-TV” activity label,
however, the channel information is missing. Hence, we augment the dataset by
randomly assigning channel values based on a uniform distribution. We use an-
other dataset, namely CAMRa2011, which has 145096 ratings for 7740 movies.
It has the rating records of 602 residents from 290 households |2]. Among these
290 households, 272 households have 2 residents, 14 households have 3 residents,
and 4 households have 4 residents. The rating scale is [1-100]. We consider the
rating score as the preference score and each movie as a TV channel to evaluate
our proposed framework. Since this dataset does not have any timestamps, we
randomly generate the timestamp records based on a uniform distribution.

Table 2. Description of the dataset attributes

Attributes|Description
Date The service execution date

Time The service execution time

Name of the sensors such as motion sensors, light switch, light sensors,
door sensors, temperature sensors

Status  |ON, when the service starts, and OFF, when the service stops

Sensor

5.2 Experimental Setup

In the experiments, we mainly evaluate the preference aggregation model. We
did not find any relevant work to compare the preference extraction model. This
paper is the first attempt to extract preferences from prior service interactions,
aiming to compute preference scores for the purpose of conflict resolution.The
evaluation of preference aggregation is not affected by preference extraction since
all the aggregating strategies are implemented in the same settings of preference
scores. The « parameter in SVD is set as 0.97 without special illustration.

5.2.1 Experimental Methods: We select three state-of-the-art preference ag-
gregation methods used on group recommendation as baselines. They are average
(AVG) strategy, least-misery (LM) strategy, and most-pleasure (MP) strategy.
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5.2.2 Metrics: We recommend items for conflict resolution. Here, items refer to
the values of service attributes. Two widely used group recommendation metrics
are utilized for the evaluation of the proposed model. We calculate the average
value of all our results on these metrics in all the conducted experiments.

Satisfaction Gain (SG). SG metric measures the satisfaction of a group to a
list of recommended items [21]. SG = |G| Z‘Gll ZIL‘ PS(j,k), where |G| repre-

sents the group, |L| denotes the recommended items, PS(j, k) is the preference
score of each member on item (Ij) and I; is an adopted item. Adopted items
refer to the items that have been used more than 60% times by the residents.

Harmonic (H) H metric estimates the equity of the recommended items to

the group, H |G|/(Z|]G‘1 m) If the value of harmonic metric is high,

it can be said that the recommendation is fair to all members [3].

5.3 Experimental Results

5.3.1 Efficiency Results: The efficiency results are illustrated by comparing
different methods and their running times. The average running times (in sec-
onds) of each method on CASAS and CAMRa2011 datasets are displayed in
Table [3| These time records do not include the runtime of the preference ex-
traction step; they include the runtime of the preference aggregation step and
conflict resolution step. AVG, LM, and MP are very efficient in terms of run-
time. For each group, they directly calculate item scores from the preference
table. AVG, LM, and MP methods require more time on CAMRa2011 dataset
than on CASAS dataset since items are denser on CAMRa2011. Our approach
takes a long time on both datasets than these methods because we compute
matrix approximation for all the candidate items for each conflict situation.

Table 3. Efficiency results (average running time in seconds)

Datasets |[AVG|LM|MP|Our Approach
CASAS 1.05 [1.39(1.26 2.52
CAMRa2011| 1.53 |2.24|2.34 4.36

5.3.2 Effectiveness Results: The performances of various conflict resolution
strategies are evaluated in this part. The results on two metrics concerning the
number of residents are shown in Fig. [3] and Fig.

On SG metric, our approach performs better than other existing approaches
with all sizes of groups (Fig. [B[a) and Fig.[d[a)). AVG does not always perform
best because only the adopted items are considered during the computation of SG
values. Items with high preference scores are defined as adopted items, meaning
those items are frequently used previously. Some items will not be accepted by all
the members even though they have high preference scores by other members. In
this regard, AVG may lose some gains. Fig. (b) and Fig. b) report the results
of different methods based on harmonic metric. Harmonic metric decreases when
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the group size becomes larger, denoting low fairness in larger groups. Almost all
methods perform better on CAMRa2011 dataset than CASAS dataset. However,
their performances worsen when the number of residents increases because it is
more difficult to aggregate preferences in larger groups.

B Our Approach OLM OAVG EMP B Our Approach OLM OAVG EMP
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Fig. 3. Effectiveness results on CASAS dataset.
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Fig. 4. Effectiveness results on CAMRa2011 dataset.

Finally, we conduct another set of experiments to compare our approach
with an existing approach, namely, Use First (UF) proposed in . For this
experiment, we consider TV channel data to measure satisfaction between resi-
dents. We undertake this experiment considering conflicts between 2 residents,
3 residents, and 4 residents, respectively. Fig. [f] refers that the satisfaction score
decreases as the number of residents increases. More residents mean more ser-
vice requirements, thus creates more service conflicts—the greater number of
conflicts, the lesser satisfaction scores. On one hand, in the UF approach, the
user who starts watching TV first will be enjoying the TV without considering
other residents’ preferences. On the other hand, our approach is preemptive.
Thus, it resolves conflict by selecting the TV channel that suits most users.

6 Related Work

The concepts of conflict detection and resolution are surveyed in the relevant lit-
erature. Conflicts are categorized based on three criteria: (i) source, (ii) interve-
nience, and (iii) solvability. Different types of sources are responsible for conflict
occurrence [12]. A conflict may occur when many users try to use a resource-
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Fig. 5. Comparison between our approach and use first approach.

defined as a resource-level conflict . A conflict may happen when several
applications utilize a resource simultaneously-regarded as an application-level
conflict . A conflict may arise due to conflicting policies for a given context,
known as a policy-level conflict . Conflicts may arise due to intervenience .
Conflict is common in multi-occupant homes, however, a conflict may happen in
single-occupant homes. For instance, a conflict may occur based on contradictory
intentions like saving energy and comfort at the same time .

Some preference aggregation strategies such as average (AVG), least-misery
(LM), and most-pleasure (MP) are used for conflict resolution in existing re-
search [2,[8,/9]. However, they did not consider the service requirements of the
present situation. Only considering current requirements (i.e., interactions), some
conflict resolution strategies such as fair principle, use first, and static priority
assignment is used in existing research . Fairness and interactions are ig-
nored in these works. Consequently, they can not always generate a fair solution
for each resident in a conflicting situation, leading to low satisfaction. Hence,
there is a need for a framework that ensures fairness by integrating current in-
teractions with preferences extracted from the past usage patterns. We use both
previous usage data and current interaction data to build the conflict resolution
framework. The proposed framework resolves conflicts aiming to maximize the
residents’ overall satisfaction.

7 Conclusion and Future Work

We propose a novel approach for conflict resolution of IoT services by com-
bining current interactions and historical interactions. The proposed preference
estimation model is developed based on the temporal proximity strategy. The
framework employs a preference aggregation model based on singular value de-
composition. The effectiveness of the proposed approach is tested with other
existing approaches. In our future work, we will improve the conflict resolution
framework by utilizing not only preferences, but also other contextual informa-
tion related to the residents. Factors such as interpersonal relationship can play
a vital role for conflict resolution. Meanwhile, we will test our solutions in more
complicated scenarios, e.g., more experimental settings on even larger datasets.



Dynamic Conflict Resolution of IoT Services in Smart Homes 15

References

1.

2.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

Bouguettaya, A., Singh, M., Huhns, M., Sheng, Q.Z., et al.: A service computing
manifesto: the next 10 years. Communications of the ACM 60(4), 64-72 (2017)
Cao, D., He, X., et al.: Attentive group recommendation. In: 41st International
ACM SIGIR Conference on R&D in Information Retrieval. pp. 645-654 (2018)
Carvalho, L.A.M.C., et al.: Users’ satisfaction in recommendation systems: an ap-
proach based on noncooperative games. In: ICWWW. pp. 951-958 (2013)

Chaki, D., Bouguettaya, A.: Fine-grained conflict detection of iot services. In: 2020
IEEE International Conference on Services Computing (SCC). pp. 321-328 (2020)
Chaki, D., Bouguettaya, A.: Adaptive priority-based conflict resolution of iot ser-
vices. arXiv preprint arXiv:2107.08348 (2021)

Chaki, D., Bouguettaya, A., Mistry, S.: A conflict detection framework for iot
services in multi-resident smart homes. In: 2020 IEEE ICWS. pp. 224-231 (2020)
Cook, D.J., Crandall, A.S., Thomas, B.L., Krishnan, N.C.: Casas: A smart home
in a box. Computer 46(7), 62-69 (2012)

Fattah, S.M.M., et al.: A cp-net based qualitative composition approach for an iaas
provider. In: International Conference on WISE. pp. 151-166. Springer (2018)
Guo, L., Yin, H., Wang, Q., Cui, B., Huang, Z., Cui, L.: Group recommendation
with latent voting mechanism. In: 2020 IEEE ICDE. pp. 121-132. IEEE (2020)
Hasan, H.M., et al.: A novel approach to extract important keywords from docu-
ments applying latent semantic analysis. In: 2018 KST. pp. 117-122. IEEE (2018)
Huang, B., Bouguettaya, A., Neiat, A.G.: Convenience-based periodic composition
of iot services. In: ICSOC. pp. 660—678. Springer (2018)

Ibrhim, H., Hassan, H., Nabil, E.: A conflicts’ classification for iot-based services:
a comparative survey. PeerJ Computer Science 7, €480 (2021)

Lakhdari, A., Bouguettaya, A.: Fluid composition of intermittent iot energy ser-
vices. In: 2020 IEEE SCC. pp. 329-336. IEEE (2020)

Lalanda, P., Hadj, R.B., Hamon, C., Vega, G.: Conflict management in service-
oriented pervasive platforms. In: 2017 IEEE SCC. IEEE (2017)

Lee, Y.H., Lin, F.J.: Situation awareness and conflict resolution in smart home
with multiple users. In: 2019 IEEE 5th WF-IoT. pp. 852-857. IEEE (2019)
Miandashti, F.J., Izadi, M., et al.: An empirical approach to modeling user-system
interaction conflicts in smart homes. IEEE THMS 50(6), 573-583 (2020)

Mishra, P., Gudla, S.K., et al.: Alternate action recommender system using recur-
rent patterns of smart home users. In: 17th ACCNC. pp. 1-6. IEEE (2020)
Nauman, A., Qadri, Y.A., Amjad, M., Zikria, Y.B., Afzal, M.K., Kim, S:W.: Mul-
timedia internet of things: A comprehensive survey. IEEE Access 8 (2020)
Nurgaliyev, K., et al.: Improved multi-user interaction in a smart environment
through a preference-based conflict resolution. In: ICIE. pp. 100-107. IEEE (2017)
Roushan, T., Chaki, D., et al.: University course advising: overcoming the chal-
lenges using decision support system. In: 16th ICCIT. pp. 13-18. IEEE (2014)
Shahabi, C., Chen, Y.S.: An adaptive recommendation system without explicit
acquisition of user relevance feedback. Dist. & Parallel Databases 14(2) (2003)
Shahzaad, B., Bouguettaya, A., Mistry, S.: A game-theoretic drone-as-a-service
composition for delivery. In: 2020 IEEE ICWS. pp. 449-453. IEEE (2020)

Shao, W., Salim, F.D., Song, A., Bouguettaya, A.: Clustering big spatiotemporal-
interval data. IEEE Transactions on Big Data 2(3), 190-203 (2016)

Shin, C., Dey, A.K., Woo, W.: Mixed-initiative conflict resolution for context-aware
applications. In: Proceedings of the 10th ICUC. pp. 262-271 (2008)

Xiao, D., et al.: A3id: An automatic and interpretable implicit interference detec-
tion method for smart home via knowledge graph. IEEE IoT Journal 7(3) (2019)



	Dynamic Conflict Resolution of IoT Services in Smart Homes

