
Lecture Notes in Computer Science 13146

Founding Editors

Gerhard Goos
Karlsruhe Institute of Technology, Karlsruhe, Germany

Juris Hartmanis
Cornell University, Ithaca, NY, USA

Editorial Board Members

Elisa Bertino
Purdue University, West Lafayette, IN, USA

Wen Gao
Peking University, Beijing, China

Bernhard Steffen
TU Dortmund University, Dortmund, Germany

Gerhard Woeginger
RWTH Aachen, Aachen, Germany

Moti Yung
Columbia University, New York, NY, USA

https://orcid.org/0000-0001-9619-1558
https://orcid.org/0000-0001-8816-2693
https://orcid.org/0000-0003-0848-0873


More information about this subseries at https://link.springer.com/bookseries/7410

https://link.springer.com/bookseries/7410


Somanath Tripathy • Rudrapatna K. Shyamasundar •

Rajiv Ranjan (Eds.)

Information Systems
Security
17th International Conference, ICISS 2021
Patna, India, December 16–20, 2021
Proceedings

123



Editors
Somanath Tripathy
Indian Institute of Technology Patna
Patna, India

Rudrapatna K. Shyamasundar
Indian Institute of Technology Bombay
Mumbai, India

Rajiv Ranjan
Newcastle University
Newcastle upon Tyne, UK

ISSN 0302-9743 ISSN 1611-3349 (electronic)
Lecture Notes in Computer Science
ISBN 978-3-030-92570-3 ISBN 978-3-030-92571-0 (eBook)
https://doi.org/10.1007/978-3-030-92571-0

LNCS Sublibrary: SL4 – Security and Cryptology

© Springer Nature Switzerland AG 2021
This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.
The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, expressed or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland

https://orcid.org/0000-0002-6964-2648
https://orcid.org/0000-0001-6966-0507
https://orcid.org/0000-0002-6610-1328
https://doi.org/10.1007/978-3-030-92571-0


Preface

This book comprises the proceedings of the 17th International Conference on Infor-
mation Systems Security (ICISS 2021), held at the Indian Institute of Technology
(IIT) Patna from December 16 to 20, 2021, in a hybrid mode.

A total of 65 papers were submitted in response to the call for papers for this edition
of ICISS. We received submissions from authors in several countries. All the sub-
missions were subjected to a blind evaluation procedure by the Technical Program
Committee, which was composed of 47 experts from academia and industry. Each
paper was reviewed by at least three experts. The papers were evaluated and discussed
online by members of the Technical Program Committee over a week. After careful
consideration of the merits of the papers the conference accepted nine full papers, two
short papers, and four work-in-progress papers. The net acceptance rate of the con-
ference was approximately 22%. A wide range of topics in systems security and
privacy are covered, both in theory and in practice, such as attack detection, malware
identification, distributed system security, cryptology, and asset management through
blockchains including applications of artificial intelligence and machine learning for
security. In addition to the accepted papers, the conference program featured three
keynote talks by three distinguished speakers working in the field of security. The
keynote speakers, in alphabetical order by first name, were as follows:

– George Cybenko, Dorothy and Walter Gramm Professor of Engineering at Dart-
mouth College, USA.

– Milind Tambe, Gordon McKay Professor of Computer Science and Director of the
Center for Research in Computation and Society (CRCS) at Harvard University,
USA, and Director of AI for Social Good at Google Research India.

– Omer Rana, Professor of Performance Engineering at Cardiff University, UK.

Thanks to these experts who took their precious time to address the audience live
during somewhat odd hours.

The success of ICISS 2021 would not have been possible without the contributions
of the numerous volunteers who gave their time and energy to ensure the success of the
conference and its associated events. We would like to express our gratitude to the
Program Committee for their hard work and prompt submission of their evaluations of
papers, and we thank the publicity chairs for attracting good submissions in this
pandemic period. Our thanks go to the local organizing committee as well as the
faculty, staff, and students at the Department of Computer Science and Engineering,
Indian Institute of Technology Patna for all the efforts and support for the smooth
running of the conference in the hybrid mode. Thanks also go to the Steering Com-
mittee for their invaluable support in these trying times of the COVID-19 pandemic.
The Conference Management Toolkit from Microsoft was crucial in carrying out the
arduous chores of examining submissions, reviewing papers, and alerting authors about
the status of their papers. It is our pleasure to express our gratitude to Springer Nature



for assisting us in disseminating the proceedings of the conference in the LNCS series
as in the past. Special thanks go to Ronan Nugent and Anna Kramer for making the
proceedings available online at the time of conference with very little leeway in terms
of time.

Last but certainly not least, we would like to thank all the authors who submitted
papers and the conference participants. We hope you find the proceedings of ICISS
2021 interesting, stimulating, and inspiring for future research.

December 2021 Somanath Tripathy
Rudrapatna K. Shyamasundar

Rajiv Ranjan
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Abstract of Keynote Talks



Multiagent Reasoning for Social Impact:
Results from Deployments for Public Health

and Conservation

Milind Tambe

Gordon McKay Professor of Computer Science and Director of the Center for
Research in Computation and Society (CRCS), Harvard University, Director,

AI for Social Good at Google Research India

Abstract. With the maturing of AI and multiagent systems research, we have a
tremendous opportunity to direct these advances towards addressing complex
societal problems. I focus on the problems of public health and conservation, and
address one key cross-cutting challenge: how to effectively deploy our limited
intervention resources in these problem domains. I will present results from work
around the globe in using AI for public health, e.g., HIV prevention, Maternal
and Child care interventions, and COVID modeling, and AI for conservation,
e.g., wildlife conservation. Achieving social impact in these domains often
requires methodological advances. To that end, I will highlight key research
advances in multiagent reasoning and learning, in particular in, computational
game theory, restless bandits and influence maximization in social networks.In
pushing this research agenda, our ultimate goal is to facilitate local communities
and non-profits to directly benefit from advances in AI tools and techniques.



Data Privacy Re-visited During Covid19

Omer Rana

College Dean of International Professor of Performance Engineering,
Cardiff University, UK

Abstract. The COVID19 Pandemic has highlighted our dependence on online
services (from government, e-commerce/retail, and entertainment), often hosted
over external cloud computing infrastructure. The users of these services interact
with a web interface rather than the larger distributed service provisioning chain
that can involve an interlinked group of cloud providers. The data and identity of
users are often provided to service provider who may share it (or have automatic
sharing agreement) with backend services (such as advertising and analytics).
We propose the development of compliance-aware cloud application engi-
neering, which is able to improve transparency of personal data use – particu-
larly with reference to the European GDPR regulation. Key compliance
operations and the perceived implementation challenges for the realization
of these operations in current cloud infrastructure are outlined. This talk will
also explore how the convenience-vs-privacy challenges can be realised as users
and service providers go on-line, and the economics behind delivering privacy
services as part of cloud-based provision.



Modeling and Leveraging Attrition in Cyber
Operations

George Cybenko and Roger Hallman

Thayer School of Engineering, Dartmouth College, Hanover NH 03755, USA
gvc@dartmouth.edu

roger.hallman@navy.mil

Abstract. Advanced adaptive cyber operations require some form of online
learning in real time using feedback and reinforcement from ongoing interac-
tions. It is well known that operating well in such an environment entails bal-
ancing exploitation of currently best-known strategies with exploration of
actions that might improve performance. This is the case for example, when a
variety of responses are possible to mitigate an ongoing attack. However, unlike
offline simulations of reinforcement learning, online reinforcement learning can
lead to attrition of assets when exploration results in bad actions. We will
present modeling and analysis approaches for learning with attrition in such
circumstances.

There is sustained interest in developing cyber and physical systems consisting of
multiple coordinated components, each component being simple, inexpensive, and easy
to replace. Consider for example the following kind of military vision:

“A military made up of small numbers of large, expensive, heavily manned, and
hard- to-replace systems will not survive on future battlefields, where swarms of
intelligent machines will deliver violence at a greater volume and higher velocity than
ever before.” ([Brose 2019])

Examples include cyber-bot networks, Internet of Things (IoT), swarms of
unmanned autonomous vehicles (airborne, maritime and land based) as well as cloud
computing infrastructures ([Campbell 2018], [Panfili et al. 2018], [Nguyen et al.
2017]). While many of the arguments for such systems are based on cost effectiveness
and mission performance, we argue in this work that there are also compelling analytic
arguments based on various advantages that machine learning, game theory and secure
distributed computing offer for such systems. The goal is to explain those advantages in
analytic terms.

The main question we address is “What provable, analytic advantages do
swarm-type adaptive/learning systems have over monolithic systems?” Our particular
interest is so-called Adaptive Cyber-Defense (ACD) in which cyber-defensive tech-
nologies adapt to changes in the attackers’ techniques and/or behaviors, as well as to
organic changes in the ambient operating environment ([Cybenko et al. 2014], [Jajodia
et al. 2019], [Zhu et al. 2014]). Organic changes can be due to dynamic
re-configurations of the information infrastructure, such as the addition or removal of
compute nodes, sensors, applications and communications links.



The ACD’s changes can be made by continuously monitoring the environment,
learning its new characteristics, and implementing appropriate new control actions. The
basis for making such adaptations in a stationary or slowly changing environment can
be based on classical reinforcement learning and adaptive control ideas. However, if
the operating environment changes because of adversary adaptations, existing mathe-
matical and algorithmic principles for defensive adaptation do not directly apply with
respect to convergence to optimal or near optimal solutions.

We study the problem of online learning using distributed Upper Confidence
Bounds (UCB) algorithms [Auer 2002] in which cumulative regret (CR) is the per-
formance criterion. CR is an appropriate performance metric because it captures the
overall rate at which the systems’ performance is improving, not just the asymptotic
conditions under which optimality can be reached. The faster a system can approach
some notion of optimality, the more it will outperform an adversary that is also
changing but at a slower rate.

A key observation and technical contribution are the use of distributed systems to
implement UCB-based learning. This entails the deliberate use of “suboptimal” actions
to fully explore the values of the available actions. In other words, the system must
sacrifice some of its capabilities to learn faster and perform better. However, because
some agents within the distributed system are operating sub-optimally, they will be
compromised and so some subset of information in the distributed learning system will
lack integrity.

We have considered the problem of online learning, with cumulative regret mini-
mization, for swarms of agents cooperating to achieve high assurance on missions’
tasks. To achieve this, we have introduced the concept of “spatial” online learning by
which action selection is guided by UCB-type criteria. Because we are dealing with
multiple agents, multiple actions are possible by sampling the UCB modified Q-values.
We have identified some regret minimizing challenges in so-called spatial learning and
conjectured their solutions but without formal proof. Furthermore, we have performed
principled simulations showing how learning and recovery rates can change the overall
performance of a multiagent learning system.

Although we are keenly interested in convergence rates and algorithms for
adversarial engagements in which all players are using online learning to improve play,
the results here are solely for stationary environments in which adversaries do not adapt
or learn during a single engagement. However, if we can adapt faster than our
adversary, we can model them as short-term stationary which might be the best pos-
sible approach given no information about the adversary or their adaptation
mechanisms.

We have identified some regret minimizing challenges in so-called spatial learning
and conjectured their solutions but without formal proof. Furthermore, we have per-
formed principled simulations showing how learning and recovery rates can change the
overall performance of a multiagent learning system. While UCB-criteria have been
used in offline parallel game play learning (Silver et al. [2016]) those uses are for
parallel game playing, that is parallel independent engagement, not a single engage-
ment in which adaptation/learning occurs as we have proposed here. A major oppor-
tunity for future work is cumulative regret minimizing, online reinforcement learning
algorithms that make as few assumptions about the adversary’s learning algorithms.

xiv G. Cybenko and R. Hallman
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