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Preface

This volume contains the proceedings of the 16th International Conference on Critical
Information Infrastructures Security (CRITIS 2021). The conference was held during
September 27-29, 2021, at the EPFL SwissTech Convention Center (STCC) in Lausanne,
Switzerland. The CRITIS community was delighted to be back in Switzerland, as the
6th edition of the conference (CRITIS 2011) was held in Lucerne exactly 10 years ago.

CRITIS 2021 was hosted in hybrid mode at EPFL by Trust Valley, the University of
Geneva, and the Cyber-Defence Campus of armasuisse S+T, the Swiss Federal Office
for Defence Procurement. Despite the pandemic, over 130 participants registered for the
onsite conference and about 100 participants registered for the online option. Overall,
the conference enabled the connection of different continents and time zones, audiences,
and scientific disciplines, as well as generations of researchers.

On the second day, the conference was held in conjunction with a Cyber-Defence
(CYD) Campus conference. Indeed, the CYD Campus and CRITIS share an important
goal: to provide a platform to bring together different audiences from academia, indus-
try, and government. Ongoing discussions between these audiences can be found on
social media with the hashtags #CRITIS2021 and/or #CYDCAMPUS, as well as on the
conference Twitter account: @critis21.

The final conference program is available on the conference website. The 40 con-
ference podcasts are available for download (HD, 1080p) here. As a thank you to the
attendants, pre-proceedings, video recordings, slides and conference pictures are avail-
able in the following shared drive, password: SwissTech2021. The conference program
and podcasts, as well as conference pictures and slides are available on the conference
website: critis2021.org

In total, 42 papers (full and short) were submitted on EasyChair, the scientific con-
ference management platform used for CRITIS 2021. Each paper received a minimum
of three double-blind reviews thanks to the thorough and generous work of the Technical
Program Committee, which welcomed over 10 new active members this year.

As a result of this double-blind peer-review process, 12 full papers were accepted
(one with shepherding) along with one short paper, which brings the overall acceptance
rate to about 30%, thus maintaining the scientific quality of the conference. Additionally,
eight keynotes, two testbeds, three demonstrations and five posters were accepted for
presentation at the conference. Accepted papers were presented in four scientific sessions
(reflected in the structure of this volume) organized around the following topics:

1. Protection of Cyber-Physical Systems and Industrial Control Systems (ICS)

2. C()IP Organisation, (Strategic) Management and Legal Aspects

3. Human Factor, Security Awareness and Crisis Management for C(I)IP and Critical
Services

4. Future, TechWatch and Forecast for C(I)IP and Critical Services


https://critis2021.org/conference-program/
https://vimeo.com/user/123689430/folder/5894751
https://drive.switch.ch/index.php/s/cvYFvAIJb38JDfa/authenticate
https://critis2021.org/
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Three industrial sessions (one per day) were chaired by David Baschung to allow
major players from industry to present current challenges and solutions to better protect
critical infrastructures and critical services. The panel discussions were particularly
interesting for building bridges between the academic world and industry.

On September 28, the CYD Campus hosted its start-up challenge organized around
the topic ‘Boost your Information Sharing and Analysis Center (ISAC)’. The three
finalists were the following:

1. Decentriq
Constella Intelligence
3. Pandora Intelligence

Following in the footsteps of the previous years, CRITIS 2021 awarded prizes to the
best young researchers:

—_

Siddhant Shrivastava, Singapore University of Technology and Design
2. Santiago Anton Moreno, EPFL
3. Stéphanie Lebrun, CYD Campus

We thank the Master of Advanced Studies in Information Security of the University
of Geneva for sponsoring the award, thus helping the event carry on through the years.
In summary, CRITIS 2021 continued the well-established series of successful
CRITIS conferences. We hope it will remain a memorable edition that also tried to
bring new features to the community: hybrid mode and podcasts, paper shepherding, a
rump session, and a scientific session on technology market monitoring and forecasting.

Organizing a conference in the middle of a pandemic is a tough challenge. A big
thank you goes to all our stakeholders for their trust and to all our sponsors for their
precious support: Fortinet, ELCA, AWK Group, Monti Stampa Furrer & Partners AG,
AdNovum, Kudelski Security, and the University of Geneva.

We wish Stefan Pickl every success as he takes over the role of general chair for
CRITIS 2022, which will take place in Germany at the Bundeswehr University Munich.
The CRITIS franchise is thus in good hands and its future is fully assured, thanks also
to the good advice of Bernhard Himmerli, head of the CRITIS Steering Committee.

October 2021 Alain Mermoud
Dimitri Percia David
Thomas Maillart
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