Lecture Notes in Computer Science

Founding Editors

Gerhard Goos
Karlsruhe Institute of Technology, Karlsruhe, Germany

Juris Hartmanis
Cornell University, Ithaca, NY, USA

Editorial Board Members

Elisa Bertino

Purdue University, West Lafayette, IN, USA
Wen Gao

Peking University, Beijing, China
Bernhard Steffen

TU Dortmund University, Dortmund, Germany
Gerhard Woeginger

RWTH Aachen, Aachen, Germany
Moti Yung

Columbia University, New York, NY, USA

13140


https://orcid.org/0000-0001-9619-1558
https://orcid.org/0000-0001-8816-2693
https://orcid.org/0000-0003-0848-0873

More information about this subseries at https://link.springer.com/bookseries/7410


https://link.springer.com/bookseries/7410

Joaquin Garcia-Alfaro - Jose Luis Munoz-Tapia -
Guillermo Navarro-Arribas -
Miguel Soriano (Eds.)

Data Privacy Management,
Cryptocurrencies and
Blockchain Technology

ESORICS 2021 International Workshops, DPM 2021 and CBT 2021
Darmstadt, Germany, October 8§, 2021
Revised Selected Papers

@ Springer



Editors
Joaquin Garcia-Alfaro

Institut Polytechnique de Paris
Palaiseau, France

Guillermo Navarro-Arribas

Jose Luis Muiioz-Tapia
Universitat Politécnica de Catalunya
Barcelona, Spain

Miguel Soriano

Universitat Autonoma de Barcelona
Bellaterra, Spain

Universitat Politécnica de Catalunya
Barcelona, Spain

ISSN 0302-9743

Lecture Notes in Computer Science
ISBN 978-3-030-93943-4 ISBN 978-3-030-93944-1 (eBook)
https://doi.org/10.1007/978-3-030-93944-1

ISSN 1611-3349 (electronic)

LNCS Sublibrary: SL4 — Security and Cryptology

© Springer Nature Switzerland AG 2022

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.

The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.

The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, expressed or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland


https://orcid.org/0000-0002-7453-4393
https://orcid.org/0000-0001-6442-437X
https://orcid.org/0000-0003-3535-942X
https://orcid.org/0000-0003-0457-8531
https://doi.org/10.1007/978-3-030-93944-1

Foreword from the DPM 2021 Program Chairs

This volume contains the post-proceedings of the 16th Data Privacy Management
International Workshop (DPM 2021), which was organized within the 26th European
Symposium on Research in Computer Security (ESORICS 2021). The DPM series
started in 2005 when the first workshop took place in Tokyo (Japan). Since then, the
event has been held in different venues: Atlanta, USA (2006); Istanbul, Turkey (2007);
Saint Malo, France (2009); Athens, Greece (2010); Leuven, Belgium (2011); Pisa, Italy
(2012); Egham, UK (2013); Wroclaw, Poland (2014); Vienna, Austria (2015); Crete,
Greece (2016); Oslo, Norway (2017); Barcelona, Spain (2018); Luxembourg (2019);
and (held virtually) Guildford, UK (2020).

This 2021 edition was intended to be held in Darmstadt, Germany, but was finally
held virtually, due to the COVID-19 pandemic, together with the ESORICS main
conference and all its workshops.

In response to the call for papers, we received 26 submissions. Each submission was
evaluated on the basis of significance, novelty, and technical quality. The Program
Committee performed a thorough review process and selected seven full papers,
complemented by one position paper and three short papers. The result was a technical
program covering topics such as cyber-incident risks involving privacy violations,
privacy-preserving location techniques, use of learning approaches to handle privacy
management issues, data minimization, policies, and regulation.

We would like to thank everyone who helped at organizing the event, including all
the members of the organizing committee of both ESORICS and DPM 2021. Our
gratitude goes to Michael Waidner, the general chair of ESORICS 2021. During the
event, we had the valued assistance and help of Martina Creutzfeldt. Thanks go as well
to all the DPM 2021 Program Committee members, additional reviewers, all the
authors who submitted papers, and to all the workshop attendees.

Finally, we want to acknowledge the support received from the sponsoring insti-
tutions: Institut Mines-Télécom, Institut Polytechnique de Paris (Telecom SudParis and
Samovar Confiance Numérique), Universitat Autonoma de Barcelona (UAB),
Universitat Politécnica de Catalunya, the UNESCO Chair in Data Privacy, and
Cybercat. We also acknowledge support from the following projects and grants from
the Spanish Government: TIN2017-87211-R, SECURITAS RED2018-102321-T, and
Beatriz Galindo BG20/00217.

November 2021 Miguel Soriano
Guillermo Navarro-Arribas
Joaquin Garcia-Alfaro
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Foreword from the CBT 2021 Program Chairs

The 5th International Workshop on Cryptocurrencies and Blockchain Technology
(CBT 2021) was held in collaboration with the 26th European Symposium on Research
in Computer Security (ESORICS 2021) and the 16th International Workshop on Data
Privacy Management (DPM 2021). Due to the COVID-19 outbreak, the event was held
virtually.

We wish to thank all of the authors who submitted their work. This year, CBT
received 31 submissions. The review process was conducted virtually, using the
EasyChair platform, by the Program Chairs and all the members of the Program
Committee, with the help of some external reviewers. Based on the reviews and the
discussion, six papers were accepted for presentation at the workshop as full papers,
complemented by six short papers.

We would like to thank all of the people involved in CBT 2021. We are grateful to
the Program Committee members and the external reviewers for their help in providing
detailed and timely reviews of the submissions. We also thank all the members of the
ESORICS 2021 local organization team for all their help and support. Thanks go as
well to Springer for their support throughout the entire process. Last but by no means
least, we thank all the authors who submitted papers and all the workshop attendees.

Finally, we want to acknowledge the support received from the sponsoring
institutions: Universitat Politécnica de Catalunya, Institut Polytechnique de Paris
(Telecom SudParis and Samovar Confiance Numérique), Universitat Autonoma de
Barcelona (UAB), BART (Inria, IRT SYSTEMX, Institut Mines-T¢élécom), Cybercat,
and Bandit. We acknowledge support as well from the Beatriz Galindo grant
BG20/00217.

November 2021 Jose Luis Mufioz-Tapia
Guillermo Navarro-Arribas
Joaquin Garcia-Alfaro
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