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Abstract. In this paper we cryptanalyse the two accumulator variants
proposed by Au et al. [1], which we call the a-based construction and
the common reference string-based (CRS-based) construction. We show
that if non-membership witnesses are issued according to the a-based
construction, an attacker that has access to multiple witnesses is able
to efficiently recover the secret accumulator parameter « and completely
break its security. More precisely, if p is the order of the underlying bilin-
ear group, the knowledge of O(logploglogp) non-membership witnesses
permits to successfully recover a. Further optimizations and different
attack scenarios allow to reduce the number of required witnesses to
O(log p), together with practical attack complexity. Moreover, we show
that accumulator’s collision resistance can be broken if just one of these
non-membership witnesses is known to the attacker. We then show how
all these attacks for the a-based construction can be easily prevented by
using instead a corrected expression for witnesses.

Although outside the original security model assumed by Au et al. but
motivated by some possible concrete application of the scheme where the
Manager must have exclusive rights for issuing witnesses (e.g. white/black
list based authentication mechanisms), we show that if non-membership
witnesses are issued using the CRS-based construction and the CRS is
kept secret by the Manager, an attacker accessing multiple witnesses can
reconstruct the CRS and compute witnesses for arbitrary new elements.
In particular, if the accumulator is initialized by adding m secret ele-
ments, the knowledge of m non-membership witnesses allows to succeed
in such attack.
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1 Introduction

A cryptographic accumulator scheme permits to aggregate values of a possibly
very large set into a short digest, which is commonly referred to as the accu-
mulator value. Unlike hash functions, where, similarly, (arbitrary) long data is
mapped into a fixed length digest, accumulator schemes permit to additionally
show whenever an element is accumulated or not, thanks to special values called
witnesses. Depending on the accumulator design, we can have two kinds of wit-
nesses: membership witnesses, which permit to show that an element is included
into the accumulator, and non-membership witnesses, which, on the contrary,
permit to show that an element is not included. Accumulator schemes which
support both are called universal and the possibility to dynamically add and
delete elements, give them the name of dynamic accumulators.

The first accumulator scheme was formalized by Benaloh and De Mare [3] in
1993 as a time-stamping protocol. Since then, many other accumulator schemes
have been proposed and they play an important role in various protocols from
set membership, authentication to (anonymous) credentials systems and cryp-
tocurrency ledgers. However, there is only a small set of underlying crypto-
graphic assumptions on which such accumulator primitives are based. Currently,
three main families of accumulators can be distinguished in literature: schemes
designed in groups of unknown order [3,2,12,17,22,18,7], schemes designed in
groups of known order [21,15,1,13] and hash-based constructions [19,9,10,11,6].
Relevant to this paper are the schemes belonging to the second of these fami-
lies, where the considered group is a prime order bilinear group. Moreover, when
it comes to Dynamic Universal Accumulators (namely those that support dy-
namic addition and deletion of members and can maintain both membership
and non-membership witnesses) we are down to just a few schemes.

In this paper we cryptanalyse one of these universal scheme proposed for bi-
linear groups, namely the Dynamic Universal Accumulator by Au et al. [1], which
is zero-knowledge friendly and stood unscathed for 10 years of public scrutiny.
This scheme comes in two variants which we called the a-based construction
and the CRS-based construction, respectively. For the first one, we show that
the non-membership mechanism, designed to allow for more efficiency on the
accumulator manager side, has a subtle cryptographic flaw which enables the
adversary to efficiently recover the secret of the accumulator manager given just
several hundred to few thousand non-membership witnesses (regardless of the
number of accumulated elements).

As a consequence, the attacker can fully break the security of the scheme.
Moreover, we show that given only one non-membership witness generated with
this flawed mechanism, it is possible to efficiently invalidate the assumed collision
resistance property of the accumulator by creating a membership witness for a
non-accumulated element. Despite the presence of a valid security proof, this
is possible because the provided security reduction covers the non-membership
mechanism of the CRS-based construction only and it doesn’t take into account
non-membership definition given for the a-based construction, which, in fact,
resulted to be weak.
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The second part of the paper investigates the CRS-based variant: motivated
by some concrete applications of the scheme where the Manager must have
exclusive rights for issuing witnesses (e.g. white-/black-list based authentication
mechanisms), we show that an adversary having access to a sufficient amount of
witnesses is able to compute valid witnesses for unauthorized elements even when
the Accumulator manager keeps secret all the information needed to compute
such witnesses, i.e. the CRS. In particular, if the accumulator is initialized by
adding m secret elements, an attacker that has access to m non-membership
witnesses would succeed in reconstructing the CRS and will then become able
to issue membership and non-membership witnesses for any accumulated and
non-accumulated elements, respectively.

In Section 2 we recall both variants of Au et al. accumulator scheme along
with the security model and our attack scenarios. In Section 3 we detail how
collision resistance does not hold when non-membership witnesses are issued ac-
cordingly to the a-based construction, while in Section 4 we present our first
attack for the a-based construction which allows to fully recover the accumula-
tor’s secret . In Section 4.3 we provide a complexity analysis in terms of time
and non-membership witnesses needed and in Section 5 we discuss some further
improvements to the a-recovery attack which lead, under different hypothesis,
to two new attacks: a random-y sieving attack and a chosen-y sieving attack,
described in Section 5.1 and 5.2, respectively. We implemented all these attacks
and we compare, in Section 6, their success probability as a function of the to-
tal number of known witnesses needed. We further report another minor design
vulnerability for the a-based construction in Section 7. Finally, in Section 8 we
investigate the security of the CRS-construction under some concrete attack
scenarios and we present, in Section 8.2, the Witness Forgery Attack as well as
possible countermeasures. A summary of our main contributions can be found
in Table 1.

Construction Ref. Scenario Witnesses Time Attack Result
Sec. 4 Random-y O(logploglog p) O(log? p) Recovery of a
Sec. 5.1 Random-y O(logploglogp) O((1 + £/ loglogp)log®p) Recovery of a
a-based  Sec. 5.2 Chosen-y O(log p) O(£log® p/ log log p) Recovery of a
Sec. 3 Random-y 1 o(1) Break.Colhsmn

Resistance
CRS-based Sec. 8.2 Random-y m O(m?) Issue witnesses

Table 1. Time and non-membership witnesses required in our attacks on the Au et
al. accumulator scheme for both a-based and CRS-based construction. In this table, p
denotes the order of the underlying bilinear group, m denotes the number of (secret)
elements with which the accumulator is initialized, ¢ denotes the number of accumula-
tions occurred in between the issues of non-membership witnesses. In the CRS-based
construction the CRS is unknown to the attacker.
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2 Au et al. Dynamic Universal Accumulator

In their paper, Au and coauthors propose two different constructions for their
Dynamic Universal Accumulator, depending on whether information is made
available to the accumulator managers. The first requires the accumulator’s se-
cret parameter « and is suitable for a centralized entity which efficiently updates
the accumulator value and issues witnesses to the users. The second instead, re-
quires a common reference string CRS and allows to update the accumulator
value and to issue witnesses without learning «, but less efficiently. We will refer
to the first one as the a-based construction, while we will refer to the latter as
the CRS-based construction.

These two are interchangeable, in the sense that witnesses can be issued
from time to time with one or the other construction. Moreover, we note that
all operations done with the common reference string CRS, can be done more
efficiently by using « directly: hence, if the authority which generates a coincides
with the Accumulator Manager, it is more convenient for the latter to always use
the secret parameter o to perform operations and thus we will refer to the two
constructions mainly to indicate the different defining equations for witnesses
(in particular, non-membership witnesses).

We now detail a concrete instance of Au et al. accumulator scheme by using
Type-I elliptic curves®. Where not explicitly stated, each operation refers to both
the a-based and CRS-based constructions.

Generation. Let E be an elliptic curve of embedding degree k over [, which
is provided with a symmetric bilinear group G = (p, Gy, Gr, P,e) such that
e : G1 X G; — Gr is a non-degenerate bilinear map, GG is a subgroup of FE
generated by P, Gt is a subgroup of (F,x)* and |G1| = |G| = p is prime.
The secret accumulator parameter « is randomly chosen from Z/pZ*. The set
of accumulatable elements is ACC = Z/pZ \ {—a}.

- CRS-based construction. Let t be the maximum number of accumulatable
elements. Then the common reference string CRS is computed as

CRS ={P, aP, &*P, ... , o'P}

Accumulator updates.

- a-based construction. For any given set Yy C ACC let fy(x) € Z/pZ[z]
represent the polynomial

@) = I @+
yEYv

Given the secret accumulator parameter «, we say that an accumulator value
V € G; accumulates the elements in Yy if V = fy («a)P.

3 We note that Au et al. accumulator scheme and our attacks as well can be defined
to work with any bilinear group.
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An element y € ACC\ Yy is added to the accumulator value V', by computing
V' = (y 4+ o)V and letting Yy» = Yy U {y}. Similarly, an element y € Yy
is removed from the accumulator value V', by computing V/ = ——V and

. = W)
letting Vv = Vv \ {y}

- CRS-based construction. For any given set Yy C ACC such that |Yy| < t,
let fy () € Z/pZ|x] represent the polynomial

(Vv
fv(z) = H (y+z)= Z et
TIShY% i=0

Then, the accumulator value V' which accumulates the elements in )y is
computed using the CRS as V = Z‘g‘él ¢ - a'P.

Witnesses Issuing.

- a-based construction. Given an element y € )y, the membership witness
wy,v = C € Gy with respect to the accumulator value V' is issued as

1
_y—i-a

Given an element y € ACC\ Vv, the non-membership witness wy v = (C,d) €
G4 x Z/pZ with respect to the accumulator value V is issued* as

d= (fv(a) mod (y+ «)) mod p, C:WP

- CRS-based construction. Given an element y € Yy, let ¢(z) € Z/pZ[z] be

the polynomial such that fy (x) = ¢(x)(y + ). Then, the membership witness
wy,v for y with respect to the accumulator value V' is computed using the
CRS as wy,v = c(a)P.
Given an element y € ACC \ Yy, apply the Euclidean Algorithm to get the
polynomial ¢(z) € Z/pZ[x] and the scalar d € Z/pZ such that fy(z) =
c(z)(y +x) +d. Then, the non-membership witness w,, v for y with respect to
the accumulator value V' is computed from the CRS as wy v = (c(a)P, d).

Witness Update. When the accumulator value changes, users’ witnesses are
updated accordingly to the following operations:

4 We assume that here fy (o) = [ ey, (¥ + a) is computed over Z. Alternatively, if
this computation is done modulo p, then d would be equal to fv(a) mod p for a
large fraction of elements y € ACC \ Vv and « can be easily recovered by factoring
fv(x) — d over Z/pZx].
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— On Addition: suppose that a certain y' € ACC \ Yy is added into V. Hence
the new accumulator value is V' = (y' + @)V and Yy = Yy U{y'}.
Then, for any y € Yy, w,,v = C is updated with respect to V' by computing

C'=W-y)C+V

and letting wy v = C'.

If, instead, y € ACC \ Yy with y # ¢/, its non-membership witness @,y =
(C,d) is updated to wy, v = (C’,d- (y' —y), where C’ is computed in the same
way as in the case of membership witnesses.

— On Deletion: suppose that a certain iy’ € Yy is deleted from V. Hence the

new accumulator value is V' = y,fraV and Yy =Yy \ {¢'}.
Then, for any y € Yy, w,,v = C is updated with respect to V' by computing
1 1
C' = C - 1%

and letting w,, v = C".

If, instead, y € ACC \ Yy, its witness w, v = (C,d) is updated to w, v =
(', d- ﬁ, where C’ is computed in the same way as in the case of mem-
bership witnesses.

We note that in both cases the added or removed element 3y’ has to be public
in order to enable other users to update their witnesses.

Verification. A membership witness w, v = C with respect to the accumulator
value V is valid if it verifies the pairing equation e(C,yP + aP) = e(V,P).
Similarly, a non-membership witness w,, v = (C,d) is valid with respect to V' if
it verifies e(C,yP + aP)e(P, P)? = ¢(V, P).

2.1 Security Model and Attack Scenarios

The security of the above accumulator scheme is intended in terms of collision
resistance: in [1], this security property is shown under the t-SDH assumption
[5]. Informally, collision resistance ensures that an adversary has negligible prob-
ability in forging a valid membership witness for a not-accumulated element and,
respectively, a non-membership witness for an already accumulated element. In
the following, we briefly recall its formal definition due to Derler et al. and we
refer to [16] for more details:

Definition 1. (Collision Freeness [16]) A cryptographic dynamic universal
accumulator is collision-free if for any probabilistic polynomial time adversary
A the following probability

(Skaccapkacc) — Gen(l/\) 3 (yv Wy, wya ya Vy) — AO (pkacc) :
P ( Verify(pkace, Vy, wy,y, IsMembWit) = true A y¢Y) V
( Verify(pkace, Vy, Wy, y, IsNonMembWit) = true A y € ))

s a negligible function in the security parameter A and O is an oracle returning
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— the accumulator value Vy resulting from the accumulation of elements of any
given input set Y,

— the membership witnesses wy«~ for any accumulated element y*,

— the non-membership witnesses Wy~ for any freely chosen non accumulated
element y*.

By using a secret and public accumulator key pair (skgee, pkace), this def-
inition captures the trapdoor nature of Au et al. constructions: in fact, the
secret accumulator parameter o corresponds to the formal accumulator secret
key skgce, while pk,.. represents the public information, i.e. the bilinear group
definition and the group elements needed for public witness verification. Further-
more, due to a result of Vitto and Biryukov [24, Lemma 1], the possibility to
arbitrary query the above oracle O is equivalent to the knowledge of the common
reference string CRS, hence both variants can be restated in terms of the above
definition and are substantially equivalent in terms of information the attacker
has access to.

In next Sections we will show that the non-membership witness definition of
the a-based construction is flawed and allows a probabilistic polynomial time
attacker to recover the secret accumulator parameter o and thus break collision
resistance. This flaw is not present in the non-membership witness definition of
the CRS-based construction —which, in fact, fully satisfy the security reduc-
tion under the t—SDH assumption— and hence the a-based construction can be
easily fixed by using, instead, the non-membership witness defining equation of
the other CRS—based variant. In other words, a “fired” a-based construction
will correspond to a slightly more time-efficient (but asymptotically equivalent)
version of the CRS—based construction, where the CRS is not directly given to
the attacker but can be computed in polynomial time [24, Lemma 1].

Motivated by this observation and by concrete applications of the scheme
where the attacker cannot arbitrarily query an oracle returning witnesses for
any freely chosen element, we show, in Section 8, that even when the Accumula-
tor Manager keeps the CRS secret, the attacker is be able to efficiently recover it
by accessing few non-membership witnesses, thus making him able to issue mem-
bership and non-membership witnesses accordingly to the CRS—based defining
equations, but not able to break collision resistance for this variant. We remark
that this scenario is outside Au et al. security model —where such CRS is always
available to the attacker which can further obtain witnesses from the oracle—
but becomes relevant in all those concrete scenarios where the Manager wishes
to have exclusive rights for issuing witnesses (and thus keeps the CRS secret),
such us authentication mechanisms where witnesses are used as black-/white-list
authentication tokens.

3 Breaking Collision Resistance in the a-based
Construction

In the a-based construction, the knowledge of a single non-membership witness
is enough to break the (assumed) collision resistance property of the accumulator
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scheme when the polynomial fy(x) € Z/pZ[z] is fully known or, equivalently,
the set of all accumulated elements is publicly known (which is typically the
case).

In the security reduction provided in [1], it is required that given a non-
accumulated element y € ACC \ Vv and its non-membership witness w, =
(Cy,d,) with respect to the accumulator value V', the element Jy € Z/pZ verifies

(fv(z) —d, mod (y+2)) =0 (mod p)

which in turn corresponds to ‘iu = fv(—y) (mod p), a condition enforced by the
CRS—based construction non-membership witness definition.

By using, instead, the defining equation for d, provided in the a-based con-
struction, the partial non-membership witness for y equals d,, = ( fv(a) mod (y+
«)) mod p and thus

dy=d, (modp) = (fr(~y)mod (y+a))=fr(-y) (modp)

holds only when fy (—y) < y+, i.e. with negligible probability if V accumulates
more than one element chosen uniformly at random from Z/pZ.

Now, if d, # d, mod p, we have fy(z) —d, # 0 mod (y + z), and we can
use Euclidean algorithm to find a polynomial ¢(z) € Z/pZlx] and r € Z/pZ
such that fy(z) —d, = c(z)(y + z) + r in Z/pZ[z]. Then, by recalling that

Cy = %P, under the t—SDH assumption, the attacker uses the available

CRS = {P,aP,...,a'P} to compute c(a)P and obtains a membership witness
with respect to V' for an arbitrary non accumulated element y as
dy d

1
Gy . P) = Yy . _ T P :fV(a)P:
Cy—l—T(Cy c(a) ) Cy+r (Cy Cy 7y+a ) s y+av

thus breaking the assumed collision resistance property. We note that this result
doesn’t invalidate the security proof provided by Au et al. in [1]: indeed, the
reduction to the ¢-SDH assumption is shown for (non-membership) witnesses
generated accordingly to the CRS-based construction only, and thus, collision
resistance can be guaranteed only for this latter construction.

We speculate that this flaw comes from the wrong assumption that

(fv(:E) mod (y + x)) = (fv(a) mod (y + a)) (mod p)

which, if true, would have implied security of non-membership witnesses issued
accordingly to the a-based construction as well. The authors also declare [1, Sec-
tion 2.2] that by using the secret accumulator value «, the Accumulator Man-
ager can compute membership and non-membership witnesses in O(1) time: this
clearly cannot be true, since, regardless of the variant considered, the evaluation
of the polynomial fy (z) and its reduction modulo a ~ log p-bits integer requires
(at least) O(deg fv) time.

In the next Sections we will show that within the a-based construction, an
attacker can efficiently recover the secret accumulator parameter « by accessing



Cryptanalysis of a Dynamic Universal Accumulator over Bilinear Groups 9

multiple non-membership witnesses, thus making him able to break collision
resistance by computing membership witnesses for non-accumulated elements
similarly as above, but also non-membership witnesses for accumulated elements.

4 The a-Recovery Attack for the a-Based Construction

From now on, we assume the secret parameter o and the accumulator value V'
along with the set of currently accumulated elements )y to be fixed.

The following attack on the a-based construction consists of two phases: the
retrieval of the value fiy(a) € Z used to compute non-membership witnesses
modulo many small primes and the full recovery of the accumulator secret pa-
rameter .

4.1 Recovering fy ()

Let d, = (fv(a) mod (y+a) ) mod p be a partial non-membership witness with
respect to V for a certain element y € ACC \ Yy, and let ciy denote the integer
fv(@) mod (y 4 @). We then have d, = d, mod p, and we are interested in how
often d, equals czy as integers. Attacker benefits from the cases when y 4+ a < p,
since the reduction modulo p does nothing and d, = Jy for all y.

The worst case happens when « is maximal, i.e. « = p — 1. Indeed, in this
case, if y = 0 then y + o < p and d, = (Zy with probability 1; if instead y > 0
and y # p — a = 1 the probability that d, = ciy is wLoz and, hence, is minimal
when compared to smaller values of a. Thus, with o = p — 1 the probability
that d,, equals d, as integers ranges from 1 (when y = 0) to almost 1/2 (when
y =p—1). Assuming that y is sampled uniformly at random, we can obtain the
following lower bound on the probability (for arbitrary «):

~ 1 p-1 1
dy=d,) > —— |1+ - -
y€{07~--,p—1}( Y y)fp—l p2y+p_1
yF#Ep—o y=2
fv ()€
2p—2 p—1
p 1 1 D
=— - = - | =—— (Hop—2— H,_
pl(l_lz i—1i> p*l( 2p—2 Pl)
=(1+—— | - (In2-— 1 +0<p—1)
-1 4(p—1)
4ln2 -1
=In2+ “+ o0 -1
4(p—1) ®™)
> In2. (1)

where H,, denotes the n—th Harmonic number, and the last inequality holds for
all values of p used in practice.

Assume that ¢|(y 4+ ) for a small prime ¢ € Z such that ¢ < y + a. If
d, = d, we have fy(a) = d, (mod g) with probability 1, otherwise it happens
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with probability 0 since then fy () = d, +p (mod g). If instead ¢ 1 (y + a), we
assume d, mod ¢ to be random in Z/qZ and thus fy (a) = d, (mod ¢) happens
with probability close to %.
More precisely,
g—1 (n2+1)g-—1

= mo n 1 =
P(fv(a):dy( dq))>1 2 q—|— 7 7z (2)

while for any other ¢ € Z/qZ such that ¢ # d,, (mod ¢) we have

P( fv(a) =c (mod q)) < (1_1112).%_'_ Qq—21 _ (2—11;3)(1_1 -

In other words, the value d, mod ¢ has a higher chance to be equal to
fv(a) mod ¢ compared to any other value in Z/qZ.

We will use this fact to deduce fy (a) modulo many different small primes.
More precisely, suppose that an attacker has access to the elements y1,...,yn
together with the respective partial non-membership witnesses

dy, = (fv(a) mod (y; +a)) mod p

If ¢ is a small prime and n is sufficiently large (see Section 4.3 for the analysis),
fv(a) mod ¢ can be deduced by simply looking at the most frequent value among

dy, modg, ..., dy, modq
Once we compute fy (o) modulo many different small primes ¢y, . .., gx such
that g1 - ... - gx > p, we can proceed with the next phase of the attack: the full

recovery of the secret parameter a.

4.2 Recovering o

If the discrete logarithm of any accumulator value is successfully retrieved mod-
ulo many different small primes whose product is greater than p, o can be
recovered with (virtually) no additional partial non-membership witnesses. The
main observation we will exploit is the following:

Observation 1. Let g be an integer and let y € ACC\ Yy be a non-accumulated
element such that its partial non-membership witness with respect to V' satisfies
dy = ciy. Then d, # fv () (mod q) implies that q 1 (y + &), or, equivalently,
a # —y (mod q).

From (1) it follows that for any given ¢ € Z and non-accumulated element y
such that (fy (o) —dy) #0 (mod g), we have

(1 -1n2)q ., 1-In2
?—-(1+m2)q+1" q

P(a # —y (mod q) | fv(a) # dy, (mod ¢)) > 1—

By considering all available non-membership witnesses, if ¢ is small and n
is sufficiently larger than ¢ (see Section 4.3), we can deduce « mod ¢ as the
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element in Z/qZ which is the least frequent —or not occurring at all— among
the residues

—Yiy mod q, - 7yij mod q
such that (fy (o) —dy, ) Z0mod g forall k=1,..., ;.
It follows that, if q1, ..., qr are small primes such that ¢; - ... g > p, from

the values fy () mod ¢; —computed according to Section 4.1— and the values
a mod g;, with ¢ € [1, k], @ € Z can be obtained by using the Chinese Remainder
Theorem.

4.3 Estimating the minimum number of witnesses needed

We now give an asymptotic estimate of the minimum number of non-membership
witnesses needed so that both phases of the above attack succeed with high
probability. We will use the multiplicative Chernoff bound, which we briefly
recall.

Theorem 2. (Chernoff Bound) Let X, ..., X, be independent random vari-
ables taking values in {0,1} and let X = X1 + ...+ X,,. Then, for any § >0

524

P(X <(1-0E[X])<e 2 0<6<1
P(X > (1+6)E[X]) < e~ 35 0<4d
Proof. See [20, Theorem 4.4, Theorem 4.5]. O

Our analysis will proceed as follows: first, we introduce two random variables
to model, for a given small prime ¢, the behaviour of the values fy (a) mod gq.
Then, we will use Chernoff bound to first estimate the probability of wrongly
guessing fy (a) mod ¢, and then deduce a value for n so that such probability is
minimized for all primes ¢ considered in the attack.

Let ¢ € Z be a fixed prime and let X, be a random variable which counts
the number of times fy (a) mod ¢ is among the values d; mod g, ..., d, mod q.
Similarly, let X} be a random variable which counts the number of times a certain
residue ¢t € Z/qZ not equal to fy(a) mod ¢ is among the values d; mod ¢, ...,
d, mod ¢. Then

In2+1)g—1
E[Xg}:n.%%(mﬂﬂ
q q
(2—In2)g—1 n
E[Xb]:n-q—2%(2—ln2)a

By applying Theorem 2, we can estimate the probability that X, and Xj
BIXg+E[Xp] _ 3n
2 2q

3n 2In2 -1 n
P(X,<— =Pl X, <[1-—~—|EX ol =
( g — 2q> ( g — ( 21H2+2> [ 9]) <e eq,g

Crosses as
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3n 2In2 -1 n
> | = > 4+ — T 76q =
P <Xb QQ> P (Xb (1 4 — 21n2> ]E[Xb]) <6 Cab

and we minimize these inequalities by requiring that
1= (1—egq)(1—eqp)? ™" Regy+ (g —1)egp = 54

is small for each prime ¢ considered in this attack phase. Thus, if ¢ = max(q1, - . ., qx),
we can bound the sum

k
ZS%‘ < gsq = qle™ 10 4 (¢ — 1)e 70a) x ¢ 91a 1089 4 o~ 765 T2 1084
=1

and we make it small by taking n = O(qlogq).

In order to apply the Chinese Remainder Theorem for the full recovery of «
we need that g1 - ... -qx > p. If ¢1,...,qr are chosen to be the first k primes,
we can use an estimation for the first Chebyshev function growth rate to obtain
In(gy - ... -qr) = (1 +0(1)) - klnk ~ g by Prime Number Theorem and thus
qr > Inp. We then conclude that

n = O(log plog log p)

non-membership witnesses are enough to recover fy (o) mod ¢ -...-qr with high
probability.

We note that by using Chernoff bound in order to estimate the minimum
number of witnesses needed to recover «, it can be shown, similarly as done
above for fy (), that O(log ploglog p) non-membership witnesses are enough to
identify with high probability a mod ¢; - ... qx = .

The time complexity is dominated by

log p

(# primes q) x (# witnesses) = O (10glogp

) x O(log ploglogp)

which is equal to O(log? p).

5 Improving the a-Recovery Attack

We will now improve the a-Recovery Attack outlined in Section 4 by giving some
variants under two different attack scenarios, depending on whether the attacker
has access to non-membership witnesses for random-y or chosen-y.> These im-
provements will further reduce the number of non-membership witnesses needed
to fully recover the secret accumulator parameter o to a small multiple of log p.

The main idea behind the improved attack is to keep removing wrong can-
didates for @ mod ¢ for small primes g (sieving), until only the correct one is
left. As in the previous attack, full value of « is then reconstructed using the
Chinese Remainder Theorem.
® We observe that according to Definition 1, the attacker has access to an oracle which

returns witnesses for any chosen-y. However, in concrete instances of the accumulator
scheme, an attacker might have access only to witnesses for random values y.
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Collecting Witnesses Issued at Different States In the a-Recovery Attack
described in Section 4, O(logploglog p) non-membership witnesses issued with
respect to the same accumulator value V' are needed in order to fully recover «. In
the following attacks we drop this condition and allow non-membership witnesses
to be issued with respect to different accumulator values fi(a)P = Vi, ...,
fe(a)P =V, but we require that no deletions occur between the accumulator
states V7 and V}. In this case, since the sequence of elements added must be public
to permit witness updates, we have that the polynomial functions g; ;(x) € Z/pZ
such that f;(a) = g¢; (o) fi(e) for any o € Z/pZ, can be publicly computed
for any i,j € [1,¢]. It follows that, given a small prime ¢, once « mod ¢ and
fi(a) mod ¢ for some i € [1,¢] are correctly computed, f;(a) mod ¢ can be
computed as g; j(a)fi(a) mod ¢ for any j € [1, ] such that j > 3.

The requirement that no deletion operation should occur if the collected wit-
nesses were issued at different states, comes from the fact that the accumulator
can be initialized by accumulating some values which are kept secret by the
Accumulator Manager.

It follows that, whenever the polynomial fi(x) € Z/pZ is publicly known (or,
equivalently, the set of all accumulated elements )y, ) for a certain accumulator
value V;, we can remove the condition that no later deletion operations occur
during attack execution, since the knowledge of @ mod ¢ is enough to compute
fi(a) mod q for any ¢ € [1,¢]. Thus any non-membership witnesses issued from
V7 on can be used to recover a.

Removing reduction modulo p. We show that, under some practical as-
sumptions, it is possible to eliminate with high probability the noise given by
the reduction modulo p performed by the Accumulator Manager when he is-
sues a non-membership witness. That is, we recover Jyl = fv,(a) mod (y; + a)
for a large fraction of pairs (y;, V;), given the partial non-membership witnesses
dy, = (fv;(a) mod (y; + )) mod p collected with respect to different accumu-
lator values V; with j > 1.

Aiming at this, we first observe that from the fact that 0 <y, a < p for any
given y € ACC \ Yy, the partial non-membership witness d, for y with respect
to V' can be expressed in terms of d~y in one of the following way:

(1) dy = fv(a) mod (y+a) = czy, )
(2) dy = (fv(a) mod (y + ) —p=d, —p.

Since p is odd, whenever y 4+ « is even, these two cases can be easily distin-
guished modulo 2: indeed, in the first case d, = fy (o) (mod 2), while in the
second case dy # fv(«) (mod 2).

This observation effectively allows to correctly compute cZy half of the times
given a correct guess for & mod 2 and fy («) mod 2. Indeed, given a set of partial
non-membership witnesses dy, , ..., d,, with respect to V', each guess of o mod 2
and fy(a) mod 2 will split the witnesses in two subsets, namely one where the
corresponding elements y; satisfy y; + @ = 0 (mod 2) (and thus Jy can be
correctly recovered), and the other where this doesn’t happen.



14 Alex Biryukov, Aleksei Udovenko, Giuseppe Vitto®™

Checking if @ mod 2 and fy () mod 2 were actually correct guesses can be
done observing how the attacks described in Section 5.1 and 5.2 (or in Section 4
if witnesses are issued with respect to the same accumulator value) behaves with
respect to the subset of witnesses that permitted to recover the values d~y In
case of a wrong guess, indeed, it will not possible to distinguish a and fy, (@)
modulo some different small primes ¢: in this case the attack can be stopped
and a new guess should be considered. On the other hand, a correct guess will
permit to correctly recover o and fy, () modulo few more primes g greater than
2. Since, whenever « mod ¢ and fy () mod ¢ are known, Jy can be correctly
recovered, analogously to the modulo 2 case, for all those y such that y + « is
divisible by ¢, this implies that it is possible to iteratively recover more and more
correct values d,, given the initial set of considered witnesses.

Repeating this procedure for small primes ¢ up to r, it allows to recover cfy
for those y; that are divisible by at least one prime not exceeding r. This fraction
tends to 1 — @(r#)/(r#) as y; tend to infinity, where ¢ is the Euler’s totient
function and r# denotes the product of all primes not exceeding r. For example,
setting = 101 allows to recover d,, for about 88% of all available witnesses.
We conclude that d~y can be recovered for practically all ¢ € [1,n].

In the case where witnesses are issued with respect to different accumulator
values V1, ..., V;, as remarked above, the knowledge of & mod ¢ and fy, (o) mod ¢
allows to compute fy,(a) mod ¢ for all V; with j > 1, so the modulo p noise
reduction can be easily performed independently on when the witnesses are is-
sued.

5.1 The Random-y Sieving Attack

In this scenario we assume that all elements y; for which the partial non-
membership witnesses d,,, are available to the adversary, are sampled uniformly
at random from Z/pZ. Furthermore these witnesses are pre-processed accord-
ingly to the method described above, in order to eliminate the noise given by
reduction modulo p.

Recovering a mod q. Let ¢ be a small prime, i.e. ¢ = O(log p), and let Y, be
the set containing all pairs (y;, Czy) such that y; + @ = 0 (mod q) for a certain
guess @ mod q. If the latter is guessed wrongly, then the values (Zyi modulo ¢
are distributed uniformly and independently from the values fy,(«) mod ¢. On
the other hand, if the guess is correct, then dy,, = fy,(a) (mod ).

Even in the case when fy,(a) mod ¢ is unknown, fy,(«) mod g can be
recovered from the first occurrence of y; in the set ), and verified at all further
occurrences, since all fy,(a) mod ¢ can be computed for any j > i. It follows
that we can easily distinguish if a guess for @ mod g is either correct or not.

The attack succeeds if for every wrong guess a* of @ mod ¢ we observe a
contradiction within the pairs in Y,x. It’s easy to see that if |V,x| = t, the
probability to observe at least one contradiction is 1 —1/¢*~!. Thus, by ensuring
a constant number ¢ of elements in V,x given each a* # a mod ¢ is sufficient
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to make the probability of false positives negligible. This requires availability of
O(qlog q) witnesses in total.

Recovering a. The final step is the same as in the previous attacks: the secret
value « is recovered by repeating the process for different small primes ¢ and
then by applying the Chinese Remainder Theorem. Furthermore, if for some
primes ¢ there are multiple candidates of @ mod ¢, such primes can be simply
omitted from the application of the Chinese Remainder Theorem. In this case,
in order to fully recover a € Z, the maximum prime g that has to be considered
must be larger than Inp by a constant factor. We conclude that O(gloggq) =
O(log plog log p) witnesses are sufficient for full recovery of a with overwhelming
probability.

The time complexity of the attack is dominated by guessing o mod ¢ for
each ¢ considered. Note that for a wrong guess of @ mod g, we can expect
on average a constant amount of witnesses to check before an inconsistency is
observed; this amount is thus enough to identify the correct value. For each
such guess, nearly all accumulator states in the history have to be considered
in order to take into account all additions to the accumulator. However, the
non-membership witnesses issued in each state can be classified by guesses of «
mod ¢ in a single scan for each prime gq.

We conclude that the time complexity is dominated by

(# primes q) x (g guesses of @ mod q) x (# of accumulator states)
and by classifying all non-membership witnesses for each prime ¢
(# primes q) x (# witnesses)

The final complexity is O((1 + £/ loglog p) log? p).

5.2 The Chosen-y Sieving Attack

If the adversary is allowed to choose the elements y; for which the partial non-
membership witnesses are issued, no matter with respect to which accumulator
state, the amount of required witnesses can be further reduced by a loglogp
factor.

First, we assume that the adversary chooses the elements y; non-adaptively,
i.e. before the accumulator is initialized. The idea is simply to use consecutive
values, that is yo = r, y1 = r+1,...,y; = r+ 14, ..., for some r € Z/pZ.
This choice fills equally all sets V5 for all & € Z/qZ and small ¢, where &
represents either a correct guess for & mod ¢ or a wrong guess a*. As a result,
t = O(q) elements are enough to make the size of each set Vs at least equal to
t. The full total number of required non-membership witnesses is then reduced
to O(q) = O(logp). The time complexity then is improved by a factor loglogp
in the case when / is small: O(¢log? p/ loglog p).
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We now consider the case when the adversary can adaptively chose the ele-
ments y;. Note that, on average, we need only 2+ 1/(¢ — 1) elements in each set
Y, x to discard the wrong guess of @« mod ¢, for all q. The adaptive choice allows
to choose y; such that (y; +a*) =0 (mod q) specifically for those a* which are
not discarded yet. Furthermore, the Chinese Remainder Theorem allows us to
combine such adaptive queries for all chosen primes ¢ simultaneously. As a re-
sult, approximately 2 In p witnesses for adaptively chosen elements are sufficient
for the full recovery of a. This improves the constant factor of the non-adaptive
attack in term of number of non-membership witnesses required.

Remark 1. As described at the beginning of this Section, non-membership wit-
nesses can be issued with respect to different successive accumulator values
WVi,..., Vs, within which no deletion operation occurs. If the value fy, (z) € Z|x]
is known to the adversary (or equivalently the set of all accumulated elements in
V1), only Inp non-membership witnesses issued for adaptively chosen elements
are sufficient to recover «. In this case, indeed, instead of verifying uniqueness
of elements in the set ),x, we can directly compare our guess to the value
fv;(a) mod q given from fy, (), thus requiring 14 1/(¢ — 1) elements on aver-
age.

6 Experimental Results

We implemented the a-Recovery Attack from Section 4 and both the random-y
and the non-adaptive chosen-y sieving attacks from Sections 5.1 and 5.2.

For the verification purpose we used a random 512-bit prime p. We measured
the success rate of the attacks with respect to the number of available non-
membership witnesses. The a-Recovery Attack applies to a single accumulator
state, and for the sieving attacks, the number of state changes of the accumulator
was 10 times less than the number of issued witnesses. The initial state of the
accumulator in all attacks was assumed to be secret. Each attack was executed
100 times per each analyzed number of available non-membership witnesses.
The sieving attacks were considered successful if at most 2'° candidates for a
were obtained and the correct o was among them. The results are illustrated in
Figure 1.

The a-Recovery Attack, while being simple, requires a significant amount of
witnesses to achieve a high success rate, more than 20000 ~ 10lnpInlnp wit-
nesses and finishes in less than 5 seconds. The random-y sieving attack achieves
almost full success rate with about 6000 ~ 3Inplnlnp available witnesses and
completes in less than 10 seconds. The chosen-y sieving attack requires less than
2000 = 4 Inp witnesses to achieve almost perfect success rate and completes in
less than 4 seconds. All timings include the generation of witnesses. The exper-
iments were performed on a laptop with Linux Mint 19.3 OS and an Intel Core
i5-10210U CPU clocked at 1.60GHz.
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Fig. 1. Attacks experimental success rate as a function of the total number of available
witnesses.

7 Weak Non-membership Witnesses

In the a-based construction, non-membership witness definition is affected by
another minor design vulnerability: given a non-membership witness w, =
(Cy,d,) with respect to an accumulator value V, if d, = fyv(a) mod p, then
Cy,=0.

Those “weak non-membership witnesses” are issued with non-negligible prob-
ability in the security parameter A\ when only one element is accumulated. As-
sume, indeed, that V' = (y' + «) P for a certain element ¢y’ € ACC. Then, for any
element y € ACC such that 3’ < y, the corresponding non-membership witness
Wy, with respect to V' is issued as

dy = (y' + amod (y+ a)) mod p = (y' + &) mod p

and thus C, = O. In this case, as soon as the element 3y’ becomes public (e.g.
is removed), the accumulator secret parameter can be easily obtained as o =
(dy —y") mod p.

8 Preventing Witness Forgery in the CRS-based
Construction

All the attacks we have presented so far are ineffective when witnesses (more pre-
cisely, non-membership witnesses) are issued according to the defining equations
given for the CRS-based construction.

We note that the knowledge of the CRS is functionally equivalent to the
knowledge of o when the set of currently accumulated elements is fully known:
indeed, besides accumulator updates, the CRS permits to issue both membership
and non-membership witnesses for arbitrary elements, with the difference that
the knowledge of o permits to break collision-resistance, while the knowledge of
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the CRS does not. Furthermore, despite what we saw in Section 3, witnesses
definition in the CRS-based construction satisfy the hypothesis for the t—SDH
security reduction provided by Au et al., i.e. collision-resistance is enforced when
the CRS is used to issue witnesses.

Depending on the use-case application of the accumulator scheme, the pos-
sibility to publicly issue witnesses for arbitrary elements could be undesirable:
for example, this is relevant when the accumulator scheme is used as a privacy-
preserving authorization mechanism, i.e. an Anonymous Credential System. Sup-
pose, indeed, that in this scenario the accumulator value V' accumulates revoked
users’ identities and the non-revoked ones authenticate themselves showing the
possession of a valid non-membership witness 1w, for an identity y, both issued
by a trusted Authentication Authority. If an attacker has access to the CRS,
he will be able to forge a random pair of credentials (y',w,/ ) and then he
could authenticate himself, even if the Authentication Authority never issued
the identity ¥’ nor the corresponding witness. This is especially the case when a
zero knowledge protocol is instantiated during users’ credentials verification since
it is impossible to distinguish between a zero knowledge proof for an authorized
identity y and a proof for the never issued, but valid, identity y'.

In the following we will investigate the CRS-based construction under this
scenario, i.e. assuming the Accumulator Manager to be the only authority al-
lowed to issue witnesses. We stress that resistance to witness forgeries is outside
the security model provided by Au et al., where the attacker can generate as
many witnesses as he wishes, and the attacks described in the following do not
break any security properties assumed for the CRS—based construction by the
respective authors.

In the next two Sections, we will discuss how witness forgery for never-
authorized elements can be prevented, namely: a) the manager constructs the
set Yy of currently accumulated elements in such a way that it is infeasible to
fully reconstruct it; b) the common reference string CRS is not published and
an attacker cannot reconstruct it.

8.1 How to ensure some accumulated elements remain unknown

Given an accumulator value V/, assume )y is the union of the disjoint sets Vy,
whose elements are used exclusively to initialize the accumulator value from P
to Vo, and Vg = Vv \ My, the set of currently accumulated elements for which
a membership witness have been issued.

Since the elements in );; must be public to enable users to update their
witnesses®, the reconstruction of Yy = Yy, U Vig can be prevented only if Yy,
remains, at least partially, unknown.

5 The very first element for which a membership witness is issued can remain unknown
if there are no other users which need to update their witnesses. In this case, we
assume that this elements belongs to ).
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From Yy = Yy, UViq and Yy, NYVig = 0, it follows that the polynomial fy (x)
can be written as

fv(@) = fo@)- fule)= [[ wi+2) [] wi+w

Yi€Vv, Y;j €Via

When non-membership witnesses are generated according to the CRS-con-
struction, as soon as an attacker has access to deg(f;q) > deg(fo), |Vv,| partial
non-membership witnesses for the elements ¥, ... Y|Py, |s 1€

dy, = fv(=yi) = fo(=yi) - fia(—y:) (mod p)

he will be able to reconstruct the unknown set Yy, . Indeed, with the knowledge
of Via, the polynomial f;4(x) can be easily obtained and it is then possible to
compute the |Vy, | pairs

With these pairs, the attacker is able to uniquely interpolate, using for example
Lagrange interpolation, the monic polynomial fo(z) mod p whose roots are the
elements in yv0.7

The reconstruction of the set )y can be prevented by initializing the ac-
cumulator with a number of random elements which is greater than the total
number of issuable non-membership witnesses: this clearly avoids the possibility
to interpolate fo(z), even in the case when the attacker has access to all issued
non-membership witnesses.

We note, however, that this approach has some disadvantages. First of all,
the maximum number of issuable non-membership witnesses has to be set at
generation time and cannot be increased once the first witness is issued, since all
further accumulated elements will be public to allow witness updates. When this
number is reasonable big, let’s say 1 billion, the Accumulator Manager needs
to evaluate at least a 1-billion degree polynomial when issuing any new non-
membership witnesses, an operation that becomes more and more expensive as
the number of accumulated elements increases. On the other hand, by decreasing
it, the Accumulator Manager can issue the non-membership witnesses in a less
expensive way, but only to a smaller set of users.

8.2 Recovering the CRS

Alternatively to the countermeasure proposed in Section 8.1, it’s natural to won-
der if unauthorized witness forgery can be prevented by just keeping the CRS
secret from the attacker.

We will now show that by executing what we will refer to as The Witness
Forgery Attack, an attacker that has access to multiple witnesses can successfully
recover the CRS, even if the Accumulator Manager keeps it secret.

" Since fo(x) is monic, only deg(fo) evaluations are needed to uniquely interpolate it.
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The main observation on which this attack is based on is that given any
partial witness Cy (no matter if it is a membership or a non-membership one)
for an element y with respect to the accumulator value V', it can be expressed as
Cy = gy(a)P for a polynomial g,(x) € Z/pZ[z] which depends on y and fy (x)
(ie. fv(z) = gy(x)(y + x) + dy for some d, € Z/pZ).

Assume the attacker has access to n > |Yy| = m partial non-membership
witnesses

Cy, = ()P, ... ,Cy, = gn(a)P

with respect to V. From Section 8.1, we know that he is able to fully recover the
polynomial fy (x) and so he can explicitly compute from the elements y1, ..., y,
the n polynomials g1(x),...,gn(z) in Z/pZ[z], each of degree m — 1. We note
that by randomly choosing m out of these n polynomials, they will be linearly
independent with probability

1 m—1

-H@m—ﬁbﬁ(%}i)m

k=0

pm 2

and so we assume, without loss of generality, that g1 (z), ..., gm(x) are indepen-
dent. It follows that for any fixed i € [0,...,m — 1], there exist computable
not-all-zero coefficients ay, ..., a,;, € Z/pZ such that

zt = algl(w) +o+ amgm(x)

and so
a'P=a,Cy, + ...+ a0y,

In other words, the partial common reference string
CRSm = {P,aP,...,a™ 'P}

can be obtained from these witnesses and this will enable the attacker to compute
membership and non-membership witnesses with respect to V' for any accumu-
lated and non-accumulated element, respectively.

We note that it is more convenient to execute the above attack with re-
spect to the accumulator value Vj and the polynomial fy, (z): in fact, any non-
membership witness for a never added element which is issued with respect to a
later accumulator value than Vj, can be iteratively transformed back to a non-
membership witness with respect to Vy by just inverting the non-membership
witness update formula outlined in Section 2. Once both fy,(z) and CRS)y,, |
are computed, the attacker can issue witnesses with respect to Vg for elements
in and not in Yy, and update them with respect to the latest accumulator value
as usual. Clearly, since it is possible to issue many different non-membership
witnesses with respect to Vj, this implies that by updating them, these non-
membership witnesses can be used to iteratively expand the previously computed
partial common reference string CRS\y,, |-
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Attack 1: The Witness Forgery Attack

Input :n > |Vy,| non-membership witnesses for never accumulated
elements, the accumulator history (accumulator values and
added/removed elements)

Output: a non-membership witness for a non-accumulated element or a
membership witness for an accumulated one with respect to V'

1 Un-update all non-membership witnesses with respect to V4 inverting witness
update formula and using accumulator history.
2 Interpolate the polynomial fy,(z) =] (y; + =) from witnesses.

yi€Vv,

3 Use Euclidean Algorithm to find g;(x) and dy, such that
fvo(x) = gi(x)(yi + x) + dy, for every element y;, i =1,...,n

4 Use linear algebra to write 27 as a linear combinations of g1(z), ..., gn(x) for
any j =0,...,|Mv|—1

5 Obtain CRS)y,, | from witnesses.

6 Use CRS Vg | and fy, (z) to issue many different non-membership witnesses
with respect to V.

7 Use the additional non-membership witnesses issued to expand the common
reference string to CRS)|y,,|.

8 Issue membership and non-membership witnesses with respect to the
accumulator value V.

More precisely, given an accumulator value V' we know that

V= I[I w+a|vo=r@@pP
Yi €Vv\Vvy

where fy(z) can be publicly computed from the published witness update in-
formation if the monic polynomial fy, () is recovered by the attacker through
interpolation, as outlined in Section 8.1.

Once the attacker successfully computes CRS Vv, | they use it to issue (a
multiple of) |Yy| — |V, | additional non-membership witnesses for random ele-
ments with respect to Vy, he updates them with respect to V' and expands its
starting set of elements and witnesses. Then, for each element y; in this big-
ger set, he computes the corresponding polynomial g;(x) of degree deg(fy) — 1
such that fy (z) = gi(z)(y; + ) + dy,. At this point and similarly as before, the
attacker can explicitly write a linear combinations of computable polynomials
which equals 2 for any i such that deg(fy,) —1 < i < deg(fy) — 1, and thus can
expand the previously computed CRS geq( fv,) tO CRSgeg(fv)- In conclusion, an
attacker would be able to forge witnesses with respect to the latest accumulator
value by accessing only |Vy,| non-membership witnesses. The whole attack is
summarized in Attack 1.

Similarly as discussed in Section 8.1, this attack can be prevented if the total
number of issued non-membership witnesses is less than | Yy, |.
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9 Conclusions

In this paper, we cryptanalysed the Dynamic Universal Accumulator scheme
proposed by Au et al. [1], investigating the security of the two constructions
proposed, to which we refer as the a-based and the CRS-based construction.

For the first construction we have shown several attacks which allow to re-
cover the accumulator secret parameter o and thus break its collision resistance.
More precisely, if p is the order of the underlying bilinear group, an attacker that
has access to O(logploglogp) non-membership witnesses for random elements
will be able to fully recover a, no matter how many elements are accumulated.
If instead the elements can be chosen by the attacker, the number of required
witnesses reduces down to just O(log p), thus making the attack linear in the size
of the accumulator secret a.. Furthermore, we showed how accumulator collision
resistance can be broken in the a-based construction given one non-membership
witness and we described also another minor design flaw.

For the second, i.e. the CRS-based construction, we investigated resistance
to witness forgeries under the hypothesis that the Accumulator Manager has
the exclusive right to issue witnesses (as in authentication mechanisms) and
thus keeps the CRS private. We have shown that an attacker that has access
to multiple witnesses is able to reconstruct the Accumulator Manager CRS,
which would then enable him to compute witnesses for arbitrary elements. In
particular, if the accumulator is initialized by accumulating m secret elements,
m witnesses suffices to recover the secret CRS.

Countermeasures We have shown that the a-based construction of Au et al.
Dynamic Universal Accumulator is insecure, however one can still use the witness
defining equations provided in the alternative CRS-based construction, which is
collision-resistant under the t-SDH assumption. There is one caveat: knowledge
of CRS will enable an attacker to issue witnesses for arbitrary elements. If this
needs to be avoided (ex. in authentication mechanisms), then CRS should be
kept secret and the accumulator properly initialized. Namely, the accumulator
manager needs to define an upper limit m to the total number of issuable non-
membership witnesses and has to initialize the accumulator by adding m + 1
secret elements in order to prevent Attack 1.
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