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Preface

In the early days of AI, Artificial Intelligence (AI) and Robotics were inextricably
linked, but have since separated. One of the first ambitions of artificial intelligence
was to create embodied intelligent systems. However, such a goal has proven to
be rather difficult, and researchers have separated its several unique elements and
concentrated on progressing on each independently; this has resulted in AI and
robotics evolving as disparate study lines with minimal cross-pollination of ideas.
With breakthroughs in both sectors, there is increasing interest in integrating the two
disciplines in order to generate a separate trend in integrated AI and robotics. AI in
smart cities will play a significant part in advancing urbanization’s goal of sustain-
able development by equipping cities with advanced features that enable residents
to live, stroll, shop, and enjoy a more secure and comfortable lifestyle in such an
environment.

With the greater responsibility placed on AI and robots in the workplace, the
danger of a cyberattack increases proportionately. Cybercriminals, who may either
locate an open window in the cloud and hack into the pepper robots or bring the
financial markets to a halt, are perhaps the most worrying threat. The implications of
a cyberattack might be catastrophic for organizations that face this criminal danger
in the future. Not only are businesses exposed to direct financial losses, but they
are also vulnerable to monetary fines for non-compliance with data privacy regula-
tions. This book synthesizes the state of the art and practise in the emerging subject
of integrated AI and robotics for cybersecurity and critical infrastructure in smart
cities, highlighting the important directions inwhichmachine intelligence is currently
evolving.

This book is intended to provide a relevant reference for students, researchers,
engineers, and professionals working in this particular area or those interested in
grasping its diverse facets and exploring the latest advances on Robotics and AI for
Cybersecurity and Critical Infrastructure in Smart Cities.

We would like to sincerely thank the authors of the contributing chapters as well
as reviewers for their valuable suggestions and feedback. The editors would like to
thank Dr. Thomas Ditsinger (Springer, Editorial Director, Interdisciplinary Applied
Sciences), Professor Janusz Kacprzyk (Series Editor in Chief), and Ms. Rini Christy
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Xavier Rajasekaran (Springer Project Coordinator), for the editorial assistance and
support to produce this important scientific work. Without this collective effort, this
bookwould not have been possible to be completed.We hope youwill enjoy this book
and this amazing research field of Robotics and AI for Cybersecurity and Critical
Infrastructure in Smart Cities.

Rio de Janeiro, Brazil
Menofia, Egypt
Taichung, Taiwan
Rio de Janeiro, Brazil
December 2021

Nadia Nedjah
Ahmed A. Abd El-Latif

Brij B. Gupta
Luiza M. Mourelle
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