
Lecture Notes in Computer Science 13211

Founding Editors

Gerhard Goos
Karlsruhe Institute of Technology, Karlsruhe, Germany

Juris Hartmanis
Cornell University, Ithaca, NY, USA

Editorial Board Members

Elisa Bertino
Purdue University, West Lafayette, IN, USA

Wen Gao
Peking University, Beijing, China

Bernhard Steffen
TU Dortmund University, Dortmund, Germany

Gerhard Woeginger
RWTH Aachen, Aachen, Germany

Moti Yung
Columbia University, New York, NY, USA

https://orcid.org/0000-0001-9619-1558
https://orcid.org/0000-0001-8816-2693
https://orcid.org/0000-0003-0848-0873


More information about this series at https://link.springer.com/bookseries/558

https://link.springer.com/bookseries/558


Josep Balasch · Colin O’Flynn (Eds.)

Constructive
Side-Channel Analysis
and Secure Design
13th International Workshop, COSADE 2022
Leuven, Belgium, April 11–12, 2022
Proceedings



Editors
Josep Balasch
KU Leuven
Leuven, Belgium

Colin O’Flynn
Dalhousie University
Halifax, NS, Canada

ISSN 0302-9743 ISSN 1611-3349 (electronic)
Lecture Notes in Computer Science
ISBN 978-3-030-99765-6 ISBN 978-3-030-99766-3 (eBook)
https://doi.org/10.1007/978-3-030-99766-3

© The Editor(s) (if applicable) and The Author(s), under exclusive license
to Springer Nature Switzerland AG 2022
This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.
The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, expressed or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland

https://doi.org/10.1007/978-3-030-99766-3


Preface

The 13th International Workshop on Constructive Side-Channel Analysis and Secure
Design (COSADE 2022), was held in Leuven, Belgium, during April 11–12, 2022. The
COSADE series of workshops began in 2010 and provides a well-established interna-
tional platform for researchers, academics, and industry participants to present their
current research topics in implementation attacks, secure implementation, implementa-
tion attack-resilient architectures and schemes, secure design and evaluation, practical
attacks, test platforms, and open benchmarks.

COSADE 2022 was organized by KU Leuven. This year, the workshop received
25 papers from authors in 14 countries. Each paper was reviewed in a double-blind
peer-review process by four Program Committee members. The Program Committee
included 31 members from 15 countries, selected among experts from academia and
industry in the areas of secure design, side channel attacks and countermeasures, fault
injection attacks, efficient implementations, and architectures and protocols. Overall,
the Program Committee returned 94 reviews with the help of 11 additional reviewers.
During the decision process, 12 papers were selected for publication. These manuscripts
are contained in these proceedings and the corresponding presentations were part of
the COSADE 2022 program. We would like to express our gratitude to the Program
Committee members for their timely reviews, their active participation in the paper
discussion phase, and their willingness to contribute to the shepherding of conditionally
accepted papers.

In addition to the 12 presentations of selected papers, the program was completed
by two keynotes and an industrial session. The first keynote entitled “Abstractions and
Tooling for Leakage Evaluation” was given by Dan Page from the University of Bristol.
The talk gave an overview of support for cryptography on the RISC-V ISA, as well as
current research directions related to tooling for high-level leakage evaluation tasks. The
second keynote entitled “Repurposing Wireless Stacks for In-Depth Security Analysis”
was given by Jiska Classen from the Secure Mobile Networking Lab at TU Darmstadt.
The talk presented recent research related to the exploration of closed-source wire-
less ecosystems, and demonstrated practical tools and discovered vulnerabilities. The
industrial session included three talks from industry players in the field of hardware
security.

Wewould like to thank the general chair, Benedikt Gierlichs, and the local organizers
of KU Leuven for the organization, which made this workshop a memorable event. We
are very grateful for the financial support received from our generous sponsors Riscure,
Secure-IC, NewAE Technology, PQShield, Rambus, Texplained, and NXP. We would
also like to thank the authors who submitted their work to COSADE 2022, without
whom the workshop would not have been possible.

April 2022 Josep Balasch
Colin O’Flynn
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