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Foreword

Human-computer interaction (HCI) is acquiring an ever-increasing scientific and
industrial importance, as well as having more impact on people’s everyday life, as an
ever-growing number of human activities are progressively moving from the physical to
the digital world. This process, which has been ongoing for some time now, has been
dramatically accelerated by the COVID-19 pandemic. The HCI International (HCII)
conference series, held yearly, aims to respond to the compelling need to advance the
exchange of knowledge and research and development efforts on the human aspects of
design and use of computing systems.

The 24th International Conference on Human-Computer Interaction, HCI
International 2022 (HCII 2022), was planned to be held at the Gothia Towers Hotel
and Swedish Exhibition & Congress Centre, Göteborg, Sweden, during June 26 to
July 1, 2022. Due to the COVID-19 pandemic and with everyone’s health and safety in
mind, HCII 2022 was organized and run as a virtual conference. It incorporated the 21
thematic areas and affiliated conferences listed on the following page.

A total of 5583 individuals from academia, research institutes, industry, and
governmental agencies from 88 countries submitted contributions, and 1276 papers
and 275 posters were included in the proceedings to appear just before the start of
the conference. The contributions thoroughly cover the entire field of human-computer
interaction, addressing major advances in knowledge and effective use of computers in
a variety of application areas. These papers provide academics, researchers, engineers,
scientists, practitioners, and students with state-of-the-art information on themost recent
advances in HCI. The volumes constituting the set of proceedings to appear before the
start of the conference are listed in the following pages.

The HCI International (HCII) conference also offers the option of ‘Late Breaking
Work’ which applies both for papers and posters, and the corresponding volume(s) of
the proceedings will appear after the conference. Full papers will be included in the
‘HCII 2022 - Late Breaking Papers’ volumes of the proceedings to be published in
the Springer LNCS series, while ‘Poster Extended Abstracts’ will be included as short
research papers in the ‘HCII 2022 - Late Breaking Posters’ volumes to be published in
the Springer CCIS series.

I would like to thank the Program Board Chairs and the members of the Program
Boards of all thematic areas and affiliated conferences for their contribution and
support towards the highest scientific quality and overall success of the HCI
International 2022 conference; they have helped in so many ways, including session
organization, paper reviewing (single-blind review process, with a minimum of two
reviews per submission) and, more generally, acting as goodwill ambassadors for the
HCII conference.
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This conference would not have been possible without the continuous and
unwavering support and advice of Gavriel Salvendy, founder, General Chair Emeritus,
and Scientific Advisor. For his outstanding efforts, I would like to express my
appreciation to AbbasMoallem, Communications Chair and Editor of HCI International
News.

June 2022 Constantine Stephanidis
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Preface

The cybersecurity field, in all its dimensions, is exponentially growing, evolving
and expanding. New security risks emerge continuously with the steady increase of
internet interconnections and the development of the Internet of Things. Cyberattacks
endanger individuals and companies, as well as vital public services and infrastructures.
Confronted with spreading and evolving cyber threats, the system and network defenses
of organizations and individuals are falling behind, as they often fail to implement and
effectively use basic cybersecurity and privacy practices and technologies.

The 4th International Conference on HCI for Cybersecurity, Privacy, and Trust
(HCI-CPT 2022), an affiliated conference of the HCI International Conference, intended
to help, promote and encourage research in this field by providing a forum for interaction
and exchanges among researchers, academics, and practitioners in the fields of HCI and
cyber security. The conference focused on HCI principles, methods and tools in order to
address the numerous and complex threats which put at risk computer-mediated human-
activities in today’s society, which is progressively becoming more intertwined with and
dependent on interactive technologies.

In this regard, and motivated by recent worldwide developments driven by the
ongoing pandemic, such as increased usage of internet and IoT services for remote
working, education, shopping, and health management, papers accepted in this year’s
proceedings have emphasized issues related to user privacy and data protection, as well
as the impact of the pandemic in the field of cybersecurity. Furthermore, they focus on
two major factors that are decisive for the acceptability of solutions in the field, namely
trustworthiness and usability. Finally, innovative authentication methods and tools have
been proposed in the papers, as well as cyber-defense and protection approaches.

One volume of the HCII 2022 proceedings is dedicated to this year’s edition of the
HCI-CPT Conference and focuses on topics related to user privacy and data protection,
trustworthiness and user experience in cybersecurity, multi-faceted authentication
methods and tools, HCI in cyber defense and protection, studies on usable security
in intelligent environments, as well as the impact of the Covid-19 pandemic on
cybersecurity.

Papers of this volume are included for publication after a minimum of two single–
blind reviews from the members of the HCI-CPT Program Board or, in some cases, from
members of the Program Boards of other affiliated conferences. I would like to thank all
of them for their invaluable contribution, support and efforts.

June 2022 Abbas Moallem
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