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Abstract. Proposals for Information Centric Networking (ICN) have
recently emerged to rethink the foundations of the Internet and design
a native data-oriented network architecture. Among the current ICN
projects, Named Data Networking (NDN) is a promising architecture
supported by the National Science Foundation (NSF). The NDN commu-
nication model is based on the Publish/Subscribe paradigm and focuses
on broadcasting and finding content and introduces caching in interme-
diate routers. Data packets are sent in response to a prior request called
an Interest packet and the data are cached along the way to the original
requester. Content caching is an essential component of NDN in order to
reduce bandwidth consumption and improve data delivery speed, how-
ever, this feature allows malicious nodes to perform attacks that are
relatively simple to implement but very effective. For that reason, the
goal of this paper is to study and classify the types of attacks that can
target the NDN architecture such as (Cache Pollution Attack (CPA),
Cache Poisoning Attack, Cache Privacy Attack, Interest Flooding At-
tack (IFA), etc) according to their consequences in terms of reducing the
performance of the network. Moreover, we give an overview about the
proposed detection mechanisms and their limitations.

Keywords: Named Data Networking - NDN attacks - Attack Detection.

1 Introduction and motivation

The Internet architecture was developed in the late 70s, when its main goal was
only to ensure communication between a limited number of devices. Since the re-
lease of the World Wide Web, the original design of the Internet has had to cope
with many new requirements such as mobility, security, scarcity of IP addresses,
etc. Such requirements pose serious challenges to the traditional TCP/IP archi-
tecture. These challenges include the inefficiency of the security model deployed
in the TCP/IP architecture to deal with the increasing number of vulnerabilities
and attacks that are recorded every day, such as Denial of Service attacks (DoS),
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Distributed Denial of Service attacks (DDoS), relay attacks, traffic analysis at-
tacks, flooding attacks, etc. Moreover, massive content distribution has changed
data communication in recent years. Today’s Internet is mostly characterized by
the consumption of multimedia material.

Many solutions have been suggested to deal with the vast amount of data
traffic, such as Content Delivery Networks (CDN), Peer to Peer (P2P) networks
and Distributed Database (DDB) systems [1]. Most of these solutions are based
on the deployment of dedicated servers situated in areas close to consumers
to hold content replicas and optimize the download experience for consumers.
Nonetheless, the widespread adoption of these solutions is far from being an ideal
solution for the content delivery issue. These solutions require ISP cooperation
and DNS configurations. Furthermore, they impose significant operational and
capital costs that can only be afforded by a small number of large commercial
companies. Importantly, these solutions are still vulnerable to multiple security
issues.

Recently, a new research direction in networking, called Information-Centric
Networks (ICN), has been proposed to deal with massive content distribution.
The underlying philosophy of ICN is to focus on the content itself and not on
its location. Several ICN architectures have been proposed in the literature [2],
mainly in the United States and Europe, and include TRIAD, DONA, PSIRP
and its successor PURSUIT, CCN and NDN. Among all these projects, the NDN
architecture seems to be the most promising.

NDN is an architecture initially proposed by Van Jacobson in 2009 [3] and
supported by the National Science Foundation (NSF). It follows a receiver-based
communication model and introduces caching in intermediate routers. Data
packets are sent in response to a prior request called an Interest packet and
the data are cached along the way to the original requester[4]. In other words,
the NDN communication model is based on the Publish/Subscribe paradigm
and focuses on content distribution and discovery. This receiver-based service
model naturally adapts to the data-centric model of several emerging networks,
like WSNI5], IoT[7] and VANET][6].

Content caching is an essential component of NDN and serves to reduce
bandwidth consumption and improve data delivery speed. Additionally, NDN
introduces new content self-certification (signing) features that obviously im-
prove data security and make NDN a security-by-design architecture capable of
supporting efficient and effective content distribution, and large-scale security.
However, basic NDN security mechanisms, such as signatures and encryption,
are not sufficient to ensure the complete security of these networks. Indeed, the
availability of data in several network caches allows malicious nodes to carry out
attacks that are relatively simple to implement but very effective.

Unlike the traditional Internet where data is centralized on servers and ac-
cessible to the public via TCP/IP, in NDN, routers can cache data and reuse it,
reducing the number of repeated requests and the resulting overhead for today’s
Internet services. However, new attacks specific to the NDN architecture have
recently been identified in the literature. In particular, these attacks target the
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new internal structures of routers, such as the table used for pooling requests or
the cache. These attacks have not yet been precisely characterized, thus leaving
the first NDN networks deployed open to a potential danger.

In this paper, we present the relevant attack models that can threaten the
NDN architecture and the impact such attacks may have. Then, we give an
overview of recent attack-detection mechanisms, and we point out some of their
limitations. The remaining part of this paper is organized as follows. In Section 2,
we highlight the NDN architecture. In Section 3, we give an overview of security
attacks on NDN. Section 4 introduces the state of the art regarding the detection
mechanisms and in Section 5, we discuss their limitations. Finally, the conclusion
is given in Section 6.

2 Overview of the NDN architecture

In this section we present the main building blocks of the NDN architecture,
especially the data structures implemented in each node to manage data dis-
semination as well as the NDN naming scheme. In NDN;, all communications are
performed using two distinct types of packets: Interest packets and Data pack-
ets. The node that sends an Interest is called the Consumer and the original
Data source is called the Producer. The Data and Interest packets carry a name
field, which uniquely identifies a piece of content that can be carried in one Data
packet [8]. Each node in NDN implements three components:

— The Pending Interest Table (PIT): It contains the interest packet entries
and the corresponding list of incoming interfaces and "on hold" Interests that
have not yet been satisfied. Multiple incoming interfaces indicate the same
Data is requested from multiple downstream users.

— Forwarding Information Base (FIB) : FIB entries associate prefix names
to one or many output interfaces to which the Interest packets should be
forwarded.

— Content Store (CS): The CS holds a copy of the Data packets that have
been passed by the NDN router, and this copy will be used to satisfy sub-
sequent interests that request the same content. This caching mechanism
speeds up data delivery and decreases the network load.

3 Security threats in the NDIN Architecture

As explained in the previous section, most of the attacks in the current TCP/IP
model, such as snooping, spoofing, traffic analysis attack, Man In The Middle,
SMB attack, relay attack, etc., are no longer effective in the NDN architecture
due to its security foundation. This security foundation is based on signing each
data packet by the producer.

An attack called “DNSspooq” [9] had a huge impact on TCP/IP architecture,
where it leaked plenty of legitimate users’ private information. This attack uses
the TP addresses of each user to attack the neighbour users. This attack is no
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longer applicable in NDN, because NDN uses naming instead of IPs and en-
capsulates a signature field. Moreover, this attack could not be applied because
NDN relies only on the interfaces to transmit the Interest and the Data packets.

Despite this solid security base in NDN, this secured by design" architecture
still suffers from several vulnerabilities, mainly: Cache Pollution Attack (CPA),
Cache Privacy Attack, Cache Poisoning Attack and Interest Flooding attack (see
Figure 1). These attacks affect its essential components, namely the PIT and the
CS, which is very critical since content can be spread everywhere through the
pervasive caching of NDN.

Security threats in NDN

—

Cache Pollution Attack

Cache Privacy Attack

Cache Poisoning Attack

Interest Flooding Attack

Locality Disruption Attack (LDA)

False Locality Attack (FLA)

Timing-Based Aftack (TBA)
Object Discovery Attack (ODA)

Data Flow Cloning Attack (DFCA)

Compromized Router
Compromized Producer

Compromized Consumer

Existing/Static Content Attack
Dynamically Generated Content Attack

Non-existing Content Aftack

Fig. 1. Security threats in NDN Architecture.

3.1 Cache Pollution Attack (CPA) and its impact

In a Cache Pollution Attack (CPA), the attacker tries to cache unpopular con-
tent in the Content Store (CS) in an attempt to make the cache unavailable to
legitimate consumers. This attack mostly targets NDN routers Cache Hits.

As shown in (Figure 2), an Attacker node sends interest packets to change
the priority of the content stored in the CS of nearby routers. This induces the
caching of a large number of malicious packets in the CS of router R1 (malicious
contents are represented in red in our example). This behaviour changes the
priority of the content and increases the popularity of these malicious content
items. As a result, this attack reduces the probability of obtaining legitimate
content from the cache by legitimate consumers.

This attack is difficult to detect because it is hard to identify the attacker
in the NDN architecture (NDN conserves the privacy of the consumers). In
addition, the attacker does not follow a specific pattern, such as the amount
of interests sent per second and the hierarchy of prefix naming. Moreover, the
time of launching the attack is not stable and, in several cases, follows different
strike-timing.

Deng et al. [10] classified CPA into 2 main categories : Locality Disruption
Attack (LDA) and False Locality Attack (FLA). For LDA, the malicious con-
sumer requests masses of junk content. This type of content gets cached in the
CS and this malicious consumer keeps requesting it so as to keep it in the CS.
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Fig. 2. Cache Pollution Attack (CPA).

In the case of FLA, the malicious node requests already existing content with
less popularity in order to prevent other legitimate content from getting higher
popularity and falsify the priority rules implemented in the caching policies,
which forces it to be useless. As explained in [11], CPA essentially affects the
Cache Hit Ratio (CHR) by decreasing the hit ratio of legitimate content. [12]
Explains that in several cases the CHR of legitimate requests could decrease to
0% in edge routers, i.e. routers that are directly connected to the attackers. CPA
attacks also affect the Average Retrieval Delay (ARD), which greatly increases
compared to the normal state. This leads to a direct effect on the legitimate
consumer and may result in an unnecessary retransmission of the legitimate
interest.

3.2 Cache Privacy Attack and its impact

In a Cache Privacy Attack, the attacker tries to access the cached content present
in the CS to find out whether this content has recently been accessed by certain
legitimate consumers or not. When the attacker knows the time of the access
of such content, the attacker associates this content either to malicious con-
sumers or to different legitimate consumers. This attack breaks the privacy of
the legitimate users, and it requires several steps to apply it starting from the
“Enumeration” of the content present in the CS and other information like the
access time of each content item in the CS cache, then requesting such content by
either predicting the next pattern of the interest or requesting the same content.

The authors of [13] studied cache privacy attack for CCN. They identified
three types of cache privacy attack, such as a request monitoring attack or
Timing-Based Attack (TBA), Object Discovery Attack (ODA) and Data Flow
Cloning Attack (DFCA).

In TBA the attacker tries to enumerate the content presented in the CS. The
attacker finds the hit time of the cache by requesting the same content twice.
The first request caches the content. The second request is satisfied from the
cache, as the content has been already cached. The attacker requests the desired
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content to check whether it remains in the cache or not. If it is cached and the
cache hit occurs by legitimate users, the attacker can interpret that the consumer
who requested this content is linked to such content.

In ODA the attacker sends an interest that has the root name space “/”,
then the router responds with a random content from the cache of the nearby
router or any other routers by specifying the HopLimit. After that, it constructs
the prefix based on the recent result of the enumeration. Taking the example
of an attacker who sends an interest with root name space “/”, the CS cache
responds with “/com/website/www/media/video.mp4/%77”, then the attacker
changes the prefix into “/com/website/www/media/” to get a list of content in
that name space and so on. In DFCA, the attacker tries to use ODA to enumerate
the cache content. He targets the ongoing flow interests and predicts the next
name space that the legitimate consumer still hasn’t requested and sends it to
change the ongoing flow interest on his side. This attack is applied, for example,
in Voice-over-CCN applications. Globally, a Cache Privacy Attack targets the
confidentiality of content in the CS.

3.3 Cache Poisoning Attack and its impact

A Cache Poisoning Attack mainly aims to inject either fake or corrupted content
into the router, which remains in the routers and keeps spreading into the neigh-
bour nodes. Processing a content item in a line speed timing, leads the NDN
router to be unable to deeply verify the malicious content [14]. This attack can
be performed either by a compromised router which spreads poisoned content in
reply to the interest packets. The other neighbour routers will cache this content
which will be accessed later by other consumers. The attack is highly danger-
ous as it can distribute poisoned content through compromised publishers and
routers, and spread fake or corrupted content very quickly. The main security
concern in a Cache Poisoning Attack is the availability of the content.

3.4 Interest Flooding Attack and its impact

An Interest Flooding Attack is a type of attack that targets the Pending Interest
Table (PIT), and aims to send a huge amount of interests into the desired router,
which forces all these routers to create entries in their PIT that remain open
during the attack. As a result, the PIT entries will no longer be available for
legitimate consumers and keep dropping each packet sent by them [11] [14].
Three types of such attacks have been specified : existing or static, dynamically-

generated and non-existing attack. For the first type, the attacker sends an in-
terest of an existing content item that will be cached in the CS and this will open
a small number of entries in the PIT. The second type is based on dynamically
generating different interests with high frequency. This type of attack is more
efficient than type 1. For the type 3, the malicious node sends interest packets of
non-existing content. This type ensures that the router creates a higher number
of PIT entries that remain open until the time-out. This type is more severe
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than types 1 and 2 because PIT entries remain open for a longer duration. Ta-
ble 1 summarizes the four attacks introduced in this section, we compare their
security goals, the NDN component affected and the potential attacker entity.

Table 1. The effects of NDN attacks on the security goals

Attack The attacked entity |Target Security Goal|Target Entity
Cache Pollution |[Consumer/Producer|Availability CS

Cache Privacy |Consumer Confidentiality CS

Cache Poisoning |Consumer/Producer|Availability CS

Interest Flooding|Consumer Availability PIT

4 Attack detection mechanisms in NDN

4.1 CPA Detection Mechanisms

The first early mechanism to detect CPA has been proposed by Mengjun Xie
et al. in [15] and is called, CacheShield. The main process of this mechanism is
based on a shield function which calculates the frequency of receiving a content
item and indexing it with each associated content based on its popularity and its
naming-prefix, then it verifies if such content is already cashed. If so, it delivers
it to the consumer that requests it, otherwise, it stores a slice of this content
and resets its frequency counter.

By respecting the chronology, Guo et al. [16] suggested a mechanism based
on path diversity. The goal of this mechanism is to base its decision on the
collected information related to each data packet stored in the cache of the CS.
The collected parameters concisted by the hit time of a content item o.hit, the
path traversed of a content item o.PathTracker, the damage ratios on backbone
router, false positive of the decision and false negative error ratios of the decision.

Then this mechanism compares the normal state before the attack and the
attack state using a “PathTracker”. The authors defined a threshold which is
compared with the value obtained. If the value is higher than the predefined
threshold, the attack is detected. Kamimoto et al. [17] suggest a different mech-
anism based on prefix hierarchy and called "Cache Protection Method based on
prefix Hierarchy" (CPMH). This mechanism goes through 3 main steps : ex-
tracting the malicious nodes’ prefixes and saving them on a BlackList. This is
done by calculating the Request rate Variation for each prefix (RVP), and to
avoid obtaining a false positive, the mechanism also calculates the Weighted Re-
quest rate Variation for each prefix (WRVP). The next step is to eliminate the
prefixes existing on the BlackList. Finally, each interest that requests a black-
listed prefix will be dropped. Zhang et al. [18] propose a mechanism based on
the Coefficient of Variation (CV), where the decision is made based on several
parameters, namely : The prefix received z, the interface from which the interest
is received and the frequency of sending such an interest.
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These collected statistics are used to calculate the CV;(x) of an interest ¢ with
prefix z, if the value is low, it is more likely that it is from an attacker source, if
not, it is suitable to be cached. The decision in this mechanism is made on the
data, which means either to cache it or not to cache it. Another CPA detection
mechanism has been proposed in [19] and it is based on clustering. Globally,
this mechanism collects some information upon the running of the mechanism,
for-instance, the number of interests received, the number of interests for the
same content and the time interval between two consecutive requests for the
same content

Then it classifies the interests into 2 different clusters based on the probability
of an interest i appearing and the AVG time interval between two interests
requesting the same content. This helps in the final step to determine the type
of the attack (LDA or FLA) then each router broadcasts to its neighbours a list
of suspicious content items in order to avoid them being cached.

The authors of [20] suggested a detection mechanism called ICAN (Intru-
sion detection system for CPA attack in NDN architecture) based on metrics of
performance including the average cache hit ratio, average interest inter-arrival
time, hop count and prefix variation that is basically stands by monitoring dy-
namically the variation of those metrics to decide the appearance of the attack
in different realistic network topologies. This solution demonstrated high effi-
ciency compared to previous mentioned solutions in terms of conserving router
resources, the conservation of the user’s privacy and the high accuracy of detect-
ing the attack.

Other detection approaches that are Based on Probability Decision (BPD).
This approach includes a mechanism called Randomness Check [21]. This solu-
tion starts by creating a matrix composed of the names and how many times
each content item is received. Upon receiving some content, it increments the
value of that content in the matrix. If requested content goes higher than the
predefined threshold, it is suspected of being an attack. In the case of an attack,
the content is eliminated, otherwise, it stays for future demand.

A detection mechanism called Adaptive Neuro-Fuzzy Inference System (AN-
FIS) has been proposed by Karami et al. [22], which mainly aims to change the
caching replacement policy. The main step in this mechanism starts by collecting
data related to each interest which lead to feeding the features of its neurones
that are constituted by 5 fuzzy layers, as result a goodness value is collected on
each interest. This value is taken into consideration to decide whether to cache
the content or remove it from the cache of the CS.

Kumar et al. [23] proposed a mechanism to detect CPA called Interface-
Based Popularity Caching (IBPC) which goes through collecting data based
on the number of interfaces that receive a content item in a certain period of
time. IBPC focuses on calculating the number of users requesting a content
item using the Exponentially Weighted Moving Average (EWMA) to define the
popularity of the content over a given period of time, considering that the number
of attackers is smaller than the number of legitimate consumers. New technique
of detecting CPA has been introduced by Lei et al. [24], where this mechanism
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is relies on collecting information such as, Data validator, Provider CS, Content
Name, Task Prefix and Digest Prefix.

By collecting this information, the mechanism constructs blocks on each con-
tent item and verifies by comparing it with a predefined threshold to either pro-
ceed in caching the content or denying it from being accessed to the cache of the
CS.

4.2 Cache Privacy Attack Detection Mechanisms

For a Cache Privacy Attack, [25] proposed a mechanism relying on disabling the
scope and the exclude fields because the malicious node is able to perform the
attack by utilizing those 2 fields. More precisely, the exclude field guarantees that
the attacker gets the desired content without getting the same content covered
from the first attempt, and the scope field allows the attacker to request the root
namespace, which makes it easy for him to locate the desired content.

Ntuli et al. [26] suggested checking the interest and the content associated
to the same prefix in order to identify the attack probability. The attack is
suspected by the increase in the cache hit and the frequency of sending an
interest, so it denies such an interest from accessing the content. [27] extended
the work presented in [26] by adding other parameters such as repeat requests
for multiple content in short period of time. A predefined threshold is used: if
the goodness value decreases, an attack is suspected. Kumar et al. [28] proposed
to decide either to add a delay on the malicious interest or to let it pass by
judging through a static defined prefix hierarchy. This mechanism is applied for
a Timing-Based Attack (TBA).

4.3 Cache Poisoning Attack Detection Mechanisms

The detection of Cache Poisoning Attack is hard and expensive in terms of the
resources of the NDN router, which led Gasti et al. [29] to propose a mechanism
based on Self-certifying the data packet and the interest packet. Certain informa-
tion is collected, including the hash of the content associated by the mechanism
by each passing data, the Content Name and the signature of the content.

This makes it possible to compare both the data collected of the interest and
the data packet. Kim et al. [30] extended the work by reducing the overload on
the NDN routers caused by these extensive verifications. The mechanism mainly
aims to verify only the content existing in the cache: in the case of a cache hit,
the verification is applied, otherwise, it is not. Ghali et al. [31] investigated the
attack by associating each content item in the cache with a rank, this rank is
variated by the number of requests for content z. The lower the value is, the
higher probability there is of an attack.

4.4 TFA Detection Mechanisms

In TFA, some mitigation mechanisms have been suggested. In [32], the authors
propose using PIT entries as the main parameter when it goes beyond a prede-
fined threshold. Then, the NDN router lists the unwanted interest packets with
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the longest prefix and sends the associated data packets to the backbone routers
which process the interface where this interest comes from. Compagno et al. [33]
proposed a mechanism to detect IFA by utilizing the ratio of interests that come
from an interface i, the ratio of interests that go out from an interface :* and
PIT capacity for each interface i.

The mechanism calculates the goodness value using those parameters, if it
goes more than a pre-defined threshold, an attack is detected so the NDN router
revokes such an interest and a notification message is sent to the neighbour router
about the malicious interest. A neural network mechanism has been suggested
by [34], the features used in detection are : The number of arriving data packets,
the number of arriving interest packets, the number of outgoing data packets,
the number of outgoing interest packets, the number of satisfied interest packets
and the size of the PIT entries.

This mechanism has been evaluated on the DFN topology and has shown high
accuracy compared to recent, previously mentioned mitigation mechanisms.

5 Detection mechanisms limitations

As shown in Table 2, most of the detection mechanisms presented in the previous
section (II) aim to provide a better strategy to prevent the effect of the attacks
presented in Section (IIT) or to limit their impact. These mechanisms present a
variety of vulnerabilities that can be exploited by the attackers to exhaust the
router resources and expose the end-point node’s identity, etc.

An early solution, CacheShield [15] presented several limitations that affect
the efficiency of the NDN routers, such as the complexity of the algorithm for
detecting the malicious behaviour of CPA. Another limitation is space exhaus-
tion as this mechanism does not consider the limited space that the cache of
the CS has, the name placeholder can cause an issue in this point, in which this
mechanism keeps storing them continuously. Prefix Hierarchy suggested by [17]
solves the problem of exhausting NDN router resources, but still depends on the
topology itself. Also, this mechanism has issues when it comes to performing an
attack consisting of caching unpopular content of popular prefix in order to con-
fuse the mechanism. The mechanism proposed by Guo et al. [16], has a medium
level of memory exhaustion. In addition, this mechanism is not applicable on all
types of topology, and it keeps storing the information collected on each interest,
which over-consumes the router space resources. The clustering method recom-
mended by Yao et al. [19] has shown good results in classifying different attack
models such as LDA and FLA, but it still has a lack of certainty and makes
too many false judgements, where in this case the attacker keeps demanding low
popularity content to spoil the cache of the CS. ANFIS [22] has been a more
reliable suggestion compared to previous mechanisms in terms of accuracy and
efficiency. But, this mechanism may fall into two main states :

— The huge exhaustion of the routers resources such as bandwidth, caching
resources, etc. because many data packet need to be cached in order to
decide the probability of attack.
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— The huge rate of false positives, which leads the mechanism to allow con-
tent demanded by the malicious node to be cached hindering the storage
demanded by legitimate nodes.

On the other hand, Cache privacy Attacks present a challenge for researchers
to invent new mechanisms that can resist it, unfortunately those mechanisms
still have many limitations that are given below. The authors in [25] suggest
disabling two main fields in NDN packet specification in order to mitigate the
privacy of the content presented in the cache, such as for "Paid-Content”. Thus,
by eliminating the scope field from the new packet specification, the "hop-Limit"
field still can be manipulated as a scope field. As for the mechanisms presented
in [26], [27] and [28], which propose applying an extra delay on the suspected
interest with a specific prefix, this would delay the attack such as in the case of
TBA, but it still can’t resist if the intruder gets the desired content. In order to
mitigate Cache Poisoning Attack accurately, [29] and [30] use a Self-certifying-
based method. This method presents several drawbacks that may lead to false
positive decisions. Based on this point, these methods are focusing more on static
content, which means that the dynamic content can not be detected.

The above mentioned mechanisms suffers from the extreme exhaustion of the
NDN router that can cause damage in the main components’ functionality. In
the case of IFA detection mechanism, the suggestion of [32] presents some limits.
By relying on the edge NDN routers, the authors do not take in consideration
that those routers may get effected by the malicious nodes. False positive deci-
sions may appear as the legitimate consumers may request unavailable content.
The authors of [34] base their solution on a neural network-based detection sys-
tem, that may cause a huge space exhaustion and overload CPU usage. This
mechanism keeps storing the data and the interest related information even in
a non attacking state.

6 Conclusion

The success of NDN has always been based on its security and its high per-
formances, ensuring it a promising future in the network revolution. However,
since NDN is not vulnerable to a range of basic attacks that are effective on
the TCP/IP model, a number of new attacks have appeared that target NDN’s
main components. In this paper, we illustrated the potential threats that could
affect the NDN architecture. Most of these vulnerabilities result from the avail-
ability of the data in the cache of intermediate routers. The most important of
these attacks are the Cache Poisoning Attack, the Cache Privacy Attack and
the Cache Pollution Attack. Moreover, we provide an overview about new detec-
tion mechanisms that have been presented in the literature, together with their
limitations.
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Table 2. Detection mechanisms limitations
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