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Abstract. The term crypto-agility means the ability to quickly and
securely change cryptographic algorithms and related data, in the case
of their compromise. In this context, the advent of quantum computing
constitutes a new paradigm, which poses existential threats to current
cryptographic algorithms. Even if these attacks are not an imminent
danger, we must be prepared to change the cryptographic algorithms at
risk with new, quantum resistant ones. This is by no means an easy task,
because cryptographic algorithms are used everywhere and are often also
implemented on the hardware. In this paper, we analyze the similarities
and the differences between traditional agility and crypto-agility, and
investigate the prospects of using agile and lean practices in the context of
crypto-agility to introduce quantum resistant algorithms. In particular,
for the main agile and lean practices we discuss if and how they can be
useful for obtaining crypto-agility. We also investigate how the features
key to crypto-agility can be helped by the agile and lean approach.

Keywords: Agile methods · Cryptographic agility · Encryption
algorithms · Quantum resistance

1 Introduction

The introduction of agile methodologies in the late 1990s and the term “agile”
itself in the 2001 Agile Manifesto had a deep impact on software engineering and
computer science [1]. In a short time, “agile” became a buzzword used wherever
you had to emphasize the ability to respond quickly and well to challenges and
requirement changes.

A few years after the Agile Manifesto, people in the cybersecurity community
introduced the term “cryptographic agility” or “crypto-agility”. This term was
defined first in a paper by LaMacchia and Manferdelli in 2006 [9]. Their paper
presented the Microsoft’s new core cryptographic API, “Crypto Next Genera-
tion” (CNG), which was claimed to have “cryptographic agility”. In the context
of CNG, crypto-agility means the ability to change its cryptographic algorithms
(CAs) and related data (setting parameters, key storage, etc.) in the case of their
compromise, in a quick a secure way.
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In fact, practical cases in which CAs had to be changed quickly to avoid
damage due to their compromise are very rare. However, the advent of quantum
computing constitutes a new paradigm which poses new challenges to cryptog-
raphy because robust quantum computers (QCs) have been proven to be able to
break several important CAs currently used. Important milestones still remain
before a marketable and truly usable QC can exist to solve real-world problems.
The most optimistic experts estimate that it will take 5 to 10 years from now to
build a viable QC. The more cautious ones predict 15 to 30 years [13].

We know that agility means the ability to react quickly to changes. Agile and
lean software development were introduced to support traditional programming
in projects where timing is essential. Crypto-agility for quantum resistance (QR),
on the other hand, typically deals with changes that likely will be mandatory at
the end of this decade, thus operating in time intervals completely different.

In this paper, we analyze the links, the similarities, and the differences
between crypto-agility and traditional agility. We discuss which agile and lean
principles and practices are still relevant to cryptographers who are in charge
of finding and substituting traditional algorithms with new quantum-resistant
ones and which are not relevant to them.

The rest of the paper is organized as follows: Sect. 2 provides a short review
of the literature; Sect. 3 presents the concept of crypto-agility, highlighting its
main properties, while Sect. 4 explains what QC is and what QR means. In Sect. 5
we describe the relationship between crypto-agility for QR with agile and lean
practices, to dive into how agile software development can help the development,
testing, and deployment of new quantum resistant algorithms.

2 Related Work

The first use of the term “crypto-agility” was made in 2006 in [9]. After that
date, the term compares in technical reports of standard working groups (IETF,
ETSI, NIST). Only from 2018 onwards, also due to the efforts to choose and
standardize quantum resistant algorithms, which were announced at PQCrypto
conference in 2016, the term has been used and discussed in many forums. The
related wikipedia page also dates back to November 2018.

In 2019 Grote et al. described the strategy of post-quantum cryptography and
crypto-agility. They reviewed the proposed quantum resistant algorithms and
highlighted the need for crypto-agility to effectively replace non-quantum resis-
tant CAs with quantum resistant ones [5]. In 2021 Mashatand and Heintzman
recommended a crypto-agile process to assess and mitigate the exposure of orga-
nizations to quantum attacks. The proposed process includes steps such as Deter-
mine Transition Path, Wait for Standardization, Invest in Crypto-agility, Estab-
lish and Maintain a Quantum-Resistance Roadmap, Implement Hybrid Cryptog-
raphy [11]. In the same year, Ma et al. proposed CARAF: Crypto Agility Risk
Assessment Framework [10]. CARAF is aimed at analyzing and evaluating the
risk that results from the lack of crypto agility, in order to determine an appro-
priate mitigation strategy commensurate with the risk tolerance. The application
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of this framework was demonstrated with a case study regarding QR. Further-
more, Zhang and Miranskyy analyzed the threats posed by QCs and compared
the related mitigation strategies to those used to address the Y2K bug [18]. They
proposed a road map for software developers to address encryption-related chal-
lenges associated with quantum attacks, especially using crypto-agility. In 2022,
Holm et al. proposed the Crypto-Agility Maturity Model (CAMM) to determine
the state of crypto-agility of a given software or IT landscape and to improve
it [7]. CAMM consists of five levels named: (0) Initial/Not possible, (1) Pos-
sible, (2) Prepared, (3) Practiced, and (4) Sophisticated. For each level, a set
of requirements is formulated based on literature review. Initial feedback from
field experts confirmed that CAMM has a well-designed structure and is easy to
understand.

2.1 Agility and Cybersecurity

There are several studies on how agile practices can be made compatible with
security assurance, starting from the seminal work of Bezsonov [2] on merging
XP and security practices. Among these studies, two main areas emerge: updates
to Scrum and in general to agile processes to manage security aspects, and user
stories to specify security requirements.

Regarding the first area, Fitzgerald et al. identified the main incompatibility
issues between agile characteristics and constraints imposed by regulated envi-
ronments and illustrated through a detailed case study how an agile approach
can be implemented successfully in a regulated environment [3]. Ghani et al. sug-
gested adding Security Backlog and the role of a Security Master in Scrum [4].
Othmane et al. proposed a method to ensure the security of software increments,
integrating security engineering activities into the agile software development
process [14].

Regarding security requirements, Kongsli proposes the concept of “misuse
story”, derived from the “misuse case”, and reports on experiences with the
use of misuse stories and automatic security tests in the development of web
applications [8]. Williams et al. suggested the Protection Poker game to find the
relative security risk of each requirement [17]. For a recent and comprehensive
survey of security in agile software development, we refer the reader to the work
of Rindell et al. [15].

In all cited papers, the relationships between the agile approach and gen-
eral cybersecurity are considered, including protection against multiple forms
of cyber attacks. In this paper, we are interested to practices related to the
development and integration of cryptographic methods and tools into software
systems, which is only one of the several aspects of cybersecurity. We deal with
security requirements of cryptographic tools related to asymmetric cryptogra-
phy, document encryption and decryption, digital signatures, key storage and
the like.
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3 Definition of Crypto-Agility

Crypto-agility is strictly related to cybersecurity, but its scope is much nar-
rower. As reported above, it regards the ability to easily change the algorithm
implementations used by cryptographic protocols and to provide a high level of
abstraction by the API for core cryptographic operations [9].

The key properties of crypto-agility were provided by Mehrez and El
Omri [12]. They state that “crypto-agility is the ability of a system to migrate
easily from one CA to another, in a way that is flexible, scalable, and dynamic”.
The most important crypto-agility properties among those reported by them
are:

– Extensibility: ability to add new algorithms or new parameters to the sys-
tem as efficiently as possible.

– Removability: ability to gracefully retire cryptographic systems that have
become vulnerable or obsolete.

– Fungibility: ease to swap security components; also, the ability for machines
to select their security algorithms in real time and based on their combined
security functions;

– Interoperability: Crypto-Agility solutions must be interoperable between
independent implementations based purely on the information provided in
the specification.

– Updateability: support of secure updates or patches of CAs in the system.
– Compatibility: if we replace software on a system, the new software modules

and patches should be able to operate on the same hardware.
– Reversibility: if any software update fails, the system should be able to

return to the previous working software version.

The object of crypto-agility is the development or updating of software sys-
tems that use CAs. These systems are typically used for secure data transmission
and for the storage and retrieval of encrypted data. Another field impacted by
the change in CAs is that based on a blockchain, which makes extensive use of
asymmetric cryptography.

The CAs which are actually used follow standards enacted by various orga-
nizations, among which the most prominent is NIST. There are standard CAs
for symmetric and asymmetric encryption, hash functions, key management.
The standards include detailed specification of CA libraries API, so that sys-
tems using different libraries can exchange encrypted data, provided that these
libraries follow the API specifications.

Typically, large, regulated organizations are more impacted by changes in
CAs than small ones. Since CAs are largely regulated, including their APIs, the
software that actually needs to be written is the software that uses these CAs
to encrypt (maybe using more than one CA), send or store data, and decipher
them.



Reviewing Crypto-Agility and Quantum Resistance 217

4 Quantum Computing and Quantum Resistance

Quantum computing represents a significant breakthrough in computer science
and will have a strong impact on many fields, such as science, finance, artifi-
cial intelligence, pharmacology, and many others. Unfortunately, it also has the
power to breach current cryptography systems, among which secure Internet
communications, digital signatures, digital currencies, and digital ledger tech-
nology (DLT). The cryptography used in these systems is composed of Hash
functions, which guarantee immutability of data, and in blockchains are also
applied in proof of work; Symmetric cryptography, used to encode and decode
information that must remain confidential; Asymmetric cryptography, which is
behind SSL/TLS protocol ensuring secure Internet communication, and in DLT
guarantees the property of the assets linked to an address.

No classic computer in existence is capable of performing calculations fast
enough to reverse this math in any usable time frame. However, the advent of
QC constitutes a new paradigm which poses new challenges to cryptography.
Important milestones still remain before a marketable and truly usable QC can
exist to solve real-world problems. Experts estimate that it will take 5 to 30
years from now to build a viable QC [13].

When QCs will become operational, the currently understood menace they
will pose to cryptography is based on Shor’s algorithm for quickly factoring the
product of two very large primes [16]. This algorithm will allow one to unhinge
the RSA algorithm, and with a small variant also the ECDSA algorithm. These
algorithms are currently the most used for asymmetric cryptography. Today, a
digital computer that uses the most efficient algorithm known would carry out
the factoring of a number of 300 digits in about 150,000 years. A QC using the
Shor algorithm would find the solution in seconds.

Another threat is Grover’s algorithm, which allows you to speed up the search
for possible solutions to unhinge symmetric encryption algorithms (AES, DES,
hash algorithms) and can reduce the difficulty of the problem from n to

√
n [6].

However, the performance of Grover’s algorithms is not as innovative and dan-
gerous as for Shor’s one because it can be easily countered by increasing the
length of the encryption key.

Luckily, several CAs that are quantum resistant already existed in the
nineties, and more have been introduced after the discoveries of Shor and Grover.
Standardization bodies such as NIST (National Institute of Standards and Tech-
nology) and ETSI (European Telecommunications Standards Institute) have
been working on standard quantum resistant algorithms for almost a decade,
and a set of international standards is expected in 2025 [11].

One of the main issues faced by organizations to be prepared for quantum
menace, is the fact that CAs are ubiquitous in the software and hardware sys-
tems used. Therefore, migrating to quantum resistant solutions will not be an
easy journey. To this end, an organization can take advantage of a process that
exhibits the properties of crypto-agility as defined in Sect. 3.
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5 Can Agility Help Crypto-Agility?

Agile and Lean software development was introduced to shorten development
times and accommodate changes, without compromising on quality. Its time-
frames, depending on the specific activities, vary from hours to days or weeks.

Mimicking the well-known approach to software development, crypto-agility
means the ability to react to CA changes effectively and timely. However, the
need to protect a system from quantum attacks likely will be mandatory not
before the end of this decade, thus its time-frame is of the order of years, or even
decades.

We asked ourselves if agile principles and practices can be successfully used
in the context of crypto-agility, and specifically to effectively address the devel-
opment and adoption of quantum resistant software. To answer this question,
we consulted some software practitioners working in the field of cybersecurity,
and also took advantage of our experience in studying QR for blockchain appli-
cations. The research questions asked were: (i) “How suitable are the agile and
lean practices to support crypto-agility?”; and conversely (ii) “How crypto-agility
features can benefit from the agile approach?”.

The context is the development of software that must strictly follow standards
regarding its CA and API, and that uses standard libraries to send, store, and
receive encrypted data, to decode them, to manage keys, and to combine CAs
to obtain stronger security or to manage digital signatures and secure ownership
of digital assets. Following a crypto-agile principle, this software should also be
able to automatically choose the “right” CA, and manage the updating of CA
libraries.

Table 1 reports the main Agile and Lean practices, with a judgment on their
relevance to crypto-agility. You can see that most of these practices were deemed
to be useful, or very useful. The requirements should be expressed as features,
because most of them do not regard direct interaction with an user. Automated
testing is of the utmost importance. Tests can also be defined before coding the
CA and other software. We stress that the number of tests needed to assess the
security of the developed software is much higher than in other systems.

Regarding Lean practices, most of them are very useful to apply also to this
type of development. The “optimize the whole” practice may not be relevant
to this kind of development because the standardized CAs are already defined.
However, the choice of which specific quantum resistant CA to use should be
carefully made because these CA have memory and CPU requirements much
higher than traditional ones. The WIP limitation can, of course, be applied, but
here the need of a continuous flow of delivered working features is uncommon,
so this practice is not very relevant in most cases.

Regarding the second question “How crypto-agility can benefit from agility?”,
Table 2 summarizes the results of our study. For the sake of brevity, we are not
able to discuss these results, but they are quite self-explanatory.
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Table 1. Suitability of Agile and Lean practices for Crypto-Agility to obtain QR.

Table 2. Crypto-Agility principles and agile practices
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6 Conclusions

The advent of QC bring about new risks for cryptographic algorithms, which
we may have to deal with within a decade. Being prepared to quickly and safely
transform into quantum resistant algorithms is not a simple task, also due to the
wide diffusion of cryptographic algorithms both at the hardware and software
level. In this article, we have analyzed the similarities and differences between
traditional agility and crypto-agility. We investigated whether and to what extent
leading agile and lean practices are suited to support crypto-agility. Most have
been rated useful or very useful, with an emphasis on automated and massive
testing.

This work is part of a broader involvement of our research group in the field
of quantum software engineering.
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